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CACH CAU HINH BAO MAT CONG TREN SWITCH CISCO

Mic dinh, khong c6 gidi han vé $6 lugng dia chi MAC ma switch cé thé hoc trén mot giao di¢n va
tat ca dia chi MAC déu duogc cho phép. Néu mudn, chung ta co thé thay d6i hanh vi nay bang cach

st dung port-security. Hay cung xem xét moé hinh sau :

Cheap Switch Cisco Switch

Trong so d6 mang trén, mot switch khong dugc quan 1y (unmanaged switch) tir bén ngoai di duoc
két ndi vao cong FastEthernet 0/1 cta switch Cisco. Diéu nay thuong xay ra khi nguoi dung mang
thém switch ¢4 nhan tir bén ngoai vao hé thong mang doanh nghiép. Hé qua 1a switch Cisco s& hoc
dia chi MAC ctia ca hai thiét bi H1 va H2 thong qua cong FastEthernet 0/1, ¢6 thé dan dén rui ro

bao mat va quan ly mang.

Tat nhién, ching ta khong muon nguoi dung ty ¥ mang switch ctia ho va két no61 vao mang cua

ching ta. Vi vay, chiing ta can ngan chan diéu nay xay ra. Dudi day 1a cach thuc hién:

Str dung 1énh switchport port-security dé kich hoat tinh ning bao mat cong (port-security). VnPro
da cau hinh port-security dé chi cho phép mot dia chi MAC duy nhét. Khi switch phat hién mot
dia chi MAC khéc trén giao dién nay, nd s€ roi vao trang thai violation (vi pham) va mdt hanh

dong s& xay ra.

Switch({config)#interface fad/f1
Switch{config-if)#switchport port-security
Switch{config-if)#switchport port-security maximum 1
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Bén canh viéc dat gidi han t6i da cho sé luong dia chi MAC, chung ta ciing ¢6 thé sir dung bao
mat cong (port security) dé loc cac dia chi MAC. Ban c6 thé st dung tinh ning nay dé chi cho

phép cac dia chi MAC cu thé.

Trong vi du ndy ,VnPro dd cdu hinh bao mat cdng sao cho chi cho phép dia chi MAC
aaaa.bbbb.cccc. Bay khong phai 1a dia chi MAC cia mdy tinh cia may tinh trén mo hinh, vi vay

no6 1a mot vi du hoan hao dé minh hoa mdt vi pham bao mat.

St dung 1énh switchport port-security mac-address dé xac dinh dia chi MAC ma ban muén cho

phép.

Switch{config)#interface fad/1
Switch{config-if)#switchport port-security mac-address aaaa.bbbb.ccce

VnPro dang thuc hién 1énh ping dén mot dia chi IP gia. khong co thiét bi nao c6 dia chi IP 1.2.3.4

dé tao mot s luu luong dé gay ra vi pham bao mat.

C:\Documents and Settings‘\Hl»ping 1.2.3.4

VnPro chi muén tao mét it luu lwgng mang. Day 1a nhiing gi ban s& thay: (Ching ta da gap mot vi
pham bao mat, va két qua 13 cong chuyén sang trang thai err-disable. Nhu ban c6 thé thay, cong

hién dang bi tit. Hiy cting xem xét chi tiét hon vé bao mat cong (port security))

SwitchaAs

%PM-4-ERR_DISABLE: psecure-violation error detected on Fa@/1, putting
FaB/1 in err-disable state

%PORT_SECURITY=-2-PSECURE_VIOLATION: Security wiolation occurred, caused
by MAC address 2898.cc@e.5823 on port FastEthernetd/1.
¥LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®/1, changed
state to down

ELINK=3-UPDOWN: Interface FastEthermet@/1, changed state to down
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Str dung 1énh show port-security interface f0/1 dé kiém tra dé xem chi tiét bao mat cong trén timg
giao dién. Ban c6 thé thiy ché d6 vi pham (violation mode) dang & trang thai shutdown va lan vi

pham gin nhat do dia chi MAC 0090.cc0e.5023 (H1) gy ra.

Switch#show port-security interface fa@é/1

Port Security
Port Status

: Enabled

: Secure-shutdown

Violation Mode 1 Shutdown
Aging Time : B mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses i |

Total MAC Addresses g al
Configured MAC Addresses g al

Sticky MAC Addresses HE -]

Last Source Address:Vlan
Security Vieclation Count

: B999.ccBe.5823:1
H |

Day 1a mdt 1€nh hiru ich dé kiém tra cdu hinh bao mat céng ctua ban. St dung 1énh show port-
security interface (Két qua trong hinh cho thdy rang cong FastEthernet0/1 trén switch dang &
trang thai err-disabled. Diéu nay c6 nghia 12 cong da bi v6 hiéu héa tu dong bai switch do phat

hién mot 131 )

Switchftshow interfaces fae/1
FastEthernet@/1 is down, line protocol is down (err-disabled)

Tit giao dién sau khi xdy ra vi pham bao mat 1a mot y tuong tot (vé mat bao mat), nhung van dé
1a giao dién s& van & trang thai err-disable. Diéu nay co6 thé dong nghia véi viéc ban phai goi bo
phan hd tro k¥ thuat (helpdesk) dé khoi phuc giao dién vé trang thai hoat dong binh thuong! Hay

kich hoat lai n6 nao:

bé dua giao di¢n ra khoi trang thai err-disable, ban can nhap 1énh shutdown, sau d6 1a no shutdown.

Chi nhap no shutdown la khong du

Switch{config)#interface fa/1
Switch({config-if)#shutdown
Switch{config-if)#no shutdown
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S& tién loi hon néu giao dién co thé tu phuc hdi sau mot khoang thoi gian nhét dinh. Ban c¢6 thé

kich hoat tinh ning nay bang 1énh sau:

Switch(config)#errdisable recovery cause psecure-violation

Sau 5 phit (300 gidy), giao dién s& ty dong phuc hoi khoi trang thai err-disable. Tuy nhién, hiy
dam bao rﬁng ban d3 khic phuc su b, néu khong, vi pham s€ tiép tuc xay ra va giao dién s¢ lai roi
vao trang thai err-disable.. Ban c6 thé ddy nhanh qua trinh nay bang cach thay d6i thoi gian hen

gi0. Hay dat n6 thanh 30 gidy
SWl{config)#errdisable recovery interval 3@

Thay vi nhép thu cong dia chi MAC, chung ta ¢ thé ciu hinh dé switch ty dong hoc dia chi MAC

phuc vu cho port security:

Switch{config-if)#no switchport port-security mac-address aaaa.bbbb.cccc
Switch{config-if)#switchport port-security mac-address sticky

Tt khoa sticky dam bao rﬁng switch s€ st dung dia chi MAC dau tién ma no hoc duoc trén giao

dién dé phuc vu port security. Hay kiém tra lai cdu hinh nay
(Ban c6 thé théy réng switch s€ ty dong luu dia chi MAC ctia H1 vao running-config.)

Switchitshow run interface fa@/1

Building configuration...

Current configuration : 228 bytes

!

interface FastEthernetg/1

switchport mode access

switchport port-security

switchport port-security mac-address sticky

switchport port-security mac-address sticky @@ec.2928.5cbkc

Viéc tat giao dién khi c6 vi pham c6 thé 1 qua mirc can thiét. Co nhitng lua chon khac, day 1a mot

sb tuy chon ban co thé sir dung:
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Switch(config-if)#switchport port-security violation ?

protect Security violation protect mode
restrict Security violation restrict mode

shutdown Security violation shutdown mode

Ban tom tit vé cac ché do xtr Iy vi pham trong Port Security:

- Protect: Drop (loai bo) céac frame tir MAC address khong dugc phép, khong co log.
- Restrict: Drop frame tir MAC address khong hop 1€, c6 log va giri SNMP trap.

- Shutdown: Pua cong vao trang thai err-disable, c6 log va giri SNMP trap.
Céch khoi phuc cong khi bi err-disable:

Thu cong: Dung 1énh shutdown — no shutdown.

Tu dong: Dung 1énh errdisable recovery.
Chtic murng ban da thyc hién thanh cong
Ban hay kiém tra trén switch

hostname Switch

!

interface fastEthernetd/1

switchport port-security

switchport port-security maximum 1
switchport port-security mac-address sticky
switchport port-security vieclation shutdown
|

errdisable recovery cause psecure-violation
]

end
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THU'C HANH LAB TREN EVE

(' Vnpro da thue hién va chay thir thanh cong )

Mo hinh

.
P .\.E o=
-/-/

P SwCheap > SwCisco

W

> H2

CAu hinh trén switch

St dung 1énh switchport port-security dé kich hoat tinh ning bao mat cong (port-security). VnPro
da céu hinh port-security dé chi cho 2 dia chi MAC trén cong e0/1

Tiép theo sir dung 1énh switchport port-security mac-address dé xac dinh dia chi MAC ma ban
mudn cho phép Va dia Mac VnPro cho phép 1a 00:50;79:65:68:01 ( dia chi mac nay khong thudc

2 pc trén mo hinh )
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curity mac-a A1
4 ; ximum limit.
curity mac-addre a.bbbb.cccc
ce Ethernet s reached maximum limit.
urity
#¥switchport por curity maximum 2
tchport port urity mac-addre

Bay gid, chiing ta s& tao mot sd luu lugng dé gay ra vi pham bao mat

Trén H1 ping dén dia chi 1.2.3.4

-5-CONFIG_I: Configured from cor

iolation error detected on Et®

Chung ta d gap mot vi pham bao mat, va két qua 1a cong chuyén sang trang thai err-disable. Nhur

ban c6 thé thay, cong hién dang bi tit

Hay cung xem xét chi tiét hon vé& bao mat cong (port security) bang 1énh show port-security

interface el/1
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SwCisco - O
i

. Ban c6 thé thay ché do vi pham (violation mode) dang & trang thai shutdown va 1an vi pham gin

nhit do dia chi MAC 0050.7966.6801:1 (H1) gay ra.

Switchi#tishow interface e8/1
Ethernet®/1 is down, line protocol is down (err-disabled)

Tit giao dién khi vi pham bao mat giup ting cudng an ninh, nhung s& khién cong bi err-disable,

can can thiép thu cong dé khoi phuc. Hay kich hoat lai né!

Enter configuration comman one per line. End with CNTL/Z.
Switch(confi intertace

itch{confij

itch( F

g CHANGED: Interface Etherne 1, changed state to a

dministr
Switch(config-if)#no shut

witch I: cont 1g - l'l:'.#

Tiép theo ta sir dung lénh errdisable recovery cause psecure-violation ding dé tu dong khoi

phuc cong switch bi err-disable do vi pham port security, gitip giam yéu cau can thiép thu cong.
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one per line. End with CNTL/Z.

secure-violation

Sau 5 phit (300 gidy), giao dién sé& ty dong phuc hdi khoi trang thai err-disable. Tuy nhién, hiy
dam bao rﬁng ban d3 khic phuc su b, néu khong, vi pham s& tiép tuc xdy ra va giao dién s¢€ lai roi

vao trang thai err-disable.. Ban c6 thé diy nhanh qua trinh nay bang cach thay di thoi gian hen

gi0. Hay dat n6 thanh 30 gidy

y in
y interval 30

Thay vi nhép thu cong dia chi MAC, chung ta ¢ thé ciu hinh dé switch ty dong hoc dia chi MAC

phuc vu cho port security bang nhimng 1énh sau :

curity mac
curity mac-add

port-security mac
port-security mac-addr

Lénh switchport port-security mac-address sticky giup switch tw dgng hoc va ghi nhé dia chi
MAC dau tién két ndi vao cong, thay vi phai cau hinh tha cong. Dia chi MAC nay s& duge luu

trong bang CAM va duy tri qua céc lan khéi dong lai (néu luu vao cu hinh khéi dong).

Sau d6 kiém tra lai cau hinh
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configuration...
configuratic
run interface

configuration...

/ maximum 2

mac-ad

curity
urity

sole by console

i Y pr ) O

ticky aabb.c

Viéc tat giao dién khi c¢6 vi pham c6 thé 1a qua murc can thiét. C6 nhting lya chon khac, day 1a mot

sb tuy chon ban c6 thé sir dung:

nf t
figuration comma

one per line.

End with CNTL/Z.

]

y violation *

shutdown Security violation shutdown mode

Switch(config-if)#switchport port-security violation

Gidi thich

Protect (Bao vé€):

- Chin luu lugng tir dia chi MAC khong hop 16 nhung khong giri thong bao 16i va khong ghi

log.

- Cong van hoat dong binh thudng véi cac dia chi MAC hop 18.
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Restrict (Han ché):

- Chan luu luong tir dia chi MAC khong hop 1¢ giéng ché d6 protect.
- Ghi log su kién vi pham va ting bo dém vi pham bao mat (security-violation counter).

- C6 thé giri SNMP trap dé quan tri vién theo doi.
Shutdown (Tt cong - ché dd mic dinh):

- Pua cong vao trang thai err-disable khi c6 vi pham.

- Cong s& ngimg hoat dong va can bat lai thi cong bang 1énh shutdown va no shutdown hozc
thiét 1ap tu dong khoi phuc béng errdisable recovery.

- Ghi log vi pham va c6 thé giri SNMP trap

Tac gia : Phan Van Pha -PKT VNPRO
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