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DHCP SNOOPING

DHCP Snooping 1a 1 tinh ning bao mat thudc 16p 2, hoat dong giéng nhu 1 firewall giita cac server
DHCP, gitp ching ta c6 thé ngin chin cac DHCP Server gia mao trong mang. DHCP Snooping
1a 1 tinh nang chuan qudc té, do vay thi cac ban c¢6 thé cdu hinh né trén tat ca cac thiét bi hd tro.
N6 chi khac nhau vé& mit cAu hinh, con hoat dong thi tuong tu nhau.

DHCP Snooping thi hoat dong dua trén VLAN, do vay khi cAu hinh cac ban can phai kich hoat
trén timg VLAN, hodc trén tit ca cac VLAN dang c6 trong mang.

Hoat dong cia DHCP

Trudc tién ching ta s& cung tim hiéu vé hoat dong cia DHCP trong mang trudc nhé.
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Ban dau khi 1 thiét bi két ndi vao mang, no6 s€ guri ra 1 ban tin DHCP Discover ra toan mang. Khi

d6 toan bo céac thiét bi trong LAN s& déu nhan dugc. Tuy nhién chi cac thiét bi c6 bat tinh ning
DHCP Server sé& xir Iy goi tin nay va phan hoi lai 1 goi tin khac 1a DHCP Offer. Con lai cac thiét
bi khac sé& drop goi tin nay. Goéi tin DHCP Offer s€ chira thong tin dia chi IP va cac tuy chon khac
ma cac ban ciu hinh trén DHCP Server. Dia chi IP nay s€ la dia chi IP chua dugc st dung trong

mang.
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Sau khi Client nhan duoc géi tin Offer véi thong tin IP, né s& giri lai 1 goi tin Request vé Server
da gui Offer cho nd, cling véi thong tin I[P ma Server da guri cho.

Cudi cung 1a DHCP Server sé& gt lai ban tin ACK dé xac nhén, chua cac thong tin IP ma 2 bén da
trao di, sau d6 Client c6 thé str dung IP d6 dé giao tiép trong mang.

Cic van dé thuong xay ra véi DHCP Server

- Trudng hop 1: néu c6 1 hacker nao d6 gia mao 1 DHCP Server trong mang ctia ban véi
gateway chinh Ia router cua hacker. Khi d6 thi toan bd traffic di ra s€ qua router hodc switch
cua hacker, va hacker nay co thé doc duoc toan bo dir liéu cua nguoi dung. Router cua
Hacker van c6 Internet nén ngudi ding hoan toan khong biét vé van dé nay, do ho van truy

cap Internet binh thudng. Néu cac thong tin nhay cam nhu cac dir liéu ndi bd, cac thong tin
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giao dich bi 1 ra ngoai thi rat nguy hiém.

- Truong hop 2 : 1a trudng hop rat hay xay ra, ma thuong 1a do vo tinh. D6 1a trudong hop ma
1 nhan vién trong phong ban nao d6 mang 1 thiét bi router wifi vao cam trong mang dé sir
dung wifi c4 nhan. Nhung vo tinh thi router wifi d6 dugc enable DHCP 1én, va ho cim day
mang vao cong LAN nén DHCP Server nay s& cip nguoc IP vao mang LAN cuia cac ban.
Khi do6 thi nhiing thiét bi nao nhan duoc IP tir bd router wifi nay déu mét mang do bo
Router wifi nay s& khong c6 két n6i Internet trén dai mang riéng ctia Wifi. Va néu tai cac
dia diém nhu bénh vién, hay cac nha xudng c6 nhiéu toa nha thi ching ta s& rat mat thoi

gian dé tim ra.
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Hoat dong cia DHCP Snooping

Ban dau Client giri ra céc goi tin Discover 1a dang broadcast téi toan LAN, sau d6 cac Server sé

tra vé goi Offer.

@/

DHCP Server
gia mao

Khi do trén switch chay DCHP Snooping sé€ chia cac port role 1a Trust va Untrust. Chi c6 cac
cong trust moi cho cac goi tin DHCP Offer di qua, nhu vay thi cac DHCP server gia mao trén céc
cong untrust s& khong thé cip nguoc duoc IP vao mang do goi tin DHCP Offer sé& bi drop ngay

trén switch.
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Céac ban chi cin cAu hinh céng ndi 1én DHCP Server cua VnPro 1a céng trust 1a xong, con lai mac

dinh cac cong khi bat DHCP Snooping 1én thi cac cong déu 13 untrust.

Sau d6 switch sé& luu lai 1 bang DHCP Snooping Database, DHCP Snooping database ciing c6 thé
duogc st dung cho cac tinh ning nhu Dynamic ARP inspection hodc IP Source Guard dé ting bao

mat cho mang.

Theo nguyén 1y thi cac switch s& drop géi tin DHCP Offer di qua cac cong Untrust, nghia 14 ban
dau gbi tin Discover s& van gui ra toan mang. Tuy nhién thi trén switch Cisco hanh vi s& khac. Cac
switch dugc bat DHCP Snooping s& chi chuyén tiép géi tin Discover ra cac cong trust ngay tir dau,
do d6 thi né ngan chin cac DHCP Server gia mao nhan dugc ngay tir dau. Do vy né s& tbi uu

duogc ca traffic trong mang, giup giam dang ké cac goi tin DHCP Discover.
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LAB THU'C HIEN TREN EVE

( VnPro di thyc hién va kiém tra thanh cong )
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VnPro s& cdu hinh DHCP server cho cac PC bén duéi
Router>enable

Router#configure terminal

Router(config)#hostname DHCP-server

DHCP-server (config)#ip dhcp pool DHCP1

DHCP-server (dhcp-config)# network 192.168.20.0 255.255.255.0
DHCP-server (dhcp-config)# default-router 192.168.20.1

Bay gio thi ca 2 PC bén dudi mang LAN sé nhan dugc IP trt DHCP server cép Xuéng, thudc dai
192.168.20.0/24.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

ﬂ%@ DC: 276 - 278 Ung Van Khiém, P25, Q Binh Thanh, Tp Ho Chi Minh
y\ 4 DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Gia st bay gio VnPro c6 1 DHCP khéc trong mang, s& cu hinh trén switch Hacker, trong thyc té
thi n6 thuong 1 cac bd router wifi ma ngudi dung lap vao. VnPro s& cdu hinh cho n6 cép 1 dai

mang khac 1a 192.168.10.0/24.

Router>enable

Router#configure terminal

Router(config)#hostname DHCP-Attacker
DHCP-Attacker(config)#ip dhcp pool DHCP-Attacker
DHCP-Attacker(dhcp-config)# network 192.168.10.0 255.255.255.0
DHCP-Attacker(dhcp-config)# default-router 192.168.10.1

Bay gio khi cdc PC nhan IP thi n6 s& nhan ngau nhién giita 2 Server nay, server nao giri lai goi

DHCP Offer trudce thi cac PC s€ nhan IP tir server do.
Trén PC:

vPCs> 1p dhcp
DORA IP 192.168.20.2/24 Gw 192.168.20.1

VPCS> ip dhcp
DORA IP 192.168.10.4/24 Gw 192.168.10.1

Céac ban c6 thé théy PC da nhan ng'?lu nhién IP, ¢6 lac nhan IP tir hacker, c6 Iuc nhan tr DHCP
server. Van dé nay chung ta khong control dugc do n6 phuc thudc vao duong truyén mang, server
c6 dang xtr Iy nhiéu goi tin khong... DHCP Server nao gan client hon, hodc tai nguyén con nhiéu

hon thi kha niang cao s& cap IP cho client do.

Trong truong hop nay VnPro s& bat DHCP Snooping cho VLAN 1 trén SW-Access, va cdu hinh
cong e0/0 1a cong Trust, con cac cong khac mic dinh s& 1a Untrust. Khi d6 thi chi DHCP server

két ndi voi cong e0/2 ctia switch access méi co thé giri goi tin DHCP Offer qua.

Switch(config)#ip dhcp snooping
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Switch(config)#no ip dhcp snooping information option
Switch(config)#ip dhcp snooping vlan 1
Switch(config)#int e0/2

Switch(config-if)#ip dhcp snooping trust
Switch(config-if)#exit

Switch(config)#int range €0/0-1

Switch(config-if)#ip dhcp snooping limit rate 10

Switch(config-if)#exit

switch#show ip dhcp snooping

switch DHCP snooping is &”7'l : .

DHCP snooping is configured fo11ow1ng VLANS :

1

DHCP snooping is operational on following VLANs:

1

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled
circuit-id default format: vlan-mod-port
remote-id: aabb.cc00.3000 (MAC)
option 82 on untrusted port is not allowed
verification of hwaddr field is enabled
verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate Timit (pps)

Ethernet0/0 no no 10
custom circuit-ids:

Ethernet0/1 no no 10
Custom circuit-ids:

Ethernet0/2 Ves VeS5 unlimited
custom circuit-ids:

Céc ban ciing c6 thé gi6i han sb lugng goi tin DHCP trén cac cong mang bang 1énh:
ip dhep snooping limit rate <1-2048>

Do 1a s6 lwong goi tin DHCP duoc cho phép trén 1s. N6 s& duge tinh bang packet per second.
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Céu hinh nay c6 thé gitp cac ban phong chéng duoc cac truong hop tn cong lam can kiét DHCP.
Cac may tinh ctia hacker, hodc cac may bi nhiém virut sé lién tuc giri cac yéu cau DHCP lén server,
lam cho can IP trén server hoac lam cho server bi qua tai. Khi d6 cac may tinh khac trong mang
LAN sé& khong nhan dugc IP nita. Cac ban c6 thé tinh dya trén s6 lugng Client trong mang nhan

v6i 86 luong goi tin DHCP, sau d6 tinh du ra thém khoang 1/3 dé du phong.

Trén cac switch bat DHCP Snooping thi cic ban c6 thé show dugc thong tin vé Client bang

1énh show ip dhcp snooping binding. Bang nay s€ khac nhau gilra cac switch.

Switch#show ip dhcp snooping binding

switch#show ip dhcp snooping binding
MacAddress IpAaddress Lease(sec) Type VLAN Interface

00:50:79:66:68:05 192.168.20.2 86283 dhcp-snooping 1 ethernet0/0
Total number of bindings: 1

Béng nay sé& ¢ thong tin vé MAC, IP, loai 1a DHCP Snooping, vlan 1 va cong két ni ciia client.
bat debug trén switch access dé cac ban xem hanh vi xt 1y trén switch Cisco

Switch#debug ip dhcp snooping event

DHCP Snooping Event debugging is on

Switch#debug ip dhcp snooping packet

DHCP Snooping Packet debugging is on

PC2 nhén IP. Trén SW-Access sé& co cac log lién quan dén qua trinh xr Iy g6i tin DHCP,
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switch#

“Mar 12 08:22:34.663: DHCP_SNOOPING: checking expired snoop binding entries

switch#

*Mar 12 08:23:02.610: DHCP_SNOOPING: received new DHCP packet from input interface (Ethernet0/

0

*Mar 12 08:23:02.610: DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, inpu

t interface: Et0/0, MAC da: ffff.ffff.ffff, MAC sa: 0050.7966.6805, IP da: 255.255.255.255, IP
sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0
.0.0.0, DHCP chaddr: 0050.7966. 6805

*Mar 12 08:23:02.610: DHCP_SNOOPING_SW: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, p

acket is flooded to ingress VLAN: (1)

*Mar 12 08:23:02.610: DHCP_SNOOPING_SW: bridge packet send packet to port: Ethernet0/2, vlan 1

Switch#
*Mar 12 08:23:03.610: DHCP_SNOOPING: received new DHCP packet from input interface (Ethernet0/
0

*Mar 12 08:23:03.610: DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, inpu

t interface: Et0/0, MAC da: ffff.ffff.ffff, MAC sa: 0050.7966.6805, IP da: 255.255.255.255, IP
sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0
.0.0.0, DHCP chaddr: 0050.7966.6805

“Mar 12 08:23:03.610: DHCP_SNOOPING_SW: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, p
acket is flooded to ingress VLAN: (1)

*Mar 12 08:23:03.610: DHCP_SNOOPING_SW: bridge packet send packet to port: Ethernet0/2, vlan 1

*Mar 12 08:23:04.634: DHCP_SNOOPING: received new DHCP packet from input interface (Ethernet0/
2

)

*Mar 12 08:23:04.635: DHCP_SNOOPING: process new DHCP packet, message type: DHCPOFFER, input i
nterface: Et0/2, MAC da: 0050.7966.6805, MAC sa: ca01.137c.0000, IP da: 192.168.20.3, IP sa: 1
92.168.20.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 192.168.20.3, DHCP siaddr: 0.0.0.0, DHCP giadd
r: 0.0.0.0, DHCP chaddr: 0050.7966. 6805

*mMar %2 08:23:04.635: DHCP_SNOOPING: direct forward dhcp replyto output port: Ethernet0/0.
switch#
Sgar 12 08:23:06.611: DHCP_SNOOPING: received new DHCP packet from input interface (Ethernet0/

*Mar 12 08:23:06.611: DHCP_SNOOPING: process new DHCP packet, message type: DHCPREQUEST, input
interface: Et0/0, MAC da: ca0l1l.137c.0000, MAC sa: 0050.7966.6805, IP da: 255.255.255.255, IP

sa: 0.0.0.0, DHCP ciaddr: 192.168.20.3, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giadd

r: 0.0.0.0, DHCP chaddr: 0050.7966.6805

*Mar 12 08:23:06.611: DHCP_SNOOPING_SW: bridge packet send packet to port: Ethernet0/2, vlan 1

;gar 12 08:23:06.621: DHCP_SNOOPING: received new DHCP packet from input interface (Ethernet0/
2

*“Mar 12 08:23:06.621: DHCP_SNOOPING: process new DHCP packet, message type: DHCPACK, input int
erface: Et0/2, MAC da: 0050.7966.6805, MAC sa: ca0l1.137c.0000, IP da: 192.168.20.3, IP sa: 192
.168.20.1, DHCP ciaddr: 192.168.20.3, DHCP yiaddr: 192.168.20.3, DHCP siaddr: 0.0.0.0, DHCP gi
addr: 0.0.0.0, DHCP chaddr: 0050.7966.6805

*Mar 12 08:23:06.621: DHCP_SNOOPING: add binding on port Ethernet0/0.

“Mar 12 08:23:06.621: DHCP_SNOOPING: added entry to table (index 139)

*Mar 12 08:23:06.621: DHCP_SNOOPING: dump binding entry: Mac=00:50:79:66:68:05 Ip=192.168.20.3
Leas§=86400 Type=dhcp-snooping vlan=1 If=ethernet0/0

switch#

*Mar 12 08:23:06.621: DHCP_SNOOPING_SW no entry found for 0050.7966.6805 0.0.0.1 Ethernet0/0
“Mar 12 08:23:06.622: DHCP_SNOOPING_SW host tracking not found for update add dynamic (192.168
.20.3, 0.0.0.0, 0050.7966.6805) vlan 1

*Mar 12 08:23:06.622: DHCP_SNOOPING: direct forward dhcp replyto output port: Ethernet0/0.

Ban dau switch s& nhan duoc 1 goi tin DHCP Discover tir cong ¢0/1 1a cong ndi voi PC2 véi MAC

dich 1a broadcast FFFF.FFFF.FFFF.

G6i tin nhan duogc tir VLAN 1, nén né sé duoc chuyén vao VLAN 1, va sau d6 n6 chi guri goi tin
qua port €0/2, 1a cong Trust.
DHCP server nhan dugc s& giri lai goi tin DHCP Offer qua cong E0/2 vdi cac thong tin IP, no 1a

cong trust nén s& duge switch cho phép va diy qua cong e0/1 cho PC2.
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Va cudi cung switch s& binding dia chi IP va port e0/1 v6i cac thong tin ciia Client. Thong tin nay
s& duoc str dung vao cac muc dich khac nhau dé chdng céc loai tin cong lién quan dén gia mao
ARP, gia mao IP...

Nhu vay ching ta vira ngan chan duoc cac server gia mao, vira gidm dugc cac goi tin DHCP
Discover trong mang.

Ngoai ra thi cac ban ciing ¢ thé két hop DHCP Snooping cuing v&i nhiéu tinh nang bao mat khac
dé ngan chin viée gia dia chi IP hodc MAC dé iy cap thong tin trong mang.

Téc gia : Nguyén Quang Hoa -PKT VNPRO
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