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CO CHE HOAT PONG CUA IP SOURCE GUARD (IPSG)

(Bai lab nay da dwoc phong ky thudt VnPro thiee hién va kiém tra thanh céng)

Muc luc
1. Gidi thi¢u
2. CAu hinh IP Source Guard trén switch Cisco
3. Céu hinh dua trén DHCP Snooping database
4. Cau hinh Static binding
1. Giéi thi¢u
IP Source Guard hay thuong goi 13 IPSG, 14 1 tinh ning bao mat 16p 2 dé ngan chin cac

cudc tan cong gid mao dia chi IP, hoac 1a ca dia chi IP va MAC. Cac ban c6 thé xem trong
mo hinh nay:
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Gia sir trong mang cta chiing ta c6 may tinh A, dugc cap phat dja chi IP hop 16 10.0.0.2 va
dia chi MAC 54-05-DB-F8-7C-DE thong qua DHCP Server. Pay 1a hai thong tin xac thuc
gitip dinh danh thiét bi nay trong hé thong mang. Tuy nhién c6 1 may tinh khac cta hacker
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cling dat dia chi IP nay véi MAC la DC-4A-3E-62-07-AC, nham gia mao may tinh A dé
danh cip thong tin.

Trong thuc té hé théng mang chiing ta s& gip rat nhiéu truong hop tuong tu.

Gia sir ban ¢c6 mot VLAN va trén firewall chi cho phép mdt s6 dia chi IP nhét dinh duoc
truy cap internet, nhung khong kiém tra dia chi MAC. Trong truong hop nay, mot s6 ngudi
c6 thé ¢6 tinh c4u hinh trung dia chi IP dwgc phép truy cip dé dang nhip vao mang khi cac
thiét bi hop 1¢ dang offline.

Hozc mot tinh hudéng phd bién khac: trong mang ctia ban c6 mot sé server str dung dia chi
IP tinh. Cac server nay thuong bat firewall dé bao vé nén mic dinh s& chin cac g6i tin
ICMP (ping). Néu ai d6 can dit mot IP tinh cho thiét bi ciia ho, ho ¢6 thé ping thir dén IP
cua server. Do firewall chan ping nén khong nhan dugc phan hdi, ho nghi [P d6 chua dugc
str dung va gan n6 cho thiét bi cia minh. Két qua 1a mang ctia ban s& 6 hai thiét bi cing
ding mét IP, dan dén hién tuong xung dot IP va lam gian doan két ndi dén server,

Khi xay ra trung IP, switch s& luu dia chi MAC cua thiét bj ndo giri g6i tin gan nhat, nén
tat ca luu lwong dén IP d6 s& dugc chuyén dén thiét bi nay. Diéu nay rat nguy hiém vi c6
thé lam gian doan cac dich vy quan trong néu mot thiét bi ¢d tinh hodc vo tinh st dung dia
chi IP da duoc cap phat. Tinh trang nay cang nghiém trong hon néu IP tinh cua server chua
duoc loai khoi DHCP pool — khi server offline, DHCP van c6 thé cap IP nay cho thiét bi
khac.

V61 nhiing rai ro nhu vay, IP Source Guard (IPSG) 1a mot giai phdp don gidn nhung cuc
ky hiéu qua dé ngan chan tinh trang gia mao va xung dot IP trong mang.

2. C4u hinh IP Source Guard trén switch Cisco

Khi cac ban bat IP Source Guard 18n, ban dau no s& deny toan b traffic, chi cho phép cac
g61 tin DHCP. Khi d6 chi nhiing Client nhan dugc IP DHCP hodc da duoc cAu hinh binding
tinh thi méi dugce phép di qua.

IP Source Guard s& c¢6 2 cach dé cdu hinh: dya trén DHCP Snooping binding va static
binding.
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3. Cu hinh dya trén DHCP Snooping database

Dé ¢ thé ciu hinh dugc IP Source Guard theo bang DHCP Snooping binding thi ching ta
can c6 DHCP Snooping trudc.

Day la bang DHCP Snooping binding

switch#show ip dhcp snooping binding
MacAddress IpAddress Lease(sec) Type VLAN Interface

00:50:79:66:68:04  192.168.20.3 86341 dhcp-snooping 1 Ethernet0/1
Total number of bindings: 1

IP Source Guard s& st dung cac thong tin ny dé tao cac Access list dong va loc traffic, cac
thong tin nay tuy vao cac ban cau hinh, n6 co6 thé 1a IP, hoac MAC, VLAN, va interface
cling dugc.

Vi du nhu mé hinh trén, céc ban bat IP Source Guard véi thong tin kiém tra 12 IP va MAC,
thi khi d6 chi c6 PC1 s& c6 thé truy cap mang duoc, do nd nhan IP tir DHCP va thong tin
nay da dugc binding trong DHCP Snooping database. Con PC2 nay s€ bi deny do dia chi
MAC cua n6 khong khop véi dia chi IP va PC2 dugc dat IP tinh nén s€ khong c6 trong
bang DHCP Snooping. T4t nhién 13 khi PC2 nhan IP méi thong qua DHCP, thi IP Source
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Guard ciing s& update Access list dong cua nd voi thong tin moi trong DHCP Snooping
database.

Céch hoat dong ctia né chi don gian vay thoi. Cac ban dua cac thong s6 ndo vao check, thi
no6 s€ kiém tra cac thong tin do, néu dung thi cho phép truy cap.

Trudc tién minh s& cdu hinh IP source guard cho cong 0/1 trudc.

Bat IP Source Guard bang 1énh ip verify source trong mode Interface.
Switch(config)#int e0/1

Switch(config-if)#ip verify source

Pé kiém tra thi cac ban c6 thé show bang 1énh show ip verify source.

switch(config)#do show ip verify source
interface Filter-type Filter-mode 1IP-address Mac-address vlan

ET0/1 ip active 192.168.20.3 1
switch(config)#

Céc ban ciing co thé thém bo loc dua vao dia chi MAC. Dé loc theo MAC thi cac ban co
thé thém option port secure vao.

switch(config)#interface ethernet 0/1

switch(config-if)#ip verify source port-security

Switch(confﬁg-if)#do show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address vlan
ET0/1 ip-mac active 192.168.20.3 permit-all 1
switch(config-if)#j

Khi d6 thi switch s€ check ca IP va MAC, tuy nhién thi MAC hién tai dang cho phép tat ca
do minh chua cau hinh Port secure, minh s& bat port secure trén cong 0/1.
Sswitch(conTig-iT)#switchport mode access

switch(config-if)#switchport port-security

switch(config-if)#do show ip verify source
Interface Filter-type Filter-mode 1IP-address Mac-address vlan

ET0/1 ip-mac active 192.168.20.3 00:50:79:66:68:04 1
switch(config-if)#j

Bay gio thi switch s€ loc cac Client tuong tng voi dia chi IP va dia chi MAC nay.
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Minh s& cau hinh twong ty cho cong 0/0 ndi xudéng PC2
Switch(config)#int e0/0

Switch(config-if)#ip verify source

Switch(config-if)#ip verify source port-security
Switch(config-if)#switch mode access

Switch(config-if)#switchport port-security

switch(cc uhc, if)#do show ip verify source

Interface Filter- -type Filter-mode IP-address Mac-address vlian
ET0/0 ip-mac active deny-all deny-all 1
ET0/1 ip-mac active 192.168.20.3 00:50:79:66:68:04 1

switch(config-if)#

Céc ban c6 thé thdy do cong 0/0 dang cau hinh IP tinh va n6 khong c6 thong tin trong bang
DHCP Snooping, nén né sé deny toan b traffic dén tir cong nay, trir gbi tin DHCP thoi.
Nén ching ta s€ tranh dugc cac truong hop ai dé dat trung vadi cac IP quan trong trong hé
thong mang. Cac may client lic nay tai cong 0/0 can phai nhan IP qua DHCP thi méi truy
cap duoc. Con truong hop dit tinh thi chung ta s& can static binding.

Nhu vdy PC2 du c6 dit triung IP thi cling khong 1am anh hudng dén két ndi mang cua PC1.
4. Cau hinh Static binding

Ngoai st dung thong tin vé client trong DHCP snooping Binding, thi IP Source Guard cung
hd trg cac cau hinh Static. N6 s€ dugc st dung trong truong hop Server cau hinh IP tinh va
chdng ta chi muén IP nay dugc phép suir dung trén 1 cong nhat dinh, tranh truong hop ai do
dat trung IP cua server gy mat mang chang han. Thi khi d6 chiing ta khong can két hop
v6i DHCP Snooping nita

Trudc tién minh da doi IP ciia PC2 sang IP 192.168.20.10 d¢ tranh tring lap véi PC1.

Dé ciu hinh static binding, ching ta quay lai vao mode global config va ciu hinh bﬁng 1énh
ip source binding, sau do la cac thong tin vé MAC, VLAN, IP va cu6i cung 1a cong ket noi.
bay 1a 1énh cau hinh:

Switch(config)#ip source binding 00:50:79:66:68:05 vlan 1 192.168.20.10 interface e0/0

Bay gio thi cac server tai cong 0/0 véi cac thong tin ndy co thé truy cip mang, mic du
chung khong c6 trong bang DHCP Binding.
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switch(config)#do show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address vlan
ET0/0 ip-mac active 192.168.20.10 00:50:79:66:68:05 1

Et0/1 ip-mac active 192.168.20. 3 00:50:79:66:68:04 1
switch(config)#do show ip dhcp snooping bindin

MacAddress IpAddress Lease(sec) Type VLAN Interface
00:50:79:66:68:04 192.168.20.3 85244 dhcp-snooping 1 Ethernet0/1

Total number of bindings: 1
Kiém tra

Pé kiém tra hoat dong cua IP Source Guard (IPSG), co thé sir dung 1énh show ip verify
source nhu da show & trén, hodc céc ban cling c6 thé bat debug IPSG dé xem chi tiét.

Minh s€ bat debug IPSG trén switch Ién trude. Luuy két qua debug nay 1a lac minh chua
cau hinh static binding cho PC2 va PC2 van dang dat IP 192.168.20.3 trung vé1 PC1.

switch#debug ip verify source packet
Ip source guard debug packet debugging is or
switch#j}

Switch#debug ip verify source packet
Ip source guard debug packet debugging is on
ping tir PC-B dén gateway.

VPCS> ﬁp 192.168.20.3/24 192.168.20.1

Checking for duplicate address...

PCl : 192.168.20.3 255.255.255.0 gateway 192.168.20.1
VPCS> ping 192.168.20.1

host (192.168.20.1) not reachable

vecss i

Co thé thay 1 log da dugc day ra thong bao PC tir cong 0/0, dia chi IP va MAC khong c6
trén interface nay, do vay tat ca traffic nay s€ bi drop.
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switch#

*mar 12 17:15:

0, recv vlan:
*Mar 12 17:15
/0,

0, recv vlan:
*Mar 12 17:15
/0,
switch#

*Mar 12 17:15:

0, recv vian:
fMmar 12 17:15
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34.052: DHCP_SECURITY_SW: receive port security packet, recv port: Ethernet0/
1, consume flag: 0, handle fla

H
:34.052: DHCP_SECURITY_SW: va]igate port security packet, recv port: Ethernet0
recv vian: .
“Mar 12 17:15:

1, mac: 0050.7966.6805, invalid flag: 0
35.053: DHCP_SECURITY_SW: receive port security packet, recv port: Ethernet0/
1, consume flag: 0, handle fla

Hi
:35.053: DHCP_SECURITY_SW: va]igate port security packet, recv port: Ethernet0
recv vian: .

1, mac: 0050.7966.6805, invalid flag: 0

36.055: DHCP_SECURITY_SW: receive port security packet, recv port: Ethernet0/
1, consume flag: 0, handle fla

: 1.
:36.055: DHCP_SECURITY_SW: va1igate port security packet, recv port: Ethernet0
/0, recv vlan:

1, mac: 0050.7966.6805, invalid flag: O.
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