Lab DCACI
Cai dat ACI Simulator

Trudc tién cac ban tai cac file ova cua ACI Simulator, Cisco s€ chia file cai dat cua ACI
thanh nhiéu phan cac ban tai vé va ghép chung lai thanh 1 file hoan chinh dé cai dat hinh
duéi day 1a 8 phan cia file ACI Sim cac ban tim va tai 1an luot chiing vé.

I acisim-5.2-4d_partl.ova 9/12/2024 4:58 PM Open Virtualizatio.. 10,148,215 ...
Il acisim-5.2-4d_part2.ova 9/12/2024 5:.07 PM Open Virtualizatio.. 10,148,215 ..
Il acisim-5.2-4d_part3.ova 9/12/2024 4:58 PM Open Virtualizatio... 10,148,215 ...
Il acisim-5.2-4d_partd.ova 9/12/2024 4:54 PM Open Virtualizatio.. 10,148,215 ..
I acisim-5.2-4d_part5.ova 9/12/2024 459 PM Open Virtualizatio.. 10,148,215 ...
i1 acisim-5.2-4d_partb.ova 9/12/2024 5:07 PM Open Virtualizatio.. 10,148,215 ...
Il acisim-5.2-4d_part7.ova 9/12/2024 5:10 PM Open Virtualizatio.. 10,148,215 ...
Il acisim-5.2-4d_part8.ova 9/12/2024 5:09 PM Open Virtualizatio.. 10,148,215 ..

Tiép theo cac ban dung cmd, 1énh type dé tién hanh ghép 8 file thanh 1, cac ban c6 thé
dung 1€nh cat néu st dung hé¢ diéu hanh linux.

| CA\Windows\System32\cmd.exe - O x

ACI>type acisim- Ad_par t2 _ova 5im-5.2 acisim-5.2-4d_part4.ova acisim-5.2

art5 acisim-5.2- artb a .2-4d_pa cisi d_par m-5.2-4d

Khi da ghép lai xong ta c6 1 file hoan chinh c6 dung Iuong 81gb thoi gian chd ghép file sé
kha 1au nén cac ban hay tién hanh ghép chiing khi ranh.
B auidinl I_.J.L_‘TU_IJGI Luva IV EMEST Q0D TV AT W LUQNLauta. T 10 e 1

Il acisim-5.2-4d1.ova 9/13/2024 10:25 AM Open Virtualizatio.. 81,185,718 ...



Chung ta s& truy cap vao vCenter rdi chon Server chung ta can Deploy ACI Simulator 1én.
Nhén chudt phai vao Host chung ta mudn Deploy va chon “Deploy OVF Template...”

[} Actions-10.21526.19
G New Virtual Machine...

& Deploy OVF Template...

RIRCPAPld (< New Resource Pool...

&% ACISii ©a New vApp..

G Cisco |l 35 Import VMs

) Cisco | Maintenance Mode

Chung ta s& chon “Local file” va Upload File 1én tir may Local ctia ching ta sau d6 nhan
(bee)(t”

Deploy OVF Template

S om remote UR| al file s em
1 Select an OVF template [\ Select a template to deploy. Use multiple selection to select all the files associated with an OVF template (.

d install th ternet, or bro

O Local file

No files selected.

CANCEL




bit tén may ao

Deploy OVF Template Select a name and folder
'1\‘ a unique nar na targe' jocation

1 Select an OVF template Virtual machine name: acisim-6.0-3d

2 Select a name and folder _
Select a location for the virtual machine

v (@} 10.215.26.30

b [} Datacenter

CANCEL

Sau d6 chon Host dé s dung Resource va nhan Next

Deploy OVF Template Select a compute resource
Select the destination compute resource for this operation
1 Select an OVF template v [} Datacenter
[l 10.215.26.11

2 Select a name and folder [ 10.21526.12

>

>

> [ 102152613
> [ 102152615
> [ 1021526.16
> [ 10.215.26.17 (Not responding)
> [ 102152618
>
>
>

0.215.26.19

3] 10.215282
[l 10215285

Compatibility

CANCEL ‘ BACK ’




Sau d6 chon Host dé sur dung Resource va nhan Next

Deploy OVF Template

1 Select an OVF template
2 Select a name and folder
3 Select a compute resource

4 Review details

5 Select storage

Select storage
Select the storage for the configuration and disk files
Select virtual disk format Thin Provision hd
VM Storage Policy

] Disable Storage DRS for this virtual machine

Datastore Default

Storage

T T s T
Compatibility A

Capacity

|
Compatibility

Compatibility checks succeeded

T

Cluster

CANCEL | BACK |

Phan Network ching ta s€ dé mic dinh va sau d6 nhan “Next”

Deploy OVF Template

1 Select an OVF template
Select a name and folder
Select a compute resource
Review details

5 Select storage

6 Select networks

ete

ady to compl

Select networks

ation network for

Source Network Destination Network

nat VM Network v

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: 1Pv4

CANCEL ’ BACK H




Sau khi nhan “Finish” liic ndy chung ta chi can doi trong lac chung ta dang day file tir may
Local lén

Deploy OVF Template Ready to complete

R

Select an OVF template v Select a name and folder

Name AC| Simulator
Select a name and folder

Template name acisim-6.0-3d

Select a compute resource Folder Datacenter

_ ~ Vv Select a compute resource
Review details
Resource 10.215.26.19

Select storage v Review details

Download size
Select networks

v Select storage
7 Ready to complete Size on disk Unknown
Storage mapping 1

All disks Datastore: 26.19; Format: Thin provision

v Select networks
Network mapping 1
nat VM Network
IP allocation settings

IP protocol PV4

ID allnratinn Qtatir - Manial

CANCEL ‘ BACK ‘

Sau khi day file xong ching ta bat may 4o lén.

& ACI Simulator |

sSummary Monitor




Ban dau khi setup ACI Simulator ching ta s& c¢6 2 Options dé Iya chon.
« Topology 16n v6i 3 APICs gom c6 2 Leaf va 2 Spine. Nhan “y” dé chon topo 16n
« Topology nho v&i 1 APICs gém c6 1 Leaf va 1 Spine. Nhan “n” dé chon topo nho

Nén chon Topology 16n dé 1am lab va Topology nho dé lam quen véi giao dién ctia APIC
va lam céc bai lab nhd.

Default simulator topology consists of 1 APIC, 1 leaf and 1 spine.
You can select large topology with 3 APICs, 2 leaves and 2 spines.

He recommend at least 64GB RAM and 16+ CPUs for large topology.
This system has 31 GB RAM and 12 CPUs.

select large topology? (Provide your choice in 3 minutes) [y/nl: _

Nhitng phan nay cac ban dé nén dé mic dinh chi can thay d6i phan ip dé quan 1y 1a duoc

Cluster configuration ...
Enter the fabric mame [ACI Fabricll:

Enter the fabric 1D (1-128) [11]:

Enter the number of active controllers in the fabric (1-9) [3]1: _

Is this a standby controller”? [NOI]:

Enter the controller 1D (1-3) [11]:

Is this APIC connected to fabric over L3 Network ? yes/no [nol:

Enter the POD ID (1-254) [11]:

Enter the controller name lapicll:




Enter address pool for TEP addresses [18.8.8.8-161:
Note: The infra ULAN ID should not be used elsewhere in your environment

and should not overlap with any other reserved ULANs on other platforms.
Enter the ULAN ID for infra network (1-4894) [4]:
Enter address pool for BD multicast addresses (GIPO) [225.8.8.8-151:

T6i phan dit IP quan 1y cac ban dit theo ip cac ban muén

Out-of-band management configuration ...
Enable IPvb for Out of Band Mgmt Interface”? [NI]:
Enter the IPv4 address [192.168.18.1/241]:

Enter the [IPv4 address of the default gateway [192.168.18.2541:

Céc ban dé speed auto

Enter the interface speed/duplex mode [autol:

bit pass cho admin

admin user configuration

Enable strong passwords? L[Y]:
Nhén n dé hoan tat cai dat

HWould you like to edit the configuration? (y/n) [nl:
Céc ban thu ping to1 dia chi quan ly

C:\Users\tieng>ping 18.215.26.50

[wn]

Pinging 10.2:
Reply from 1€
Reply from 16
Reply from 1€

3 with 32 bytes of data:

6.50: byte ime=2ms TTL=63
6.50: byte ime=1ms TTL=6

6.50: byt ime=1ms TTL=6

6.50: byte ime=1ms TTL=63

NN
(R iy gy e

(¥Rl Ty Ry Y |
.

Pt

Reply from 16

Ping statistics for 10.215.26.50:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Ims, Maximum = 2ms, Average = 1ms

Nhap dia chi quan ly Ién trinh duyét



& 10.215.26.50)

"UI #5 APIC(10.215.26.50) - 10.215.26.50 [ Chuyén sang thé nay

Q  10.215.26.50 - Tim kiém trén Google

Khi vao s€ c6 giao dién nhu vay cac ban nhap user id 1a admin va pass cac ban vira dat &
trén.

Giao dién khi vao trong

© Khéngbdomit  hites://10.215. v B ~ Q
@ rightningnewtab @ The hot pics Macros v§ Teams va Kénh | Ch [ T3t ca déu trang
dice APIC - Q QKOO
System Admin Inte

QuickStart | Dashboard | Controllers System Settings | SmartLicensing | Faults | History | ConfigZones | Active Sessions | Securit

System Health 0 Fault Counts by Domain

Zoom [AH] 1D [ AN

SYSTEM WIDE 13 o 2
e A
o
]
@ External 1
No stats data to display... F
Infra 10
Time
Ten
Apps ) 0
Nodes with Health = 98 99
= Name Pod ID Node Type Health Score
owledoed Faults [ Hide Delegated Faults
Tenants with Health < 99 99 1
- Name Health Score Ere 0 0 0 0 .




LAB: Tenant Configuration

Tao mot Tenants ma&i vao Tenants =» add tenant

ol APIC

System Fabric Virtual Networking A

ALLTENANTS | AddTenant | Tenant Search: RERERC IR

All Tenants

~ Name Alias

common
infra

mgmt



Dit tén Tenant3 = ¢ phan security domain tich +
Create Tenant 00

Name: Tenant3
Alias:

Description: optional

Annotations: e Click to add a new annotation
GUID: 4L

Provider GUID Account Name

Monitoring Policy:  select a value

Security Domains: m' +

Name - Description
I Tenant3

VRF Name: VRF3

Navigate on submit:



Tao mdt security domain méi name: Tenant3 =» nhan submit

;_Create Security Domain (2 I

Mame: | Tenant3

Description: | optional

Restricted Domain: Yes >|

Sau khi tao xong

System Tenants Fabric Virtual Networking Admin Cperations Apps Integratic

ALL TENANTS | Add Tenant | Tenant Search: ERENEREEES | common | Tenantd | Tenant2 | Te

Tenant3
Networks
C» Quick Start
ﬁ Tenant3
B Application Profiles 17 13
B Metworking WRF Eridge Domsin L2 L3

= Eridge Domains

= VRFs
= L2Cuts
= L3Cuts I

B SR-MPLS VRF L30uts
& Cot1G Tunnels

B Contracts

VRF3

ml Policies



Tao End Point Retention Policy cho Bridge Domain. Viéc ndy cung cip cac tham sd cho

vong doi cua Bridge Domain.

e Tai Tenant3, mé rong Policies => md& rong Protocol.

e Chudt phai End Point Retention | Create End Point Retention Policy

e Name: T3 _EPR | Submit

E

= Contracts

Create End Point Retention Policy

0o
o+ %

Description

B Policies
Name: T3_ERP
E Protocol -
Description: optional
= BFC
B BFD Multihop
B D RA Prefix Hold Interval (sec): 300
E BGP Bounce Entry Aging Intereal [5«9{']_' 630
B Custom GoS Local Endpoint Aging Interval (sec): aop
B Cata Plane Policing Remote Endpoint Aging Interval (sec): 300
B cHCP Move Frequency (per sec): 256
= EIGRP
End Po " 7
- Create End Point Retention Policy
= Externa
Protocol Policies - Endpoint Retention
- Name Hold Interval (sec)  Bounce Entry Local End Point Remote End Point  Move Frequency
Aging Interval Aging Interval Aging Interval (Per Sec)
(sec) (sec) (sec)

T3_ERP e B30 an 300 256



Budc 4: Chon thu muc Networking
« Nhép va kéo biéu tugng Bridge Domain (B) sang VRF1(V).

* bam bao Bridge Domain nam trong vong tron nét dit va mot vecto xuat hién gitra B va
V.

Tenants .
Networks

(C» Quick Start

ﬁ Tenant3
= Application Profiles L2 L3y

VRF Bridge Cormsin L2 L3 Comman VRF

Dot 15 Tunnels VRE3
B Contracts
B Policies.
B Protocol

Nhap tén: Web bd | gilt nguyén cac cai dat
O phan Endpoint Renention Policy
e ChonT3 EPR

Create Bridge Domain (2 %]

Main L3 Configurations Advanced/Troubleshooting

Name: Web_bd |
Alias:

Description: | optional

Type: [ fc
Forwarding:

Endpoint Retention Policy:

IGMP Snoop Policy: | select a value



O L3 Configurations Chon Subnets (+) | nhap Gateway IP: 192.168.10.1/24 = ok
Create Subnet (2 IX]

Gateway IP: (192 168.10.1/24 |
address/mask
Treat as virtual IP address: D
Make this IP address primary: [_]

Scope: [_] Advertised Externally
[[] Shared between VRFs

Description: | optional

Subnet Control: [[] No Default SVI Gateway
i [ Querier IP

| C .

L3 Qut for Route Profile: | select a value

Policy Tags: a Click to add a new tag



Topology xuat hién Brigde domain vira tao

Networks @ 0 o
@ » @ @ Q00
VRF Bridge Domain L2 L3 Common VRF Common BD
¢
VR.FS
Web_bd
<>

Lip lai cac thao tac dé tao thém Bridge Domain App_bd

e Click chudt phai Networking | Create Bridge Domain

I ~ [ Networking VRF Bridge Domain
Create Bridge Domain

> [l Bridge [

Create VRF

> [ VRFs

: E L20uts Create Bridged Outside

i — RR[ONE} Create L30OUt

Name: App bd | VRF: VRF3 | Endpoint Retention Policy: T3 EPG



Create Bridge Domain

STEP 1 > Main 2. L3 Configurations 3. Ad
Name: | App_bd
Alias:
Description: | optional
Annotations: e Click to add W annotation
Type: regular
Advertise Host Routes: []
VRF: |VRF3 \, @
Forwarding: | Optimize ”
Endpoint Retention Policy: |T3_EF’R |\/
This policy only applies to local LZ L3 and
remote L3 entries
IGMP Snoop Policy: |select a value v
MLD Snoop Policy: |select a value v
’ A
Tich chon dau +
It is recommended to disable Unicast Routing when no subnets are configured. =
Unicast Routing: [#] Enabled
ARP Flooding: [/] Enabled
Config BD MAC Address:
MAC Address: | 00-22-BD-F8 19 FF
Subnets: -

Gateway Address Scope Primary IP Address Subnet Control



Gateway IP: 192.168.11.1/24 =» ok

Create Subnet

Gateway IP; | 192.168.11.1/24

address/mask
Treat as virtual IP address: []
Make this IP address primary: []

Scope: [] Advertised Externally
[] Shared between VRFs

Description: |optional

Subnet Control: [_] No Default SVI Gateway
[] Querier IP

C

L3 Out for Route Profile: | select a value

Policy Tags: e Click to add a new tag

(2>

nt



Chon Finish

Create Bridge Domain (2 Ix]
STEP s> Advanceu/TrOUbIEShOOting L B
Monitoring Policy: | select a value v =

First Hop Security Policy: | select a value

Optimize WAN Bandwidth: []

Disable IP Data-plane learning for Yes No
PBR Node:
NetFlow Maonitor Policies: Bis
NetFlow IP Filter Type NetFlow Manitor Policy

Configure Quota: []
Rogue/Coop Exception List: Bis

MAC

-

Nhan Network va kiém tra. Luc nay da xuat hién 2 Bridge Domain lién két véi VRF.

Networks % 0 o
o —_—

B & @ @ Q@000

VRF Bridge Domain L2 Common VRF Common BD

VRF3

App_bd Web_bd

=



Create Contracts
Tao bd loc (Filters) va Contracts cho phép tat ca cac luu luong truy cap

Budc 1: M& rong Contracts | nhan chudt phai vao muc Filters | Create Filter

Tenant3

(C» Guick Start

B Tenant3
B Application Profiles
b Metworking

I Contracts

I Standard
I Taboos
B Imported
B Filters

LCreate Filter
Paolicies

Security




Nhap tén: Web_filtes | nhan Entries (+)

Tén: any | nhan Update | nhan Submit
Create Filter (21}
Name: | Web_filters ‘

Alias:

Description: |optional

Annotations: e Click to add a new annotation

Entries: w +

Name Alias EtherType ARP Flag IP Protocol Match  Statefu Source Port / Range Destination Port / Range TCP Session Rules
Only
Fragments

| any Unspecified ‘

- Y o]

From To From To

Tuong tu nhu vay tao App_filters va DB_filters — Chi dung mdt loai Filter: any

Create Filter Q¢

Name: DB_filters
Alias

Description: | optional

Annotations: e Click to add a new annotation
Entries -@ 4
Name  Alias EtherType ARP Flag IP Protocol Match  Statefu Source Port / Range Destination Port / Range TCP Session Rules
Only
Fragments From To From To

| any Unspecified ‘

L T ]

Cancel



v |l Filters
Y App_filters 1

E any

Y DB_filters

E any

Y Web_filters

E any

Tiép theo tao contract : Nhan chudt phai myc Standard | Create Contract

= Contracts
> fmm Standard

Create Contract

> [l Taboos
Export Contract
> [l Imported

v [l Filters

Y App_filters




Tén: Web_C | Nhan Subjects (+) | Nhap tén: Web_subjects
- Create Contract

Name:

Alias:

Scope:

QoS Class:
Target DSCP:

Description:

Annotations

Web_C

WVRF
Unspecified

Unspecified

optional

MName

I Web_subject

" e Click to add a new annotation

Subjects:

Description



« Nhan Filters (+) | Name: Tenant3/Web _filters | Update | OK | Submit
, Create Contract Subject 09

‘ Name: | Web_subject
I Alias:

Description: | optional
Target DSCP: | Unspecified

Apply Both Directions:
Reverse Filter Ports:
Wan SLA Policy: | select an option

Filter Chain

L4-L7 Service Graph: | select an option

QoS Priority:
Filters W +
Name Directives Action Priority
I Tenant3/Web_filters permit default

-

Lip lai quy trinh gidng Budc 3 tao App C, DB_C véi Subjects 1an luot 1a App_subjects,
DB subjects

Contracts - Standard

« Name Alias Scope QoS Class Target Subjects
DSCP

App_C VRF Unspecified Unspecified App_subject

DB_C VRF Unspecified Unspecified DB_subject

Web_C VRF Unspecified Unspecified Web_subject



Create Application Profile : Nhip chudt phai vao Application Profiles | Create

Application Profile
ﬁ Tenant3

I > [l Application Profiles
> @l Networking
[ Contracts
~ |l Standard
> B3 App_C
> [g@@ DB_C
> 3 web_cC

> |l Taboos ‘




Nhép tén: POC | Description: “Proof of concept” | Nhan EPGs (+):

e Tén: WEB | BD: Web _bd | Provided Contract: Web_C | Consumed Contract: App C

| cac muc khac dé tréng | nhan Update, tao xong ta khoan 4n submit va tao thém
App EPG.

e Nhan EPG (+) | Tén: APP | BD: App_bd | Provided Contract: App_C | Consumed
Contract: DB_C | Nhan Update | Nhan Submit

Create Application Profile (2 ¥}
Name: |POC
Alias

Description: | proof of concept

Annotations e
Monitoring Policy: | select a value
EPGs
o +
Name Alias BD Domain Switching Static Path  Static Path  Provided Consumed
Mode VLAN Contract Contract
WEB Web_bd Web_C App_C
APP App_bd App_C DB_C

D D



Xem cau truc lién két cua POC:
Chon POC | chon Topology

e Cac miii tén thong bao chi ra cac moi quan hé giira nha cung cp va ngudi tiéu ding
d6i véi WEB va APP EPGs

(L2) (i3

| WMware Microsoft Red Hat OpenStack Kubermnetes Cloud OpenShift Layer 2 Layer:

Foundry
Web_C App_C DB_C
(Tenant3) (Tenant3) (Tenant3)

WEB APP
(POC) (POC)



Ta tién hanh thém EPG vdéi tén DB EPG

Nhén POC | chudt phai muc Application EPGs | nhan Create Application EPG
ﬁ Tenant3

[l Application Profiles

> [l Applicatior create Application EPG
> [m uSeg EPGs

> fm Endpoint Security Groups

Nhép tén: DB | Bridge Domain: default | Finish.

Create Application EPG 0¢
. STEP 1 > Identity
Name: | DB
Alias:
Description: | optional

Annotations:

Contract Exception Tag:

QoS class:
Custom QoS5:

Data-Plane Policer:

Intra EPG Isolation

Preferred Group Member:

Flood in Encapsulation

Bridge Domain

Monitoring Policy:
FHS Trust Control Policy:
EPG Admin State:

Associate to VM Domain Profiles:
Statically Link with Leaves/Paths:

Level3 (Default)
select a value

select a value

: ( Enforced Unenforced
’ N
Include )
(B |
: Disabled Enabled \\
/

: |defau|l |v i

select a value

select a value

Admin Shut -\I
S

O
O

EPG Contract Master:

Application EPGs



Topology khi DB chua c6 lién két

OO0 - od

Baremetal VMware Microsoft Red Hat OpenStack Kubernetes Cloud OpenShift Layer 2 Layer 2 Laye

Foundry
Web_C App_C DB_C
(Tenant3) (Tenant3) (Tenant3)
F'y A

WEB APP DE
(POC) (POC) (POC)



Gan Contract cho DB EPG

Mo rong POC | mo rong Application EPGs | m¢ rdng DB | chut phai Contracts | Add
Provided Contract
> C» Quick Start

ﬁ Tenant3

[ Application Profiles

[ Application EPGs
> &g AP
g% DB

B Domains (VMs and Bare-Metals)
> fml EPG Members
> [l Static Ports 4
B Static Leafs
> mml Fibre Channel (Paths)

B Contracts

Add Taboo Contract

B Static Endpoin
Add Provided Contract
> fm Subnets

Add Consumed Contract

B L4-L7 Virtual If
= WEEAF g dd Consumed Contract Interface

. % WEB Add Intra-EPG Contract



Nhap tén cho contract : DB_C =» submit
Add Provided Contract (2 I'¥]

v

Contract: | DE_C

QoS! | Unspecified

Contract Label:

Subject Label: The provider contract label name.



Céu trac POC, DB d3 ¢6 lién két.

LV, ® D

Viware Microsoft HRed Hat OpenStack Kubermnetes Cloud OpenShift Laver 2 Law
Foundry

Web_C App_C DB_C
(Temant3) (Tenant3) (Tenant3)

! 1 1

WEB APP DE
(POC) (POC) (POC)



Create Local Admin account

Tao tai khoan nguoi dung cuc bd voi cac dac quyén cta quan tri vién; sau dé dang nhap lai
bang tai khoan maoi

beé tao tai khoan nguoi dung, nhan Admin | Nhap chuét phai vao muc Users | Chon Create
Local User.

System Tenants Fabric Virtual Networking

AAA | Schedulers | Firmware | Extemnal Data Colled

AAA

C» Quick Start

B Authentication

B Security
I B Users ~ Login ID

Create Local User
admin




Login ID: admin?2 | Password (nén tir 8 ki tr tré 1én, gdm chir hoa, chir thuong, ki ty, s6) |
Confirm Password | Next
Create Local User (2 IX]

( . :
STEP 1 > User Identity 1. User Identity 2. Security 3. Roles

Login ID: | admin2
Password: | «eeee
Confirm Password: | eeees
First Name:
Last Name:
Phone:
Email:

User Certificate Attribute: The email address of the locally-authenticated user.

Description: | optional

Account Status: Blocked ‘ Inactive)

Account Expires: No Yes




Trong muc Security | tich all | Next
Create Local User (2 I¥]

STEP 2 > Security 1. User Identity 3. Roles

Security Domain:

Name Description
| all

] common
7 mamt
] Tenant3

User Certificates: oS
Name Expiration Date State

S5H Keys: oS

MName Key

Previous Cancel m



Nhin Domain all: (1)

* Role Name: admin | Role Privilege Type: Write | Update | Finish

Create Local User 0
i STEP 3 > Roles 1. User Identity 2. Security
Domain all: m‘ + ‘
Role Name Role Privilege Type
I admin Write

Tai khoan vira dugc tao s€ xuat hién & day

Users 0 0
Local Users Remote Users
o+ %K.
+ Login ID First Name Last Name Email Phone
admin

admin2



Thuc hién dang Xuat
bang nhap lai voi tai khoan nguoi dung vira dugc tao: admin?2
Sau khi dang nhap lai, stra doi lai cai dat nguoi dung admin?2 theo so dd

Man hinh cia admin2

< C @ O Khor bips//1021

-ac k Jnew it pics M iMacros @ v eams va Kén! U trang
afraln ~ -
€Isco APIC adminz 0 ° ‘%o @
N eronts  Fabric Virtual Networking ~ Admin  Operations  App: Integrations

System Health © Warning 9 Fault Counts by Domain

zoom [AR] 10 [ All de Acknowledged Faults [ Hide Delegated Faults
(€] e
4

/ ~\\/—‘ SYSTEM WIDE
50 frres

5
g
- 1
1 1 1 1 3 1 13 infra 73 ¢
Time "
L il
o f[u
) 230 2:45 H 13.00 135 1330 1345 [
o] [ I 2]
Nodes with Health < 99 99
Fault Counts by Type
« Name Pod ID Node Type Health Score ult Counts by Type

S e o ©

@ Healthy

5-1_1 eat @ Healthy

Tenants with Health < 99



O tiy chon tich theo céc tiy chon trén.

Application Settings O

Remember Tree Selection:
Preserve Tree Divider Position:
Disable Notification on Success:
| Disable Deployment Warning at Login:
pld Show All Ul Sections:
Show What's New at Login: []
Show Hidden Policies: [ ]
Default Page Size for Tables: | 100 |-~




LAB: vCenter Integration

O bai lab nay, chung ta s& tich hgp ACI v6i VMware vCenter.
Configure Fabric Access Policies

Fabric =» Access Polices = md& rong Pool = chudt phai VLAN =» Create VLAN Pool

Inventory | Fabric Policies | Access Policies
Policies
Pools -
C» Quick Start
E Interface Configuration
> [ Switches
> [ Modules ~ Name

> Il Interfaces
> | Policies

> fmm Physical and External Domains

- [l Pools
> I VLAN

Create VLAN Pool
> [l Multicast Avuress

> [ VSAN
> [l VSAN Attributes
o — RN




e Name: DVS Vlan3 = Allocation Mode: Dynamic = nhan OK

Create VLAN Pool (21X

Name: | DVS_VLAN3

Description: | optional

Allocation Mode: Dynamic Allocation Static Allocation )

Encap Blocks: m L

VLAMN Range Description Allocation Mode « Role
I [2100] Dynamic Allocation External or On the wi...

a-

Nhan Encap Block (+) | VLAN ID: 2100 — 2100 | Allocation Mode: Dynamic

Nacrrintinn- | NOtinnal

Create Ranges (2 I

Type: VLAN
Description: optional

Range: VLAN 2100 - VLAN 2100

nteger Value Integer Valus

Allocation Mode: Dynamic Allocation Inherit allocMode from parent ‘ Static Allocation )
Role: External or On the wire encapsulations




Tao ra mot DVS 4o thém vao vCenter

Chon Virtual Networking =» chudt phai VMware =» Create vCenter Domain

Pools - VLAN % o
VLAN QOperational
O+ K.
~ Name Allocation Mode Encap Blocks Description
DVS_VLAN3 Dynamic Allocation [2100] (Dynamic Allocation)

v APIC

CISCO

System Tenants Fabric Virtual Networking Ad

Kubemmetes | RancherRKE | OpenShift | OpenStack |
VMware

I > [l VMware

Create vCenter Domain

Save as ...

Post ...

Share

Cpen In Object Store Browser



vSwitch Name: DVS3 = Chon VLAN Pool 1a DVS_Vlan3 vira tao ¢ Budc 1
Create vCenter Domain (2 Ix]

Virtual Switch Name: | DvS3

Virtual Switch: VMware vSphere Distributed Switch Cisco AVE

Associated Attachable Entity Profile: | select a value
Delimiter:

Enable Tag Collection:
Enable VM folder Data Retrieval (Beta):

O
O
Access Mode: Read Only Mode Read Write Mode

Endpoint Retention Time (seconds): | 0 >
VLAN Pool: | DVS_VLAN3(dynamic) ~| B3
EEEIGETEE DVS_VLAN3(dynamic) +
infra L
Description
Create VLAN Pool
vCenter Credentials: 4

Profile Name Username Description

Nhén vCenter Credentials ()

vCenter Credentials:

Profile Name Username Description



 Dién thong tin ding nhap cua vCenter = nhin OK
Create vCenter Credential

Name: yCenter_Credential3

Description: optional

Username: administrator@vsphere. local

PaSSWOTd: | =esseeess

Confirm PRsSWOrd: |ssasse

Cudn xudng, nhan vCenter (+) = Nhap dia chi IP ciia vCenter, DataCenter va

Associated Credential = OK =» Submit
Add vCenter Controller

vZenter Controllar

Mame: |vCenter_Controller3
Host Mame [or IP Address]: | 10.215.27.91

OWS Version: | wCenter Default

Stats Collection: Enabled

Profile Mame Username Description

vCenter Credentials:

I vCenter_Credential 3 administrator@wysph...

wCenter:
Marne IP Type
I vCenter_Controllers 1002152791 vCenter
Mumber of Uplinks: -
Uplinks:

mw +

Stats Collection
Cisabled

Cancel

+

-

12 1)



Thém Policy méi cho LLDP va CDP (LLDP-Listen-Only va CDP-disabled)
e Mo¢ rong VMware = DVS3 =» Vswitch Policy = thém Policy méi nhu hinh

System Tenants Fabric Virtual Networking Admin Cperations Apps Integrations

Kubernetes |  Rancher RKE | OpenShift | OpenStack | Microsoft | Red Hat | WMware | Wiware SDN

Domain - DV33

Policy Operational

General YSwitch Policy

Properties
Port Channel Policy: | select an option
LLDP Policy: | LLDP-Listen-Cnly i)
GOP Policy: COP-disabled izl
MTU Policy:  select an option
NetFlow Exporter Policy: | select an option
Enhanced Lag Policy
-~ Name Mode Load Balancing Mode Number

e Néu chua c6 Policy trén, tién hanh tao thém cho LLDP: nhin Create LLDP
Interface Policy =» Name: LLDP-Listen-Only =» Transmit State: Disabled
Create LLDP Interface Policy (7 ]'<]

MNarre: |LLDP—Listen-DnIy1 |

Dascription: | optional

Alias:

-
Receive State: | Disabled
h.
~
Transmit State: Enabled /.I



e Tuong ty LLDP tiép tuc tao thém Policy cho CDP véi tén CDP-disabled. Sau
khi chon xong cac Policy can thiét, nhian Submit.

Truy cap duong dan cua vCenter = Ping nhap

VMware® vSphere

administrator@wvsphere local



Xac nhan DVS3 da duoc tao.

+ R Datacenter

> B3 Dvs
s B Dvst
> B pvs2

WM Metwork

Add ESXi Hosts to DVS

Thém ESXi host vao Distributed Virtual Switch vira duoc tao

Dau tién md rong DVS3 = chudt phai DVS3 & Add and Manage Host

(=) Actions - CVS3 L.

v [ Datacenter
Distributed Port Group g

> [ pbvs
[[Z2 Add and Manage Hosts...
> [ Dvst
Edit Motes...
» 3 Dvs2
Uparace 3
+ [ DVS3
Settings >
b
Move To...
2 VM Network
Rename...

Tags & Custom Attributies »

Tiép theo Chon Add hosts = Next



DVS53 - Add and Manage Select task X

HOStS Select a task to perform on this distributed switch.

1 Select task © 2dd hosts

Add new hosts to this distributed switch.

(O Manage hest netwerking
Manage networking of hosts attached to this distributed switch

() Remove hosts

Remove hosts fram this distributed switch

CANCEL MNEXT

Chon ca 2 ESXi host = nhéin Next

DVS53 - Add and Manage Select hosts X

Hosts Select hosts to add to this distributed switch,

All hosts Selected (2)

SELECT ALL CLEAR SELECTION .EHHIEIIH!’ INCOMPATIBLE

Host T Host state T Cluster T Compati ity

| 1 Select task

2 Select hosts

Ceonnected

Ceonnected

@:z:m 2 hosts

CAMNCEL BACHK NEXT

Assign uplink | uplinkl cho vmnicl = nhin Next

DVS3 - Add and Manage Manage physical adapters X

Hosts Add or remove phivsical netweork adapters 1o this distributed switch.

Adapters on all hosts Adapters per host

1 Select task
To associate 8 physical network adapterwith an uplink, use "Assign uplink". This assiagnment would be applied to all the hosts that have the

same physical network adapter available.

2 Select hosts

Physical network adapters T In use by switch T Assign uplink T

3 Manage physical adapters W | W vmnico 2 hosts /2 switches Mone ~
» | I vmnict 2 hests f 2 switches Mene
[ Nene

uplinkz
Lplink3



Tiép theo tai Tab VMKkernel adapters nhan next
DVS3 - Add and Manage Manage VMkernel adapters X

HOStS Manage and assign WMkernel netwerk adapters to the distributed switch.
Adapters on all hosts Adapters per host
1 Select task

To assign vmke el network adapter to port group, click onthe arrow or "Assign port group” button. This assignmentwould be applisd to all &k
hosts that have the same wmkernel network adapter available.

2 Select hosts
Mame T In use by switch Destination portt group T

3 Manage physical adapters » m vmko 2 hosts / 2 switches ASSIGN PORT GROUP

4 Manage YMkernel adapters
1Vmkernel netwark adapters

CANCEL BACK NEXT

O tab Migrate VM Networking nhan Next.

DVS3 - Add and Manage Migrate VM networking X
Hosts Select virtual machines or netwerk adapters to migrate tc the distributed switch
1 select task E] Migrate wvirtual machine netweorking

Configure per network adapter Configure per virtual machine

2 select hosts

To migrate wirtugl machinesto another network, click "Assign Port Group® button

3 Manage physical adapters

4 Manage WMkernel adapters

5 Migrate VM networking

D Wmkernel network adapters

CANCEL BACK NEXT

Nhén Finish

v IR UL YU s L
1 Select task
Hosts to add 2
2 Select hosts v Number of network adapters for update
Physical adapters rd

3 Manage physical adapters
4 Manage VMkemel adapters

& Migrate WM networking

6 Ready to complete

CANCEL BACK FINISH



Quay lai APIC tai muc Virtual Networking = md rong VMware = mé rong DVS3
=> Controller

| vCenter | DVS — DVS3 | Portgroup | chon DVS-DVUplinks-21

VMware

Portgroup - DVS3-DVUplinks-1015 O
General Faults Histor
O
Properties
Page ot Objects Per Page: 100 Ho Objects Faund
Physical Network Adapters: Server Name Name State MAC
10.215.27.89 vmnic 1 Up 00:50:56:89:30: 94
10.215.27.88 vmnic1 Up 00:50:56:89:4E:82

& Customn k Port Groups.

& Trunk Port Groups

Ldc nay co thé thay Physical Network Adapters da c6 2 ESXi host dugc thém vao.

Associate EPGs to VMM Domain; assign VMs to port group
Lién két APP EPG v6i VMM Domain
e Vao tab Tenants =» chon Tenant3 =» m¢ rong Application Profiles = mé
rong POC =>» mo rong Application EPGs =» md rong App
Chudt phai Domains (VMs and Bare-Metals) | Add VMM Domain Association



Tenants Fabric Yirtual Metworking Admin

| Add Tenant | TenantSe o | common | Tenant? | Tenantl |

Tenant3
> v Gu

« Domain Type

B Application Profiles

ication EPGs

APP

& Comains and Bare
Add YMM Damain Association
> [ EPG Members
Add Physical Domain Association

C Ports
atic Leafs Add L2 External Domain Assaociation
> [ Fibre Channel (Paths] Add Fibre Channel Domain Association

Cperations Apps Integ

Domains {(YMs and Bare-Metals)

Deploymen Resolution  Allow
Micrt
Segr



e Chon VMM Domain Profile da tao: DVS3
e Deploy Immediacy: On Demand | Resolution Immediacy: Pre-provision |
VLAN mode: Dynamic | cic cai dat khac giit nguyén | nhdn Submit.
On Demand: cac chinh sach policy dwoc ldp trinh trong TCAM khi nhdn dwoc

packet dau tién thong qua dwong dan di liéu.

Pre-prpovision: cic VLAN duwoc trién khai trén tdt Leaf Interface lién quan téi AAEP

duwoc lién két véi VMM domain ké ca VM Controller vé trang thai dao hod.
Add VMM Domain Association 00

VMM Domain Profile: | DS 3 (1]

:
.

-
Resolution Immediacy: [ Immediate ‘ Cn Cermand Pre-provision
A

Delimiter:
Enhanced Lag Palicy: | select an option

Allow Micro-Segmentation: [
Untagged WVLAN Access: [

_/

Prirmany WLAN:

Faraxampla, vian-1

Port Binding: :/ Cynamic Binding ‘ Ephemeral Static Binding
AN m
Y
MWetflow: Enatle )
ey

e Vao muc Network trén vCenter | mé rong DVS3 | DVS3 | Configure | Topology




LU YD -

+ [ Datacenter

Propertias
> B Dvs
> B pvst
Private VLAM
> O ovs2 NetFiow
« [ Dvss Port Mirrering

Ef DVS3-DvLUplin Rasource Allocation e

r= ol
& uaranting System tratlic

Metwork resolrce pools
i Tenam3|POC|A .

w Recent Tasks Alarms

@ DVE3 D ACTIONMS

SuUMmmary Manitor configure Permissions Ports Hosts VMs Metworks

Setlings bl Fawvarita

Propertles

B view as datagrid

Private WLAM
MetFlow i quarantine
Por Mirroring WLAMN ID: -- — @

Wi | Ma 1
Health Check Virtual Machines (0)

Resource Allocation [
i Tenant3lIPOCIARPP e

System trafiic VLAN D 2100
Metwork resource pools Virtual Machines (0)




Luc nay trén vCenter da c6 thém 1 Portgroup méi co tén la

Tenant3|POC|App
Géan Portgroup vura tao (Tenant3|POC|APP) vao virtual machine

e Quay lai Host & Cluster | chudt phai App-server | chon Edit Settings

Snapshots
7 Open Remote Consale
v 10.215.27.91 & Migrate. .
« [FB Datacenter Clone
v [ site A Fault Tolerance

[ 102152788

[ 102152789 VM Policies
Template

'_-I'-.I' - e

DB-Server Compatibility

=

@5 Wiviware vicenter

. Export System Logs...

oo Welbk-server

&0 Edit Settings...

v Recent Tasks Alarms
—_— Move to folder. .

T

Task Mame Targe

Rename...

e Tai muc Network adapter 1 | chon Browse

» CRU Jed v @
> Memory 4 ~ 1=

» Hard disk1 16 GBE v

» SCS| controller © LSl Legic Parallel

s Metwork adapter 1 Tenant2|POC| APP Ceonnect.. @

[ Tenantzlpoclarr |

s CD/DVD drive 1 m v 8 conrect...

e Chon Portgroup vira tao (Tenant3|POC|APP) | nhan OK | nhin OK



T Filter

Mame MNEX For Group 1D Digtributed Switch
(2 TenantlIPOCIDE - owvS

(£ TenantllPOChNeb - DWW S1

(£ TenantlIPOCIWeb - ovs

(£ Tenant2IPOCIAPP - DWS32

[£) Tenant2IPOCIDE - DWS2

(£ Tenant2IPOCINER - DWS32

(2} TenantaIPOCIAPP - oWS3

=

= WM Metwork - -

14 items

Tao thém 1 Encap Blocks mdi cho Web-server
e Quay lai APIC tai muc Fabric | Access Policies | m¢& rong Pools | m¢ rong

VLAN | chon DVS_Vlan3

System Tenants Fabric Virtual Metworking Admin Cperations Apps Integrations

Inventory | Fabric a: Access Policies

VLAN Pool - DVS_Vlan3 (Dynamic Allocation) 0 o
_ Policy Operational Faults History
figuration —
© O o+ %
Properties

MName: DVS_Vlan3
Description:  optional

ical and External Dornains

Alias

Allocation Mode: Dynamic Allocation
Encap Blocks: +

VLAM Range Description Allocation Mode Role

[2100] App-servers Cynamic Allocation External or Cn the wire encapsulati...

e Nhén Encap Blocks (+) | VLAN ID 2101 — 2101 | Allocation Mode: Dynamic
Submit



Create Ranges 00

Typa: VLAN
Description: |Web-senvers

Range: VLAMN 2101 - WLAN 210

Intagar Walua Intagar Valus

Allocation Mode: Cynarmic Allocation Inherit allochode from parent | Static Allacation )

Role: rnal ar &n th Internal

Cancel Subzmit



Allocation Mode: Cynamic Allocation

Encap Blocks: +
WLAN Range Cescription Allocation Mode Role
[2100] ADp-SRMVErS Cynamic Allocation External or ©n the wire encapsulati..
[2101] Web-servers Cynarnic Allocation External or Cn the wire encapsulati...

Quay lai tab Tenants dé tao thém 1 Portgroup méi cho Web-server

e Tenants3 | m¢ rong Application Profiles | m¢ rong POC | m¢ rong
Application EPGs

| m& rong Web

e Chuot phai Domains | chon Add VMM Domain Association

Wirtual Metworking Admin

» (O Cuick Start

ﬁ Tenant3

B Arplication Profiles

@ Poc

= Arplication EPGs

« Domain  Type

& AP
\2 OB

& vucp
& WEB

[ Comains (Whis and Bare-hetals)
RN nain Associati

\ = EPG Members Adld WM Domain Association

> [ Static Ports Add Physical Domain Association

B Static Leafs Add L2 External Domain Association

e Portgroup cua Web-Server ciu hinh twong tu voi Portgroup ctia App-Server va
nhan
Submit dé luu lai

Quay lai vCenter kiém tra Portgroup vira dugc tao.



DVS3 D ACTIONS

summany Maonitor Configure Permissions Paorts Hosts WMs Metworks

Settings hd Faveorite

Properties

() Wiew as datagrid
WLAMID: -- — ]

Wirtual Machines (0}
MNetFlow I

Private WLAN

Port Mirrcring —
% Tenant3|POCIAPP

WLAM ID: 2100 —
Rasource Allocation hd » Wirtual Machines (1)

Health Check

System traffic -
Network resource pocls | g | () TENant3IPOCIWEB L -
WLAMN D 2101 —

YWirtual Machines (0}

Alarm Definiticns

Géan Portgroup vura tao (Tenant3|POC|WEB) vao virtual machine

e Vao lai muc Host & Cluster | chudt phai Web-server | chon Edit settings

+ [ Datacenter & Migrate

M cite Clone

Fault Tolerance
10215278

VM Policies

App-servel

Template

Compatbilty

Web-serv

Export System Logs

e Tai muc Network adapter 1, chon Browse | Chon Portgroup

\

vua

e tao (Tenant3[POC|WEB) | nhian OK | nhan OK

Mame M5x Port Group D Distributed Switch
) TenantlPOChweh - O st

[ TenantlPOCIweb - Dws

) TenantZIPOCIAPE - OS2

2 Tenant2IPOCIDE - Ows

) Tenant2IPOCINEE - OS2

2 TenantZIPOCIAPP - Ousz

@ Tenant2IPOCIWER

& wM Metwork -- --



e Quay lai Tenants3 | Application Profiles | POC | Topology

app T e _C DE_C
Terurez] t'brlnma]
‘ .
| |
| i |
.

Lac nay ching ta c6 thé thiy duoc 2 Virtual Machine méi da duoc ndi téi App va
Web.



LAB: L2Phydom

Create VLAN Pool, AEP, Physical Domain

Mo tab Fabric = Access Policies = m¢é rong Pools = chudt phai VLAN =» Create
VLAN Pool

System Tenants Fabric Wirtual Metworl
Inventory | Fabric Policies Access Policies
alicies
C» Cuick Start
E Interface Configuration
| hes
: [ Modules
> [ Interfaces
: [ Policies

> [l Physical and External Comains
= Fools
> [ WLAM

> [ Multicast Address

Lreate VLAMN Pool

e Name: phydom3 vlans | Allocation Mode: Static Allocation | nhan Encap
Blocks (+)

Mame: | Phydom3_vlans

Description: | optional

Allocation Mode: |j/ Cynamic Allocation Static Allocation
.

Encap Blocks:

WLAR Range Cescription Allocation Mode Role

e Range: VLAN 2108 — 2108 | Description: DB-server | OK | Submit



Create Ranges 00

Typa: VLA
Description: Qﬁ—sewer

Range: |WVLAN 2108 - WLAN 2108

Intagar Valua Intagar Valua

-
Allocation Moda: ( ‘ Inherit allochode from parent Static Allocation

~
Internal )
ey

Rola: External or &n the wire encapsulations

Tiép theo Tab Fabric = Access Policies =& mo rong Policies & Global = chudt
phai Attachable Access Entity Profiles = chon Create Attachable Access Entity

Profile dé tao moét AEP méi.

ce Configuration
> [ Switches
> [l Modules
> [ Interfaces
= Foli
3 = £
> [ Interface
= Global
> [ PTP User Profile
> [ DHCP Relay
[ Attachable Access Entity Profiles
E Error C Create Attachable Access Entity Profile
E MCP Instance Palicy default

| ol

> [ Monitaring

e Name: Phydom3 AEP = nhin Domain (+) = Domain Profile: DVS3 (tao &
lab trudc)



STEP 1 = Profile 1. Profile 2. Association To Interfaces

MName: | Phydom3_AEP

Description: | optional

Enable Infrastructure VLAN: []

Domaing [WMM, Physical or o o+
External] To Be Associated
To Interfaces:  Domain Profie Encapsulation

|[0¥53 (vmm-vnware] |

5 Pd =

Sau khi da tao xong AEP, ta tiép tuc tao Physical domain

e Mo¢ rong Physical and External Domain =» chudt phai Physical

Domains = Create Physical Domain

> [ Modules
> [ Interfaces

> [ Policies

[ Physical and External Comains

> [ External Bridged Domaing
> [ Fibre Channel Domains
> [ L3 Domains

[ Physical Domains
Create Physical Domain
> [ Pools

e Name: Phydom3 =» Attachable Entity Profile: Phydom3 AEP = VLAN
Pool: Phydom3- vlans (static) =» Submit

Create Physical Domain 00
Warme: | Phydom3
Aszociated Attachable
Entity Profie: | VOoM3_AER &
WLAN Pool: | Phydom3-vians(static) (1]
Security Domains: o +

Select Marme Cescription
| Tenant1

] Tenant3



Polices Physical Domaing

Cr Quick Start
E Interface Configuration
- Name
> [ Switches
Fhydom
> [ Modules
> [ Interface Phydom3
3 = Palir phys

[ Physical and External Domains

Configuration Leaf Access Port Policy Group and assign Port



O tab Fabric | Access Policies | m¢ rong Interfaces | Leaf Interfaces | Policy

Groups

e Chuot phai Leaf Access Port | Create Leaf Access Port Policy Group

LA

System Tenants Fabric Virtual Metwo

Inventory | Fabric Policies Access Policies

Policies

>onfiguration

> [ Modules
& Interfaces
[ Leaf Interfaces
> [ Profiles
[ Policy Groups

e Name: Phydom3 PG | Link Level Policy: 10G | Attached Entity Profile:
Phydom3 AEP | Submit

Create Leaf Access Port Policy Group

Mame: | Phydom3_PG

Description: | optional

Attached Entity Profile: | Phiydom3_AEP @ Link Leval Policy: | system-link-level- 10G-auto @

CDP Policy: | select a value LLDP Policy: | select a value

Bwée 2: Ta s€ tao Leaf Interfaces

e Chuot phai Profiles | Create Leaf Interface Profiles



Policies

ace Configuration
hes
> [ Modules
B Interfaces
[ Lesf Interfaces
= Frofies

; = P Crreate Leaf Interface Prafile
=~
> [ Spine Interfaces
> [l Policies
» [ Physical and External Domains

e Name: Phydom3_port | nhan Interfaces Selectors (+)

Create Leaf Interface Profile

Mame:  Phydom3_port

Description: | optional

Interface Gelectors:

Iame Type

e Name: Port 22 | Interface IDs: 1/22 | Interface Policy Group
OK |
Submit

Create Access Port Selector

Wama:  Port_22

Dascription: | optional

Interface IDs: | 1/22

walid waluas: Allar Ranga=. Far Exampla:
1413, 1115 ar 2/32-2424, 2M6-3416, ar
1427-238-4, 142401-2

Connected To Fex: []
Interface Policy Group: | Phydom3_PG | @

Phydom3_PG

infraffuncprof

: Phydom3_PG |



Buwdc 3: chlng ta sé tao switch profile
e Mo¢ rong Switches | Leaf Switches | chudt phai Profiles | Create Leaf Profile

Policies

C» Guick Start

E Interface Configuration

che

= Profiles

; = Policy ¢ Create Leaf Frofile

> [ Modules

> [ Interfaces

> [ Policies

Chdng ta s€ dat tén dua trén node ID cua Switch Leaf

e Name: L102_Prof3 = nhan Leaf Selectors (+) = Name: L102 = Blocks: 102
= Update = Next

Create Leaf Profile 00

STEP 1 = Profile 1. Profile 2. Associations

MWame: |L102_Prof3

Description: | optional

Leaf Selectors: mo+

[ EC] Blocks Policy Group
L10e 102 select an option |

. Pd =

e O STEP 2 chon Phydom3 port = Finish

Create Leaf Prohle [ 2 J <]

STEP 2 = Associations 1. Profile 2. Associations

Interface Selector Profiles: &) +

Select rarme Cescription

"= Phydom3_port
= Phydorm_port



Associate DB EPG to Phydom
Vao Tenants3 = mo rong Application Profiles = md rong POC =» mo rong
Applications EPGs = m¢ rong DB

e Chudt phai Domain = chon Add Physical Domain Association

> C» Quick Start

E Tenant3

= Ell Ao L2 External Domain Association

Add Fibre Channel Domain Associgtion

e Tai Physical Domain Profile, chon Phydom3 =» Submit

Add Physical Domain Association (2 X<
Physical Domain Profile: | Phydoms [

Kiém tra két qua

Domains (Vs and Bare-Metals)

=~ Domain  Type Deploymen Resolution  Allow Primary Port Switching
Micro- VLAN Encap Mode
Segmentati

Phydom3 Physical ... native



Ap stactic port vao EPG, chi dinh vlan cho port nay
e Ciing 6 myc DB, chudt phai Static Ports =» chon Deploy Static EPG on PC,
VPC, or Interface

B Application EPGs

> 88 app

@5 OB
[ Comains (Wis and Bare-hetals)
> [ EPG Memrbers
= Static Paorts
= Deploy Static EPG an PG, WRE, ar Interface

» [ Fibre Channel (Paths) 4

= Contracts

e Chon Node da tao ¢ Task 2 (Leaf 102) | Path: eth1/22 | Port Encap: VLAN
2108

Deploy Static EPG on PC, VPC, or Interface 0D

1. Static Link 2. Configure PTP

N,
Path Type: Direct Port Channel | Wirtual Port Channel )
v

Mode: [Leaf_102 (Node-102)
= tapalagyl pod-1/nada-1
Path: |ath1/22
& tapalagys pod- 14 pathes- 1011 pathap-[ath 1,23]

Port Encap (OI' Secondany VLAN for MiCI’O-SEQ]Z WLAN 2108
Intagar YValua

STEP 1 = Static Link

-
Deployment Immediacy: | Immediste
AN

Primary VLAMN for Micro-Seq: |WLAN

Intagar Valus )
Mode: Access (202 1P] ‘ Access (Untagged) \]
A
IGMP Snoop Static Group: +
Group Address Source Address

Kiém tra:



Mode

Static Ports
Primary VLAN for Port Encap {or Deployment
Secondary Immediacy

VLAN for Micro-Seq)
Trunk

Micro-Seg
Zn Cemand

vian-2108

Lnknown

= Mode: Pod-1
Quay lai phan Topology cua POC, ta thay c6 thém mot Baremetal duoc ndi vao DB

App_Z
[Tanant1]
/
|
/

Pod-1/Mode-102/eth 1/22

CE_C
[Tanantl]

Wah_
[Tanantl]




Doi Bridge domain cho phép end-points APP va DB chia sé két ni layer 2
e Quay lai DB = vao Policy = General = Bridge Domain: App_bd =

Submit =» Submit Changes

Tenant3

Summary

B Comains (Vs and Bare-Metals]

B EPG Members
Froperties
I A

Configuration Status: applied
Configuration 1ssues:

B Contract Lakel Match Criteriaz | AtleastOne
.Ontracrs >

Bridge Domain: ILI >
Endpaoint a PE_ v @

Resolved Bridge Domain: common/default

[ Fibre Channel [Paths) i

honitoring Policy: | select a valus
irtual IPs
FHS Trust Confrol Policy: |select 5 value

FPR admin Stata- i Admin Shit \I

B L4-L7 IP Address Paol

B W

- or delete this policy, it will affect the nodes and policies shown in the tables.

Nodes using this policy Palicies using this policy
Choose Usage: Graph Instances Mame Type
+ Node Id Narme Resources This policy is not used by any other policy,

This policy is nok deployed ko any node,

Change Global Deployment Settings Cancel Submit Changes

Policy



Associate VMM Domain to DB EPG
Pau tién thém vlan tinh vao pool DVS3

e Vao Fabric | m¢ rong Access Policies | m& rong Pool | m& rong VLAN | chon
DVS3 VLAN | Encap Blocks (+)

C» Guick Stant

E Interface Configuration

= Switches

B Modules

B Interfaces

= Policies

& Physical and External Comains

= Pools

WS_Vian3 (Dynamic Allocation)
DVS_Vian (Dynamic Allocation)

Phydom3-vlans (Stetic Allocation)

B Phydom-vians (Static Allocation)

= Multicast Address

Policy

©

Properties
Name: DS _Miand

Gescripton: opticnal

Alias:

Allocation Mode: Dynamic Allacation

Encap Blocks:

WLAMN Range Dascription Allocation Mode
[2100] App-server Cynamic &llocation
[2101] Web-3ervers Dynamic Allocation

e Description: DB-server | Range: 2105 — 2105 | Allocation Mode: Static



Create Ranges 00

Type: WLARN
Description: Qﬁ—ser\fer‘]

Range: |VLAN 2105 - WLAN 2105

Inta-gar Valua Intagar Valua

Allocation Mode: ( Cynarnic Allocation ‘ Inherit allochdode from parent

>sUlations. Internal

Raole: &l or 2n the




Allocation Moda: Dynamic Allacation

Encap Blocks: +
WLAM Range Cescription Allocation Mode Role
[2100] ApDp-3ervers Crynamic Allocation External or ©n the wire encapsulat...
[2101] Web-senvers Crnamnic Allocation External or ©n the wire encapsulat...
[2108] CE-server Static Allocation

External or ©n the wire encapsulat...

Quay lai Tenants | Application Profiles | POC | DB | chudt phai Domain | chon Add

VMM Domain Association

. Phyi

3

5 and Eare-hetals)

Yy = EPG M Add WMM Domain Asscciation

p = e Acd Physical Domain Association
[— RSB 0 | 2 External Domain Assosiation

> [l Fibre

Add Fibre Channel Domain Association



Add VMM Domain Association 00

MM Domain Profile: | Dvs3 & -
Deploy Immediacy: Cn Demand
Resolution Immediacy: ( Irmmediate 2n Cemand Pre-provision

Delimiter:
Enhanced Lag Policy: | select an option

Allow Micro-Segrmentation: []
Untagged WLAMN Access: [

WLAN hMode: Static

Primany WVLAN:

Far axampla, vlan-1

Port Encap: vlan-2105

Far axampla, vian-1

Port Binding: ( Cynamic Binding Ephemeral lﬁﬂl. Static Binding
MWetflow: Cisable

Allow Promiscuous: | Reject

Farnaod Tranemite: | Dain-+

VMM Domain Profile: DVS3 | VLAN Mode: Static | Port Encap: vlan-2105 |
Submit



Sau khi tao xong chiing ta quay lai phan Network trén vCenter, lic nay ching ta c6
thé thay ching ta da c6 thém mot portgroup méi: Tenant3|POC|DB

:‘ Wiew as datagrid

i Tenant3lPOCIAPP
WLAM ID: 2100
» irtual Machines (1)

& Tenant3IPOCIDE
WLAN ID: 2108
Wirtual Machines (0}

& Tenant3lPOCIWEE
WLAM ID: 2101
» irtual Machines (1)

Tao thém mot Default gateway cho DB-Server

Networking | Bridge Domains | m¢& rong App_BD | chudt phai Subnets | Create
Subnet

B Arplication Profiles

> @ poC

= retworking
[ Eridoe Domains

ol — i1 Enable Scaled L2 Only [Legacy) Mode

Dit IP 192.168.12.1/24 1am Gateway tré vé DB-Server

Create Subnet

Gatewsay IP: | 192.168.12.1/24
addrasslmask

Treat a5 virtual IP address: []
Make this IP address primany: [[]

Scope: [] Advertised Externally



Subhets

~ Gateway
Address

192.168.11.1/24

182.168.12.1/24

Topology d4 thay doi

Description

App_Z
[Tanant1]
F

APP
L]

Scope

Wab G
[Tanantl]
F

Primary IP
Address

False

False

CB.C
[Tananti]

1/

Virtual IP

False

False



