LabPro Wireless

LAB 2: Cau hinh Vlan trén AP1130AG InterVlan-Routing trong mang
Wireless

Hinh 10

Yéu cau:

1. Két ndi so d nhu hinh v&

2. Ciu hinh VLAN trén AP Aironet 1131

3. Thuc hién Routing Inter-Vlan
Thoéng sé cau hinh nhu sau:
PC1 (192.168.2.2) thuoc VLAN 2 tuong ung véi SSID S_vlan2 trén AP1
PC2 (192.168.3.2) thuoc VLAN 3 tuong trng v6i SSID S_vlan3 trén AP1
PC3(192.168.2.3) thuoc VLAN 2 tuong ung véi SSID vlan2 trén AP2
PC4 (192.168.3.3) thuoc VLAN 3 tuong ung véi SSID vlan3 trén AP2
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Cac budc thuc hién:

Céu hinh AP 1 bang CLL c4u hinh AP bang web
1. Céu hinh bang CLI trén AP 1

Budc 1: Bt tén cho AP, tao ra cac SSID tuong tmg véi cac Vlan, quang ba SSID ra ngoai thong
qua cac beacon:

ap#config terminal

ap (config) #hostname apl

apl (config) #dotll ssid S vlan2

apl (config-ssid) #vlan 2

apl (config-ssid) #authentication open
apl (config-ssid) #mbssid guest-mode
apl (config-ssid) #end

Budc 2: Bat interface Dotl 1Radio 1én, &p cac SSID vao, tao ra cac subinterface twong trng vdi cac
Vlan va cho céc subinterface tham gia vao bridge-group:

apl#config terminal

apl (confiqg) #interface DotllRadio O

apl (config-if) #mbssid

apl (config-if) #ssid S vlan2

apl (config-if) #ssid S vlan3

apl (config-if) #no shutdown

apl (config-if) #interface DotllRadio 0.2
apl (config-subif) #encapsulation dotlQ 2
apl (config-subif) #bridge-group 2

apl (config-subif) #exit

apl (config-if) #interface DotllRadio 0.3
apl (config-subif) #fencapsulation dotlQ 3
apl (config-subif) #bridge-group 3

apl (config-subif) #exit

Budc 3: Tao cac subinterface tuong tmg voi cac Vlan trén interface FastEthernet 0, cho céc
subinterface tham gia vao bridge-group:

apl#config terminal

apl (config-if) #interface FastEthernet 0.2
apl (config-subif) #encapsulation dotlQ 2
apl (config-subif) #bridge-group 2

apl (config-subif) #fexit

apl (config-if) #interface FastEthernet 0.3
apl (config-subif) #encapsulation dotlQ 3
apl (config-subif) #bridge-group 3
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CAu hinh tham khéo:

ap#show run
hostname apl
|

enable secret 5 $1$I9gN$9yhG5ym8qmLB/1w2041p20
|
dotll ssid S vlan2
vlan 2
authentication open
mbssid guest-mode
|
dotll ssid S_vlan3
vlan 3
authentication open
mbssid guest-mode
|
username Cisco password 7 123A0C041104
|
bridge irb
|
interface DotllRadioO
no ip address
no ip route-cache
|
ssid S _vlan2
|
ssid S _vlan3
|
mbssid
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0
48.0 54.0
station-role root
bridge-group 1
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
|
interface DotllRadio0.2
encapsulation dotlQ 2
no ip route-cache
bridge-group 2
bridge-group 2 subscriber-loop-control
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning
no bridge-group 2 unicast-flooding
bridge-group 2 spanning-disabled
|
interface DotllRadio0.3
encapsulation dotlQ 3
no ip route-cache
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bridge-group 3

bridge-group 3 subscriber-loop-control
bridge-group 3 block-unknown-source
no bridge-group 3 source-learning
no bridge-group 3 unicast-flooding
bridge-group 3 spanning-disabled

|
interface FastEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
hold-queue 160 in

|
interface FastEthernet0.2
encapsulation dotlQ 2

no ip route-cache

bridge-group 2

no bridge-group 2 source-learning
bridge-group 2 spanning-disabled

|

interface FastEthernet0.3
encapsulation dotlQ 3

no ip route-cache

bridge-group 3

no bridge-group 3 source-learning
bridge-group 3 spanning-disabled

|

interface BVI1l

ip address 10.10.10.1 255.255.255.0
no ip route-cache

|

bridge 1 route ip

LabPro Wireless

14



LabPro Wireless
Két qua sau khi do tim cac SSID nhu sau:

Below is a list of available wireless networks. To search for more wireless networks,
click the Refresh button. To get more information about a network, click its name
(SSID). To connect to that network, click the Connect button below.

SSID S_vlan2
Wireless Mode  Infrastructure
Channel 3

Security Disabled

MAC Address  00-1A4-20-20-B5-41
Secure ==\ Setup

O e [P

Hinh 11

2. Ciu hinh VLAN trén Aironet AP2 bang giao dién WEB:

Dé cau hinh AP2 béng WEB ban phai biét dia chi IP cua né. Nhap IP ctia AP vao thanh dia chi
cua trinh duy¢t.

Bude 1: O myc Express Set-up ta thay doi cac théng sb nhu hinh rdi nhan niit Apply.

address |&8] http://192. 168. 1.254/ap_express-setup.shtml v I

Hostname ap ap uptime is

Express Set-Up Dat ten AP

Host Name: ap2 ]

MAC Address: 001a.6c8e f378

Configuration Server Protocol: O DHCP @& Dl\a;h}l)IP Cll\lfla k ]

IP Address: 192. 2 UI net Mas

IP Subnet Mask: |255.255.255.0 |

Default Gateway: IO.D.0.0 |

SNMP Community: IdefaultCommunity l

® Read-Only O Read-Write

Hinh 12
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Bude 2: O muc Express Security ta ciu hinh cac SSID va VLAN ID nhu sau:
CAu hinh SSID vlan2 va VLAN 2

address |@&] http://192. 168. 1.254/ap_express-security.shtml

~| G

Hostname ap2

Express Security Set-Up
D ; bat tén SSID

[] Broadcast SSID in Beacon

o b
® Enablg VLAN ID: {1-4094) [ Native VLAN

Hinh 13

ap2 uptir

EXPRESS SECURITY

2. VLAN

O No VLAN

Sau khi bam nat Apply tuong tu ching ta tiép tuc tao SSID vlan3 va VLAN 3

address @ http://192. 168. 1. 254/ap_express-security.shtml

Hostname ap2

EXPRESS SECURITY
Express Security Set-Up

1. SSID |vlan3 | [ Broadeast SSID in Beacon
2. VLAN
O NoVLAN @ Enable VLAN ID: {1-4094) [ Native VLAN

Hinh 14

Sau khi Apply ta c6 két qua ¢ SSID table nhu sau:

a http://192. 168. 1. 254/ap_express-security.shtml ’{Jl Go Lin
Address)
RADIUS Server I I
Secret:
Aoy

Encryption | Authentication Key Native Broadcast
Management VLAN SSID
vianz 2 none open none v
vlan3 3 none open none v
Hinh 15
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Bude 3: O muc Network Interfaces / Radio0-802.11G chon Tab Settings i kich hoat phat song.

\ddress @ http://192. 168. 1.254/ap_network-if_802-11_c.shtml

SETTINGS
Hostname ap2 ap2
: Kich hoat
NETVJORK INTERFACES Network Interfaces: Radio0-802.11G
IP Address Enable Radio: @ Enable O Disable
FastEthernet
Radio0-802.11G Current Status (Software/Hardware): Enabled 1t upft
PR Role in Radio Network: ® Access Paoint

O Access Point (Fallback to Radio Shutdown)
O Access Point (Fallback to Repeater)
O Repeater

O Workgroup Bridge
O Scanner

Hinh 16

Sau khi nhan nut Apply ta c6 két qua nhu sau:

\ddress @ http://192.168. 1. 254/ap_network-if.shtm|

NETWORK INTERFACES —— — . 7

IP Address IP Address ( Static ) 192.168.1.25

FastEthernet IP Subnet Mask 255.255.255.0

Radio0-802.11G

Radio1-802.11A Default Gateway 0.0.0.0
MAC Address 0013.6c8e.f378
Software Status Enabled 1T Enabled fT
Hardware Status upft up ft
Interface Resets 5 3

Hinh 17

Budc 4: O myc Security / SSID Manager chung ta cdu hinh phat multiple BSSID nhu sau:

iddress @ http://192. 168. 1.254/ap_sec_ap-client-security.shtml

=]
Hostname ap2 ap2
oba D Manage
>roperties |
SECURITY Current SSID List
Admin Access < NEW > SSID: Ivlan2
Encryption Manager
SSID M vian3 VLAN: Define %
Server Manager Interface: Radio0-802 11G
AP Aulhenticaﬁqn [JRadio1-802 11A
Intrusion Detection
Local RADIUS Server Network ID: [ |(0-4096)
Advanced Security
[
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Hinh 18

&) http: //192. 168. 1. 254/ap_sec_ap-client-security.shtml m| Go L

Multiple BSSID Beacon Settings

Multiple BSSID Beacon

Set SSID as Guest Mode

[ Set Data Beacon Rate (DTIM): |DISABLED | {1-100)

Kich hoat
Set Single Guest Mode SSID- | < NONE > v

Radio0-802.11G:
Set Beacon Mode: O Single

® tiple BSSID
Set Infrastructure SSID: | <NONE > ¥ | [] Force Infrastructure Devices to associate only to this SSID

Hinh 19

Sau khi nhan nit Apply ta ¢ két qua nhu sau:

Address @ http://192. 163. 1.254/ap_sec.shiml ~

ECURITY

Hostname ap2 ap2 uptime is

Security Summary

Username Read-Only Read-Write

Cisco

v

. BSSID/Guest
SSID VLAN Radio Modey” Open Shared
Radic0- no
vian2 2 802 116 001a.3030 cde0 v/ saditian
Radio0- no
vlan3 3 802116 001a.3030.cde1 v~ sdditon
Hinh 20
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3. Cho cac PC tham gia vao cac SSID thugc cac VLAN khac nhau trén AP 1. Dat dja chi IP
trén PC cung subnet. Kiém tra tinh nang ho tr¢ VLAN trén AP 1131 bang cach ping cac PC.

PC1 (192.168.2.2/24) tham gia vao SSID S_Vlan2

-
LinksYys'

ADivision of Gisco Systems, Inc.

Site Survey

™

Q

Below is a list of available wireless networks. To search for more wireless networks,
click the Refresh button. To get more information about a network, click its name
(SSID). To connect to that network, click the Connect button below.

SSID CH Signal Site Information
L85 vian2 |3 SSID $_vian2
g V1 1 00% Wireless Mode  Infrastructure
Channel 3
Security Disabled

MAC Address  00-1A-30-20-B8-41

Connect

Wireless Network Monitor v4.5

) 4.GHz
—_— 802119

\ &/

Secure Setup
Push Button

Adapter is Active

Wireless-G pcI Adapter

Hinh 21

PC2 (192.168.3.2/24) tham gia vao SSID S_Vlan3

.
LinksYys'

ADivision of Ciscy Systems, Inc:

Link Information

More Informatign

You are connected to the access point, but the Internet cannot be found

Wireless-G PcI Adapter

Wireless Network Monitor v4.5

D A GElZ
LR

\
Y,

o .

Secure! Setup
Push Button

Hinh 22
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Két qua Ping tir PC2 (192.168.3.2/24) dén PC1 (192.168.2.2) khac Vlan nhu sau:

e C:\WINDOWS\system32\cmd.exe

C:\>ping 192.168.2.2
192.168.2.2 with 32 hytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 8. Lost = 4 (1682 loss>.

IC:\>

Hinh 23

Ping cling Vlan 2 tir PC1 (192.168.2.2/24) dén PC3 (192.168.2.3/24)

E:\Documents and Settings\Administrator>ping 192.168.2.2
Pinging 192.168.2.2 with 32 bhytes of data:

Reply from 192.168.2.2: hytes=32 time=4ms TTL=128
Reply from 192.168.2.2: hytes=32 time=1ms TTL=128
Reply from 192.168.2.2: hytes=32 time=1ms TTL=128
Reply from 192.168.2.2: bhytes=32 time=1ims TTL=128

Ping statistics for 192.168.2.2:

Packets: Sent = 4, Received = 4, Lost = 8 (Bz loss).
Approximate round trip times in milli-seconds:

Minimum = 1ims, Maximum = 4ms, Average = 1ms

E:\Documents and Settings\Administrator>

Hinh 24

Ping cling Vlan 3 tir PC2 (192.168.3.2/24) dén PC4 (192.168.3.3/24)

C:\WINDOWS\system32\cmd.exe - :F([

Microsoft Windows XP [Uersion 5.1.26008]
(C> Copyright 1985-20801 Microsoft Corp.

C:\Documents and Settings\Kim Dung>ping 192.168.3.3
Pinging 192.168.3.3 with 32 hytes of data:

Reply from 192.168.3.3: hytes=32 time<{ims TTL=128
Reply from 192.168.3.3: bytes=32 time<{ims TTL=128

Reply from 192.168.3.3: hytes=32 time<{ims TTL=128
Reply from 192.168.3.3: bytes=32 time<{ims TTL=128

Ping statistics for 192.168.3.3:
Packets: Sent = 4, Received = 4, Lost
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Bms, Average = Bms

C:\Documents and Settings\Kim Dung>

Hinh 25
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Ping khéc Vlan giita PC3 (192.168.2.3/24) va PC4 (192.168.3.3/24)

cv C:\WINDOWS\system32\cmd.exe

:\>ping 192.168.3.3
192.168.3.3 with 32 bytes of data:
timed out.
timed out.
timed out.
Request timed out.

Ping statistics for 192.168.3.3:

LabPro Wireless

Packets: Sent = 4, Received = 8B, Lost = 4 (108% loss).

Hinh 26

Cho 1 PC3 (192.168.3.2/24) tham gia vao SSID Vlan2 trén AP 2. Céc PC thudc cuing VLAN ID

s& ping thay nhau, khac VLAN ID s& khong thiy nhau.

Ping cing Vlan 2 tir PC3 (192.168.2.3/24) dén PC1 (192.168.2.2/24)

E:\Documents and Settings\Administrator>ping 192.168.2.2
Pinging 192.168.2.2 with 32 hytes of data:

Reply from 192.168.2.2: hytes=32 time=4ms TTL=128
Reply from 192.168.2.2: i TTL=128
Reply from 192.168.2.2: hy i TTL=128
Reply from 192.168.2.2: hytes=32 time=1ims TTL=128

Ping otatl i g .168.2.2:
4, Received 4, Lost = B (Bx loss).
ﬂppxox1mate round trip times in m1111—secondu-
Minimum = 1ims, Maximum = 4ms, Average = 1ms

E:\Documents and Settings\Administrator>

Hinh 27

Ping khac Vlan gitra PC3 (192.168.2.3/24) va PC4 (192.168.3.3/24)

cv C:\WINDOWS\system32\cmd.exe

:\>ping 192.168.3.3
Pinging 192.168.3.3 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.3.3:
Packets: Sent = 4. Received Lost = 4 {1608z loss

Hinh 28

»

21



LabPro Wireless
PC1 (192.168.2.2) thuoc VLAN 2 tuong ung véi SSID S_vlan2 trén AP1
PC2 (192.168.3.2) thuoc VLAN 3 tuong ung véi SSID S _vlan3 trén AP1
PC3 (192.168.2.3) thuoc VLAN 2 tuong tmg voi SSID vlan2 trén AP2
PC4 (192.168.3.3) thuoc VLAN 3 tuong tng voi SSID vlan3 trén AP2

4. Lay router 2600 va switch 2950 cau hinh trunking. Thuc hién Routing Inter-Vian.

C4u hinh Router 2600:

Current configuration:
|
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname Router 2600
|
!
memory-size iomem 10
ip subnet-zero
|
ip dhcp pool vlan2
network 192.168.2.0 255.255.255.0
default-router 192.168.2.254

ip dhcp pool vlan3
network 192.168.3.0 255.255.255.0
default-router 192.168.3.254
|
process-max-time 200
|
interface Ethernet0/0
no ip address
no ip directed-broadcast
|
interface Ethernet0/0.2
encapsulation dotlQ 2
ip address 192.168.2.254 255.255.255.0
no ip directed-broadcast
!
interface Ethernet0/0.3
encapsulation dotlQ 3
ip address 192.168.3.254 255.255.255.0
no ip directed-broadcast
|
interface Serial0/0
no ip address
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no ip directed-broadcast
shutdown
!
ip classless
no ip http server
|
!
line con O
transport input none
line aux O
line vty 0 4
|
!
no scheduler allocate
end
Router 2600#

CAu hinh Switch 2950:

Switch#show int trunk

LabPro Wireless

Port Mode Encapsulation Native vlan
Fa0/1 on trunking 1
Fa0/2 on trunking 1
Fa0/3 on trunking 1
Port Vlans allowed on trunk

Fa0/1 1-4094

Fa0/2 1-4094

Fa0/3 1-4094

Port Vlans allowed and active in management domain

Fa0/1 1-3

Fa0/2 1-3

Fa0/3 1-3

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 1-3

Fa0/2 1-3

Fa0/3 1-3

Switch#show vlan

VLAN Name Ports

1 default active Fa0/4, Fal/5,

Fa0/6
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Fa0/7,
Fa0/8, Fa0/9, Fa0/10

Fa0/11,
Fa0/12, Fa0/13, Fa0/14

Fa0/15,
Fa0/16, FaO/17, Fa0/18

Fa0/19,
Fa0/20, Fa0/21, Fa0/22

Fa0/23,
Fa0/24
2 VLANO00O2 active
3 VLANOOO3 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Switch#show run
Building configuration...
|
hostname Switch
!
ip subnet-zero
|
spanning-tree mode pvst
no spanning-tree optimize bpdu transmission
spanning-tree extend system-id
|
interface FastEthernet0/1
switchport mode trunk
|
interface FastEthernet0/2
switchport mode trunk
|
interface FastEthernet(0/3
switchport mode trunk
|
interface Vlanl
no ip address
no ip route-cache
shutdown
!
ip http server
I
line con O
line vty 5 15
I
end
Switch#
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Két qua ping tir PC1 (192.168.2.2/24) sang PC4 (192.168.3.3/24):
cv C:\WINDOWS\system32\cmd.exe

C:\>ping 192.168.3.3
Pinging 192.168.3.3 with 32 hytes of data:

Reply from 192.168.3.3: bytes=32 time<ims TTL=128
Reply from 192.168.3.3: bytes=32 time<{ims TTL=128
Reply from 192.168.3.3: bytes=32 time<ims TTL=128
Reply from 192.168.3.3: bytes=32 time<{ims TTL=128

Ping statistics for 192.168.3.3:
Packets: Sent = 4. Received = 4, Lost = 8 (B
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Bms,. Average = Bms

C=\>
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