LabPro Wireless

LAB 7: Dung co ché bao mat WPA cuing co ché xac thue dotlx diing
kiéu PEAP
Mo ta
Bai lab nay mé ta cach stir dung WPA trong bao mat mang wireless cling co ché xac
thuc dotlx dung co ché PEAP, céc thiét bi ding trong bai bao gdm ACS cua Cisco, wireless

client adapter chay trén hé diéu hanh WINXP service pack 3, WLAN Controller va
Lightweight Access Point.

So do

10.10.10.0/24

wlan-controller 1/0 Fa0/0 .1
192.168.99.0/24
24 .254
Fa0/1 .1
192.168.100.0/24

SSID: vlan2
DHCP server:

192.168.2.254

subnet:

192.168.2.0/24
default gateway:
~192.168.2.254
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LabPro Wireless
Thuc hién
Céu hinh co ban trén router:

C2811#sh run

Building configuration...

version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname c2811
!
boot-start-marker
boot-end-marker
!
security authentication failure rate 5 log
enable secret 5 $1$QgGGSmjteEFA5x1onr2X3kuDp50
!
aaa session-id common
|
!
ip cef
no ip dhcp use vrf connected
ip dhcp excluded-address 192.168.100.1
ip dhcp excluded-address 10.10.10.1 10.10.10.100
ip dhcp excluded-address 192.168.2.1
ip dhcp excluded-address 192.168.2.254
!
ip dhcp pool 192.168.100.0
network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
option 43 ip 192.168.99.24
I
ip dhcp pool 10
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
!
ip dhcp pool wvlan2
network 192.168.2.0 255.255.255.0
default-router 192.168.2.254
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multilink bundle-name authenticated
|

username admin password 0 admin
!
interface FastEthernet0/0
ip address 10.10.10.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 192.168.100.1 255.255.255.0
ip virtual-reassembly
duplex auto
speed auto
!
interface Serial0/0/0
no ip address
shutdown
clock rate 2000000
!
interface Serial0/0/1
no ip address
shutdown
clock rate 2000000
!
interface wlan-controllerl/0
no ip addresss
shutdown
|
!
control-plane
!
line con O
exec-timeout 0 O
logging synchronous
line aux O
line vty 4
|
|

scheduler allocate 20000 1000
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Trudce khi thyce hién bai lab ndy yéu cau cai dit thanh cong phin mém ACS trén server

lam vai trd may chu xéc thyc.

Bud6c 1: Cau hinh co ban router 2811 va WLC module.
CAu hinh dja chi IP trén interface W1/0 cua Router 2811.

c28ll#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
c2811 (config) #

config) #interface wlan-controller 1/0

c2811 (config-if)#ip address 192.168.99.254 255.255.255.0

(
(
(
c2811 (config-if) #no shut

Truy cap vao WLC module tir Router 2811:

c28ll#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066 ... Open

Cau hinh WLC tir ché @ SETUP MODE nhu hinh 143.
Sau khi khé1 dong lai WLC, tién hanh cac bude nhu sau:

a. Sau khi WLC khdi dong xong, truy cap vao WLC tir Router 2811, nhép username:
cisco va password: cisco dé vao WLC.

b. Bé quay trd lai router 2811, nhan t6 hop phim ctrl+shift+6 tha ra va nhan tiép phim
X.

¢. Kiém tra dam bao Router co thé ping thiy WLC module.

c281ll#ping 192.168.99.24
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.99.24, timeout 1is 2

seconds:

ms

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4

c28llfservice-module wlan-controller 1/0 session

Trying 192.168.99.254, 2066 ... Open

d. Ping kiém tra két n6i IP dén WLC.

Ghi chi: can dong bo thoi gian gitta WLC module va router 2811, trong truong hop

nay router 2811 s& duoc cau hinh tré thanh bo ddng bo thoi gian chinh (source clock).

C281ll#conf t
C2811 (config) #ntp master 2
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Cisco Controller

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco ff:f6:a0]:

NMWLC

Enter Administrative User Name (24 characters max): cisco
Enter Administrative Password (24 characters max): cisco
Management Interface IP Address: 192.168.99.24

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.99.254
Management Interface VLAN Identifier (0 = untagged): O
Management Interface Port Num [1]: 1

Management Interface DHCP Server IP Address: 192.168.99.24

AP Manager Interface IP Address:

AP-Manager

AP Manager Interface DHCP Server

is on Management subnet,

192.168.99.25

using same values
(192.168.99.24) :

Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: mgl

Network Name (SSID): wll5

Allow Static IP Addresses [YES] [no]: no
Configure a RADIUS Server now? [YES][no]: no

Warning!

Please see documentation for more details.

Enter Country Code (enter 'help'
Enable 802.11b Network [YES] [no]:
Enable 802.1la Network [YES] [no]:

[
[

Enable 802.11g Network [YES][no]:
]

Enable Auto-RF [YES][no]: no

Configuration saved!

for a list of countries)

YES
YES
YES

Resetting system with new configuration...

Hinh 143

192.168.99.24

[US]:

The default WLAN security policy requires a RADIUS server.

us
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Bwéc 2: Dung PC ciau hinh WLC bing https.

Truy cap vao WLC bang web, ding firefox hoidc IE nhép vao https://192.168.99.24
(hinh 144).

1SCO Systems Login - MICToso niternet txplorer

File Edit WYiew Favorites Tools Help

@Back X \;) B @ ;’h pSearch \;‘\\?Favorites e} Bv ; & \_J ﬁ ﬁ

Address(@) https:/{192.168.99.24f

Cisco SYSTEMS

Wireless
LAN Controller

Hinh 144

Chon Login, nhap username: cisco, password: cisco (username va password cdu hinh
trong budc 1) - hinh 145.

Connect to 192.168.99.24

Cisco SYSTEMS

Wireless

l ﬁ cisco
l

LAN Contr [C]Remember my password

Hinh 145
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Céu hinh déng bo thoi gian cho WLC véi R2811 (hinh 146).

Controler Gerweral _Aeply |

Genersl #02,3x Flow Control Mode :l;nuhlﬂ ~
Iaventory
Interfaces LWAPP Transport Mode Layer 3 ¥ [Cument Oparating Hode & Liyerd)
Internal DHOP Server " . o r .
Ethamat Multicast Moda Chiabiled

Mobility Management : .

Mokilty Groups .

Mokiley Stahatios Aggressive Load Balancing Enabled »

Ports
Master Contraller Made

gtyrprk Time Protocol |  awer The Air Provisioning of AP | Enabled =

s to Peer Blocking Mode Disabled ¥

QoS Profiles _ )
AP Fallback Ensbled =
Fast §510 change | Disabled »
Dafault Mobility Domain Mame mal
RF-Metwork Namae gl
Usar Idle Timeout (seconds) 300
ARP Timeout {seconds) 00
Wab Radius Authenticalion PAF v

‘]mmﬂm T e [ L 0 ﬂ ._’m; ..................
Hinh 146

Chon New dé khai bao thoi gian méi cho server (hinh 147), can cu hinh trén router
2811 1a thiét bi cap thoi gian clock chu dao ding cau Iénh:
R2811 (config) #ntp master 2.

nn frerins

Controller NIP Servers JL, @

Conerel NTP Poling Interval seconds 86400
Invemory
Interfaces Server Index Server Address

Internal DHCP Server

Mobility Management
Mobity )

Master Controller Mode
Network Time Protocol
QoS Profiles

Hinh 147
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Chon Apply (hinh 148).

Controler MR Servers = Edit < Back | Apply |

Gunarsl Boerver Index 1
Inwentory
Interiaces Server Addrerss | 19218855 304

Intermal DHCP Sorver
Saobility Management

Msbilty Groups
Mabilty Statrhos

Forts

Master Cantraller Mode
Metvark Tine Prolacal
Qo% rrofiles

Hinh 148

Khi LWAP bat 1én s€ dugc nhan dia chi IP tir Router 2811 cung véi option 43 chi su

ton tai cia WLAN Controller, qua trinh ding ky s& tu dong thuc hién.
Khi qua trinh dang ky thanh cong thi trén WLC s& c6 két qua nhu sau, cha y cot
Operational Status c6 trang thai REG (registered — da dang ky) — hinh 149.

A Cisco - Microsoft Internet Explorer

File Edit View Favorites Tools Help ﬂ.
eﬁack = Q B @ r{h psaavch *Favorites @ 8- ; i) LJ ﬁ 4‘3
Address | €] https:}{192.168.99.24/screensjframeset. html vIB)e ks >

Cisco Svsrems Configuration  Ping  Logout Refresh

MONITOR ~ WLANs CONTROLLER  WIRELESS SECURITY MAMNAGEMENT COM S HELP
Nt

Wireless All APs
Access Points Search by Ethernet MAC SearchJ
all APs

802.11a Radios
802.11b/g Radios

idai AP Name AP ID Ethernet MAC Admin Status  OPerational Port

Bridging Status -

Rogues APOO1d.a27f.a562 3 00:1d:a2:7f1a5:62  Enable REG 1 Detail
Rogue APs

Known Rogue APs
Rogue Clients
Adhoc Rogues

Clients

Global RF
802.11a Network
802.11b/g Network
802.11h

Country

Timers

Hinh 149
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Céu hinh cac thong s6 cho Wireless Client (hinh 150).

- Chon Controller > Interfaces > New.

Inventory
Interfaces
Internal DHCP Server
Mobility Management

Mobdty Grovpe

Mobddy Statatcs

Ports

Master Controlier Mode
Network Time Protocol
QoS Profiles

Interfaces

Interfoce Name
ap-manager
management
virtusl

VLAN Identifier 1P Address Interface Type

urtapped 1921609928 St £
untagped 192.160.99.24 Sate =
NA 1118 Sute L

Hinh 150

Nhap tén Interface va VLAN (trong truong hop nay gia dinh wireless client dung
vlan2 c6 dia chi mang 192.168.2.0/24) sau do click Apply.

Cira 56 sau s& xuat hién sau khi da nhap vao tén Interface va VLAN.

Nhap dia chi IP (dia chi nay dai dién mot giao tiép trén thiét bi WLC), Netmask,
Gateway va dia chi IP cia DHCP Server, click Apply (hinh 151).

Crate Srarims

Controller

| Gemeral

| Invenmtory

| Interfaces

| Internal DHCP Server

| Mobllity Management
Mobdity Groups
Mobidity Stabstcs

Ports
Master Controller Mode
Network Time Protocel

Interfaces > Edit

General Information

Interface Name vian2

Interfoce Address
VLAN Tdantifier
1P Address
Netmask
Gatewsy

ts

19236021 e 08 O CUS AP (350 T VOH CH0 Wirelons Chert
395.295.255.0
P Py dat cho sub et wian-contrdd tren router

39236022 —— g wiancontrobert £ 2 (Wn fih cong unk)

| QoS Profiles P rary oung s deleul gatevwsy OO 080 wirskess chert
Physical Information
Port Number 1
DHCP Information
Primary DHCP Server 192.168.100.1 . S8 C1 Cun DHCP (Router 205 phs s de OHCP)
Secondary DHCP Server 0.0.0.0
Access Control List
ACL Name none
Note: Changwmg the Interface parameters couses the WLANS to be
tacnparanily dsabied and thus may result in loss of connectivity for
soeme chests.
8 Derm 8 ® rreenmt

Hinh 151
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Kiém tra lai ciu hinh.
Két qua thu duoc (hinh 152).

Loty lwu

ControBer Interfaces _ New.. |

General Interface Name YLAN 1dentifier 1P Address Interface Type

Inventory ap-manager untagged 1921649925 Stabc £

management untagged 19216895924 Stenc £

Internal DHCP Server virtus! WA 1111 St 13-4

Mobility Managemeat [VIN F 19216821 Oyname L4 Bemiee ]
Mabdty Groups
Modidry Slatisbes

Ports

Master Cantroller Mode

Network Time Protecol

QoS Profiles

Hinh 152

- Chon tab WLANS trén thanh menu & goc trén cira s0, va click New...
- Nhap vao service set identifier (SSID) la vlan2 va click Apply.

- Chon vlan2 tir thanh thuyc don Interface Name & cudi cira so, va click Apply (hinh
153).

Trong truong hop nay, SSID vlan2 duoc két hop véi Interface Name vlan2.

WLANS WLANS > Edit _<sack | Awoly |
WLANS WLAN 1D 2
WLANS
AP Groups VLAN WLAN $S10 visn?
General Policies Security Policies
Radio Polgy Al v
Layer 2 Security WPA v
Adein Statos Eitnabled
e [IMAC Fitaring
Session Tenoout (secs) 1800
Qualty of Service (QoS)  Silver (bestefort) & Layer 3 Security None v
WMM Policy Disabled ¥ [ web peticy *
7920 Phone Support [[) Clieer CAC Limit  [[] AP CAC Len2
Broadcast SSID &) Enabled
* Web Policy cannot be used o comdination with 1Psec

Allow AAA Overnde [) Enabled and L2TP
Chent Exclusion [ Enabled ** |60 ** Whan chent exclusion 15 enabled, & Brmecet value of

Tinecen Value (secs) 2ero mesns wdnty(wil regure administrative overnde
DHCP Sarver ) overra to reset excluded chents)
DHCP Addr. Assigreneet  [T] Regured

terfoce Name vien2 v

Rodius Servers

Accounking
sl D

Server 1 1P110.10.10.3, Port:1812 W' [none ¥

Hinh 153
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Trén router 2811, cdu hinh thém cong phuc vu cho 16p mang 192.168.2.0/24 qua vlan

2 dong thoi cdu hinh DHCP server cho 16p mang nay.

Rl (config) # interface wlan-controllerl/0.2
Rl (config-subif)# encapsulation dotlQ 2
Rl (config-subif)# ip address 192.168.2.254 255.255.255.0

Cau hinh DHCP server trén router cap dia chi dong cho 16p mang 192.168.2.0/24.

C2811l#conf t

C2811 (config) #ip dhcp pool vlan2

C2811 (config-dhcp) # network 192.168.2.0 255.255.255.0
C2811 (config-dhcp) # default-router 192.168.2.254

Budéc 3: Cau hinh cac tham sb xac thuc dotlx trén WLC.

Cau hinh khai bao su ton tai cua Server Radius.

Chon Security = New (hinh 154).

Clv vau

S

Security RADIUS Authentication Servers Apply | C :.:—/ l N
‘f_‘__"a‘ Call Station 1D Type | 1P Address v

RADIUS Authenbcatbon

RADIUS Accounting Credentials Caching [

Local Net Users

MAC

Disad Use AES Key Wrap [

User L H0e

oA :}e"""i Managoment :»e;‘ver Server Address Port Admin Status
Access Cantrol Lists . naex
Web Auth Certificate
Wireless Protection
Policles

Trusted A

Rogue Pol

Hinh 154
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Khai bao sy ton tai ciia ACS server (dong vai trd may chu xac thuc Radius) — hinh
155.

Chon Apply (hinh 156).

fuses Svarems

RADIUS Authentication Servers > New

Server Index (Priority) 2 -
General .
RADIUS Auvthentication
RADIUS Accounting Server IPAddress 10.10.10.3 P o Radus Server
Local Net Users
Gy Shared Secret Format ASCII ¥
Disabled Clhents ]
User Login Policies
AP Policies Shared Secret L

Access Control Lists Confir shacsd

Web Auth Certificate Secret seesee

Wireless Protection

Policies Key Wrap 0
Trusted AP Policies -
Rogue Policies Port Number 1812

Standard Signatures

Custom Signatures

Client Exclusion Pobcres  Server Status Enabled v
AP Authenticabion

Support for RFC 3576 |Enabled %
Retransmit Timeout Z seconds
Network User ¥ enable

Hinh 155

Security RADIUS Authentication Servers _&ﬂ__] E

AAA
General
RADIUS Authentication
RADIUS Accourting Credentials Caching [
Local Net Users
MAC Fiterin
Dreabled Chets Use AES Kay Wrap [

User Logn Policies

e s Netmork
Access Control Lists Ysar
Web Auth Certificate 3] (@) 1 10.10.10.3 1812 Enabled £6 Ramove Ping

Call Station ID Type | 1P Address v

Sorver

i b Server Address Port Admin Status

Manmagement

Wireless Protection

Policies
Trusted AP Policies
Rogue Polces
Standard Signatures
Custom Signatures
Client Exchusion Policies
AP Authertication

&) ooen 5 © viere

Hinh 156
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Céu hinh md hinh biao mat WPA két hep co ché xac thuc Dot1x dung PEAP.

Vao WLAN dé chon kiéu xéc thuc, ding edit dé chinh stra thong tin twong ting (hinh

157).

bl Srirmy

Save Config Logout Refresh

WLANS CONTROLLER

WLANS

WLANS
WLANS
WLAN "
WLANS 10 WLAN SS10
AP Groups VLAN
: management
2 vian2

* WLAN [0 5-16 will not Be pushed to 1130,1200 and 1240 AP models

SECURITY MANAGEMENT COMMANDS HELP

Admin

Status Security Policies

Enables 802.1%

Enabled

Hinh 157

Chon Layer 2 security dung WPA, mac dinh néu khong cAu hinh x4c thuc preshare-key, co
ché xac thuc 802.1x s& dugc ap dung. Khai bao thong tin cia Radius server. Nhan apply dé
hoan tat cau hinh (hinh 158). Néu c¢6 cau hién thi thong bao cac client dang két ndi s& bi dut

két ndi chon OK.

Layer 2 Securty

v ~
WLANS Adrmin Status 4 Enabled
[ MAC Fitering
WLANS Session Timeout (secs) 1800
WLANS Quatty of Service (QoS)  Siver (best effort) W Layer 3 Security Nooe v
AP Groups VLAN
WHM Pelicy Disabled w [[) web pelicy *
7920 Phone Support [0 Clieer CAC Umit  [T] AP CAC Len
Broadcast 510 [ Enabled
. * web Pol b with 1Psec
Allow AAA Override [ tnabled nhd.Lbi'TP icy cannot be used in combination 1Pse.
Chent Exclusion [ Enabled =+ |60 ** when chent exclusion is enabled, » tmesut valoe of
Timeout Value (secs) 2er0 means wAny(wil regare adrmenustrative avernde
ONRCP Sarver [] Overna 10 reset sxcluded chents)
DHCP Addr. Assignenent  [] Regqured
Irterface Name vien2 -
Radius Servers
Authertication Servers :‘W:"‘"
o
Servar1 < ENTRTETENTIETE v cone ¥ -
Server 2 none ¥ none ¥
Server 3 none ¥ none ¥
WPA Paramaeters
802.11 Data Encrypion TEIP-MIC
Pre-Shared Key [ tnabled
»
) oore

Hinh 158
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Cau hinh trén ACS hd tro xé4c thuc bang PEAP.

Truy nhép vao duong lién két ciu hinh ACS (hinh 159).

iscoSecure ACS - Mozilla Firefox -8 x|
Fle Edt View History Bookmarks Inols  Help

"‘EE‘-‘" € X 4 IC]‘http:#lz?.u.u.l:lquﬂ

Cisco SvsTems

NEED

Cisco Secure ACSyv40

= [X] regorr Select "Log Off"' to end the administration session.

L |6

a5 ‘ Shared Profile
Companents

CiscoSecure ACS ve.0 offers support for multiple a4 Clients and advanced TACACS+
and RADIUS features, It also supports several methods of authorization,
authentication, and accounting (AA4) including several one-time-password cards. For
more information on CiscoSecure products and upgrades, please visit

ht] Wi, CISCO, Com

Network:
I | Configquration

G
B
3

onfiquration

Interface
Configuration

ly

Administration
Control

i

External User | CiscoSecure ACS

B Release 4.0(1) Build 27

Copyright ©2005 Cisca Systems, Inc.

Copyright ©1991-1992 RSA Data Security, Inc. MDS Message-Digest algorithm. All rights reserved.

Network necasd Copyright ©1989, 1993 The Regents of the University of California. All rights reserved

% Profiles Copyright ©1986 University of Toronto, all rights reserved.

pern Copyright ©1985-2000 Microsoft Visual C++ Yersion 6.0, &ll rights reserved.
@ ‘ Activity Copyright ©1997-2000 InstallShield Software Corporation. All rights reserved.
= all other trademarks, service marks, registered trademarks, or registered service marks mentianed in this document are the property

‘ g;‘;ﬂ:ﬁ?mm” of their respective owners, Warning: This computer program is protected by copyright law and international treaties. Unauthorized
reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal penalties, and will be
prosecuted to the maximum extent possible under the law.

I%v

ﬁ

Done:

Hinh 159

Tao thém tai khoan nguoi dung méi (hinh 160).

CiscoSecure ACS - Mozilla Firefox =] x|

File Edit View Hitory Bookmarks Tools  Help

8- @ % o D epunzrooios -
Cisco Sratems User Setup

-ooect | o

Google

N | User
Setup User Setup and Extemnal User Databases
= . inding a Speci i ACS Internal Database
ET7eT User:
Setup Listing Usernamaes that Beqin with a Particular character
Find Add/Edit * Listing All Usernames in the ACS Internal Database
.

g |Shoredprotie Cthanging a Username in the ACS Internal User Database
Components * Remove Dynamic Users
?: |ge';f°rk a List users beginning with letter/number: User Setup enables you to configure individual user information, add
SN users, and delete users in the database.
- SEERETEOHILELL
_-|ggz$mraﬁm NOPQRSTUVUWIY:Z User Setup and External User Databases
01234567589
—————————— Bafars ACS can authenticats users uith an extarnsl user database:
[l contiguration 0 Yo mus heve o deibese o cnd R em S cesomel s
| ———— List all users Far example, if you are using token card authentication, your token
Jamine: server must be running and properly configured.
onire Remave Dynamic Users You must have configured the applicable parameters in the External
ﬁ | Excternal User User Databases section. o
. Beiitones Note: Lizer Setup configuration ouverides Group Setup configuration.
Pasture
If you rely on the Unknown User Palicy in the External User
Walid i ? Back to Hel
EALEE Databases section to create entries in the ACS internal database for
e users defined in an external user datsbase, usernames cannot be
% Profiles located or listed here until the user has successfully authenticated

once.

[

i

w5 | meken External user datshase modification must ba dons from within the
axternal user database itsel. For added security, sutharization, and
Online accounting purpeses, User Setup keeps track of uzers who
e et aUthenticats with an external user datsbasze, User Setup |ets you
configurs individusl user infarmation, sdd users, and delete users in
the ACS internal database,

Note: User Setup does not add or delete usernames in an external
user database.

[Back ta Tap]

Finding a Specific Userin the ACS Internal Database

To find a user already in the ACS internal database, type the first few
letters of the usemame in the User field, add an asterisk (*) as a

wildeard, and click Find. Frorn the list of usernames displayed, dick

ey Sy e e

[ httpzff127.0,0.1:1049)setup exe?action=make_r_fstoption=usersanav_sen=3

Hinh 160
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Nhap Username: cisco (hinh 161).

refox =l=1x]

Ele Edit View History Bookmarks Tools  Help

GE_ e X Iﬁ ‘http:mzrn.ui:lmgj J:
Cisco SrsTems User Setup [x]

;e K

User Setup and External User Databases

Finding a Specific Userin the ACS Internal Database

ing a User to the ALS Internal Database

ing Usernames that Beqin with a Particular Character
Listing All Usernames in the ACS Internal Database

By Shared Profile Changing a Username in the ACS Internal User Database
Companents # Remove Dynamic Users

iscoSecure ACS - Mozilla

E:
==
o Sewp Find | _ add/edit

CDEFGHIJELHM

= g Sustem
=i ‘ e o User Setup and External User Databases
Before ACS can authenticate users with an external user database:
Interface
Eanilerelen O Yow must heve Hhe desboss ap and anmng e dhe ceme some
% m itration List all users For example, if you are using teken card authentication, your tokan
Jdraini= server must be running and properly configured.
ontre Remave Dynamic Users o s (om0 ERmET) (i Al pormetor i dho Bemomel
Excternal User User Databases section, e
£ Datab:
aianases Note: User Setup configuration overrides Group Setup configuration.

s If you rely on the Unknown User Policy in the External User
? Back toHelp Databases section to create entries in the ACS internal database for
users defined in an external user database, usemnames cannot be
% Profiles located or listed here until the user has successfully authenticated
L once,

external user database itself. For added security, autharization, and

5 | Online sccounting purposes, User Setup keeps track of users whe
=] suthenticate with an external user database, User Setup lets you

et | Documentation
canfigure individual user information, add users, and delete users in
the ACS internal database.

B Network ‘ inAi | . User Setup enables you to configura individual user information, add

Note: User Setup does not add or delete usernames in an extarnal
user databasze,

[Back to Top]
Finding a Specific Userin the ACS Internal Database

To find s user already in the ACS internal database. typs the first fau
letters of the username in the User field, add an asterisk (*) as a
wildeard, and click Find. From the list of usernames displayed, dick

D e e S g o

Done

Hinh 161

Nhép Password: ciscol23 = chon submit (hinh 162).

v efox =151

FBle Edt View History Bookmarks Tools Help

Gg & X o Ilj ‘http:ﬁlz?ﬂ.ll:llﬂ@f Eir g
User Setup

- [ T Account Disabled

coSecure ALS - Mozilla

Google

Cisco Srave

5 | User . A::ol.!ntDisahled
EE Setup | Supplementary User Info % Deleting a Username
.

Supplementary User Info
Password Authantication

Group to which the user is assigned
Callback

tlient IP Address Assignment
Advanced Settings

Metworlc Access Restrictions

Groul
E@ s I Real Name
s |5har’edPr’o e Description

Components:

Network

Configuration
F 4| Sustem
e |Cwnﬁgurahvn |

Configuration i . Tt A

T Password Authentication: TACACS+ Shell Command Authorization

L] iz ati for Network Devi

ﬂ Contiol [ACS Internal Database =] e ization for Network Device

Downloadable ACLs
Advanced TACACS+ Settings
TACACS+ Enable Control
TACACS+ Enal

User Setup

303 | S veer CiscoSecure PAP (Also used for B P
s CHAP/MS-CHAR/ARAP, if the Separate * RADIUS Vendor Specific attributas

Post, i i
Vaidation field is not checked.)
P s Password [sessesss Account Disabled Status
Frofiles 3
Confin

m I"""" Select the Account Disabled check box to disable this account;

@ | Reportsand Password clear the check box to enable the sccount.
Activity
— ™ Separate (CHAP/MS-CHAP/ARAP) [Back to Topl
ELE D tat
i) Password I Deleting a Username
Confirm [eeaceace The Delete button appears anly when you are editing an
xisting user account, not when you are sdding = new ussr
Password i *, nat wh ddi
. account, To delete the current user account from the
When a token server is used for database, click Delete, When asked to confirm your action,
authentication, supplying & separate alls @
CHAP password for a token card user [Back to Top]
allows CHAP authentication. This is =
Submit Cancel Supplementary User Info
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Khai bao sy ton tai cia WLC trén ACS (hinh 163).

scoSecure ACS - Mozilla Firefox =] x|

Fle Edit Yiew History EBookmarks Tools  Help

EE C X w |0 [hopsrnzzoo o
bz Suns  Network Configuration X

=| Goagle K

4]
N | Group A Key
5 | e Add AAA Client * Newwork Device erou
* Authenticate Usin

@ [P *® Single Connect TACACS+ AAA Client

C: * log Update /Watchdog Packets from this AAA Client

Adb Client * Log RADIUS Tunneling Packets from this AAA Client

o ggg| Metwork W/ LC ® Replace RADIUS Portinfo with Usemame from this AAA Client
B2 | Configuration Hostname
=05 | Configuration Add Client AAA Client Hostname

e, IP &ddress The A4 Client Hostname is the name assignad to the ARA

AAA Cli
AAA Cl

nt Hostname
nt IP Address

client,
Administration
oy | ey Key [risca [Back to Top]
ﬁ ‘ External User AAA Client IP Address
E Databazes

Authenticate

Using [RADIUS (Cisco sironet) The A4A Client IP Address is the IP address assigned ko the
CL Validation Asd clisnt,

E Single Cenimest TACATE:> MM Cllieni: (Reerd IF you want to dasignate mora than one ARA diant with &

! stop in accounting on failure).

single A%A client entry in ACS, you can specify the IP sddress

Freportsand X for each AfA client to be raprasented by this AAA client entry,
- Log Update/Watchdog Packets from this Aaa To separate each IP address, prass Enter,

Online Client You can use the wildcard asterisk (*) for an octet in the 1P
A=) | Documentation i i address. For example, if you want every A24 dient in your
- Log RADIUS Tunneling Packets from this A4 192.185.13.1 Class G network to be reprecentad by a single
Client Ann dient entry, enter 192.168.13.% in the AAA Client IP

Address box.

- Replace RADIUS Port info with Username from
h- AAA Cl t = “rou can define ranges within an octet of an IP address. For
this len example, if you want every AAA client with an 1P adress
between 192,1658.13.12 and 192.165,13,221 to be
represented by & single AAA client entry, enter
192.168.13.12-221 in the AAA Client IP Address box.

Submit | Submit + apply | cancel |

[Back to Top]
< | _l_I =

Done
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Chon Submit + Apply va xem két qua (hinh 164).

¥ ciscosecure ACS

o:

la Firefox —[&lx

File Edit View History Bookmarks Tooks  Help

G@ G X w [0 [hepizroaios
tuco surus  Network Configuration

L | U
Eq Setop ® Network Device Groups
= ® Adding a Network Device Group
& | Broup i ® Editing a Network Device Group
HED [feq AAA Clients CEELE e oA
: 5 = .
iy |hareaProie AAA Client | AAA ClientIP | Authenticate .
CEOTS Hostname Address Using :
Net work leting a AAA Client
cleting a
| Bt | router  |10.10.10.1 RADILS (e \AR Server:
DR (e it ans o
o N i diting a AAA Server
=t Biiauration . Lo 16509 o4 | FADILS (Cisco oA A
Interfacs — ' el Alronet) Proxy Distribution Table
[l Contiaur ation ® Adding a Proxy Distribution Table Entry
® Sorting Proxy Distribution Table Entries
Administration. * Editing a Proxy Distribution Table Entry
%‘ Control Add Entry Search * Deleting a Proxy Distribution Table Entry
External User
ﬁ Databases
Note: This page changes depending your interface
Posture canfiguration. If you are using Metwork Device Groups [(MDGs),
Y3lidation I %Q AAA Servers after you click Network Gonfiguration in the navigation bar,
only the Metwork Device Graups table and Proxy Distribution
% gz(\'l:!‘ulk Acces: AAA Sewer AAA Ser—ver Ip AAA Sewer Tszble infarrnation appear. If you are not using NDGs, the Afs
rofiles ad Clisnits table and the A#a Serusrs table sppear in place of the
Name Address Type AT A iy
Reparts and =
% Activity 0109 |127‘U. 0.1 ‘ CECngcure Network Device Groups
onlit
Dacurnentation Network device aroups are collactions of AAA dients and ARA

servers. You can aszign ARA clients and A%A servers to the
network device groups you creste. ARA disnts and ARA seruars
Add Entry Search -~ net assigned to a particular ND@ are, by default, assigned to

the Mot Assigned NDG,

To view the Aa4 Client and AfA Servers tables for a particular
NDG, click the name of the NDG.

| Proxy Distribution Table

[Character String [AAA Servers [Strip [Account [Back to Toe]
[ (Default o109 "o | Local | =f|  nas neswork bavice orous a
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Khai bao kiéu xac thuc PEAP trén ACS.

Pé xac thuc kiéu PEAP, ACS server phai c6 chung thuc dién tir, thuc hién thao tac tu
tao chung thuc dién tir trén server ACS.
Vao System configuration --> ACS Certificate Setup (hinh 165).

¥ CiscoSecure ACS - Mozilla Firefox =18 x|

File Edt View History Bookmarks Tools Help

Gn' C X & 1) [hepunzro0.:1ees = - |G-

[.2] Most visited P Getting Started - Latest Headlines

Cisco Systems System Configuration

@] %, ® Service Control

Service Control

.
.
.
.
.
.
.
® AC
.
.
.
.
.
.

EaE S L Date Format Control
FAELT Date Format Control Local Password Manaqement

T @ AQ_SJDﬁgmLD_aIﬁmeED_LLQQUQD
Configuration

ACS Backup
ACLS
ACS Service Management
IP Pools Address Recovery

ol

1P Pools Server
2 P Sustem -
SolF Accpunting confauraton
Ikertace Global icat 5.
Conﬂg\ruﬂon

Service Control

Administra
| Eonerar

External User | ] 5 Select to open the page from which you can stop or restart

2 Databases Cisco Secure ACS services.
R Q@ sk tomerp |
| Validation [ark to Tep]

Nnmnk Accesd Logging

Profiles
s — Select to configure various Cisco Secure ACS reports and
] R'pon:w customnize the type of information that is logged.
otivity
[Back to Top]

@l Online e ‘

Date Format Control

Select to configure the date format, either month/day/year or

Hinh 165

Chon Generate Self-Signed Certificate, ACS s& ty tao ra mot chung thyc di¢n tur riéng
cho minh (hinh 166).

¥) CiscoSecure ACS - Mozilla Firefox -8 x|

File Edit View History Bookmarks Tools Help

é.fmv C X & [ [hepunzzo0.:ssst o [@F

(2] Most visited P Getting Started = | Latest Headlines

Google 2

Cisco Sysrems

System Configuration

sooet [~ B

nstall ACS Certificate

CS Certification Authority Setup
dit Certificate Trust List

ertificate Revocation Lists
Generate Certificate Signing Request
Generate Self-Signed Certificate

I

IS
@ [ | = Install ACS Certificate
Sompnents | @) ACS Certification Authority Setup

Net: K
] eraen || BEdit Certificate Trust List T e e
W Certificate Revocation Lists
Soiersten | @ Generate Certificate Signing Request or from a file.
{:"o*;{‘.;:f;“m - enerate Self-Signed Certificate [Back to Top]
—— Cancel
%l egmxftmmn | ACS Certification Authority Setup
1 Select to add a third-party CA certificate into the ACS CA
Q@ Backtohen
aans]] Post [Back to Top]
| |
Profiles

ACS Certificate Setup

Select to install a certificate from Windows certificate storage

Edit Certificate Trust List

You can specify which third-party certificate authorities (CAs)

ACS should trust when authenticating users with =
$S | Refons ™ certificata-based protocol. If a user's certificate is from a CA
that you have not specifically configured ACS to trust,
5 | Online authentication fails.
Documentation
[Back o Top]

Certificate Revocation Lists

Hinh 166
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Nhap cac thong tin can thiét, sau d6 chon submit (hinh 167).

¥ CiscoSecure ACS - Mozilla Firefox =] x|
Fle Edt Wiew Hitory Bookmarks Tools Help
E; Q K o I\j ‘http:fflz?.tlﬂ.l:ﬁ?szf 7 T I 'lGnngIe P

Cisco Svsy

System Configuration

[ o

E: Generate Self-Signed Certificate

Broup
Setup

3]

certificate subject
Certificate file
Private key file
Private key password

Generate new self-signed certificate

Certificate subject

T [P
S| Netwa
1 e | Configuration
=g Sustem
S| Configuration
antro
5

Certificate file
Private key file
Private key password
Retype private key

=
Interface

‘ Configuration
Administration
Contr

B o
password |
External Liser 2048 bits x
by Vengin =

Digest to sign with SHAL =
Install generated certificate F

rk
|
Fostu
Yalidation

cn=cisco

Retype private key password
Key length

Digest to sign with

Install generated certificate

c:\cisco.cer
cihcisco.pyk
sevenene

Network Acces)
Profiles

| Reports and
Activity

B

? Back to Help

Online
Documentation

Submit Cancel

Use this page to generate a self-signed certificate, You have
the option of having ACS sutomnstically instsll the certificsta
when you submit the certificate generation request, When you
do so, the certificate is added to local machine storage. Each
time you generate a self-signed certificate, the certificate and
privsta key filas sre written to the file system in the locstions
you specify, You can copy these files to other ACSs for use as
server certificates and to end-user clients for use as
certification autharity certificates so that the end-user dient
will trust ACS. If you secure remote access to the web
interface using HTTPS, you can alzo Import the cartificate into
local storage on computers that run web browsers for access
to ACS.

Certificate subject

Type the subject for the cerificate, prefixed with "on=", we
recornmend using the AGS server name. For example,

"en=ACS11"

[Back to Top]
certificate file

Type the full path and file name for the certificate file that
wou want o generate, For exarnple, "ci\acs_server_cert
hacs_server_cert.cer’. When you subrnit this page, ACS
creates the certificate file using the location and file name
vou specify.

[Back o Top]

e 5

Done
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Xuét hién thong bao sau (hinh 168)

iscoSecure ACS - Mozilla Firefox

File  Edit View History Bookmarks Tools  Help

=151

GEt € ¥ [ [hepineroosse

77 - 'lGng\e

Cisco SrsTems System Configuration

I O

B

gy |SheredProfie
Components

ACS Certificate Setup

Install ACS Certificate
A ACS Certification &uthority Setup

= Ei&#ﬂ;:imd Edit Certificate Trust List
’%‘—Iﬂmm Certificate Revocation Lists
= |Eonﬁgur’a\wr\

Generate Certificate Signing Request
Fotietion || B Generate Self-Gigned Certificate

(]

Install ACS Certificate
ACS Certification Authority Setup
Edit Certificate Trust List

ficate Revocation Lists
Generate Certificate Signing Request
Generate Self-Signed Certificate

Install ACS Certificate

Select to install a certificate from Windows certificate storage
ar fram a file,

[Back to Top]

’Ei The current configuration has been

changed. Restart ACS in "System

Configuration:Service Control” to
adopt the new settings for EAP-TLS

or PEAP support only.
% | Reparts and
Activity

Cancel
£ | Online
B | pocumentation
? Back ta Help

ACs i 5 thority Setup

Select to add a third-party CA certificate into the ACS CA
certi = list,

[Back to Top]
Edit Certificate Trust List

You can spacify which third-party cartificate authorities (CAs)
ACS should trust when authenticating users wi
certificate-based protocol. If & user's certificats is from a CA
that you have not specifically configurad ACS to trust,
authentication fails,

[Back to Top]
Certificate Revocation Lists

You can configure ACS to retrieve certificate revocation lists
(CRLs) fram CAs that are enabled on the Certificate Trust
List,

[Back to Top]

Generate Certificate Signing Request =

Done
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Vao system configuration --> Service Control (hinh 169).

¥ CiscoSecure ALS - Mozilla Firefox —18] x|

Eile Edit ‘iew History Bookmarks Tools  Help

EE-: € X [ [reeinzronaarsy

Cisco Svsrems

System Configuration
Select

# Service Control
© Logging
o Date Format Contraol
iy | haredireie I = |ocal Password Management

é Network % ACS Internal Database Replication
Configuration
5 2 @ ACS Backup

System
Canfiqurstion % ACS Restore

[i/ ACS Service Management
%‘ i ACS Certificate Sefup Service Control
Control N i ervice Con
il Global Authentication Setup
:% External User | gelect to open the page from which you can stop or restart
‘ Databases Cigco Secure ACS services,
) Emosm_| sk t2 Teo!
Profiles

Select to configure various Gisco Secure AGS reports and

Logging
Date Format Control

Local Password Management

ALS Internal b i
RDBMS Synchronization

ALS Backup

ALS Restore

ALS Service Management

IP Pools Address Recovery

IP Pools Server

¥oIP Accounting Configuration

ALS Certificate Setup

Global Authentication Configuration

| B custornize the type of information that is logged.
Activity

" Back to Top
B ‘ Online EEAlEIE

Documentation

Date Format Control

Select to configurs the date format, =ither month/day/yesr or
day/manthfyear, for C5V files and Service Logs and in the
I

[Back to Top]

Hinh 169

Chon Restart, dich vu ACS s€ dugc khai tao lai (hinh 170).

iscoSecure ACS - Mozilla

efox =181x]

Fle Edit View History Bookmarks Tools Help
EE C X |13 [hepeirzz 0003752 |

Cisco SYsTEMs

System Configuration

e - N -

EE ® Starting and Stopping the ACS Services
® Services Loq File Configuration

?@ Graup ‘ CiscoSecure ACS on c0109

3 | Seeup

oy | Zharedbrerie Is Current Iy Runnin g Starting and Stopping the ACS Services
Campanents

Ta restart or stop the ACS services, dick as appropriate the
Restart or Stop button, located at the bottorn of the page.
This achieves the sama result a5 starting and stopping all the

~ pm| Metwork
= ‘Cam‘iguralior\
= services (excluding CSAdmin) fram within Windaws Control

T Sintinirat Panel. C8Admin is the web server for the interface, and it is
Lo el - - - - not restarted. It is left on to prevent rarmeta administrators
Iter? Services Log File Configuration fram lasing access, If the service needs to be restarted,
Configuration C8Admin can be started or stopped from the Services icon in
; Windous Control Panel, However, it is best to allow ACS to
adminiztration Level of detall handle the services bacause there are dependendies in the
ﬁ‘ Control C None arder in which the services are started,
@
ﬁ ‘ Externs] User Low [Back to Top]
E Databases Rl

Services Log File Configuration
ELLL| Welisten Generate New File

The options in this section contral the parameters far the

' © Every day Service log file and directary.
Frofiles

© Every week Level of detail

S | faporisend © Every month
Activity Y Click one of the following options to determine the level of
Snline & \When size is greater than [102a0 | KB detsil that appesrs in the log file;

Dacument ation

None. No log file is genarated.
Low. Only start and stop actions are logged.
Full. 2ll services actions are logged.

M Manage Directory
® Keep only the last [ao0 files

¢ Delete files older than |7 days

Generate New Fila

If you sslected Low or Full for Level of detail, dlick ane of the
follawing aptions to configure when the new lag fils is

generated.
a ... | =
Restart r Stop | Cancel | Note: To rake sure your syster is set to vour local time,
click Start: Settings: Control Panel: Regional Settings. =

Done:
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C0 thé tién hanh kiém tra lai trén thu muc C:/ trén server s& théy ¢o 2 file 1a cisco.cer

va cisco.pvk trong thu muc nay

CAu hinh hd trg co ché xac thuc theo FAST.

Vao System Configuration --> Global Authentication Setup (hinh 171).

¥ CiscoSecure ACS - Mozilla Firefox == x|
File Edit Yiew History Bookmarks Tools Help
ag a X & | ] ‘http:ﬁlz?ﬂ.&l:B?SZI - 'lGnng\e pal

Cisco SvsrTens System cOnﬁguration

Select

i Service Control
’—I D < Logaing
i Setvp Date Format Control
B | B I @= | ocal Password Management
E Network % ACS Internal Database Replication
| Configuration

@ ACS Backup
5| Sustem
!_%‘I Sonrizurstion | (G ACS Restore

@ ACS service Managernent
ﬂl e i ACS Certificate Setup
Contral .
= Global Authentication Setup
ﬁ External User
Databases
Post Back to Help
e |
Frofiles
Activity
=8 | Online

L | pocurnentation

&l

Hinh 171

Service Control

Loqging

Date Format Control

Local Password Management
ALS Internal i
RDBMS Synchronization

ACS Backup

ALS Restore

ACS Service Management

1P Pools Address Recovery
1P Pools Server

VoIP Accounting Configuration
ACS Certificate Setup’

Global ic ati

Service Control

Selectto cpen the page from which you can stop or restart
Gisco Secure AGS services.

Back to Top

Logging

Select to configure various Cisca Secure ACS reports and
customnize the type of information that is logged.

Back to Top

Date Format Control

Chon lién két cdu hinh PEAP, chon kiéu xéc thuc ding EAP-MSCHAP v2 (hinh 172).

il
Ei View History Bookmarks Tools Help
C; C X G | [hepinzzoo.issst ad [©F V3l

(8] Most visited P Getting Started 5. | Latest Headlines

Cisco SvsTems System Configuration

:

Global Authentication Setup

User
Setup
N | Group
B

Global Authentication Setup

This page specifies settings for various authentication
tocol

EAP Configuration

EAP
K Allow EAP-MSCHAPY,
™ Allow
I~ Allow Posture Validation

Cisco client initial message:

PEAP session timeout (minutes) 120

Enable Fast Reconnect: ~ -
e

EAP-FAST
EAP-FAST Configuration

Ry |Eharedprotiie
Components
S| Network
= ICm(iqura(ion
= | System
55 | Bertsquration
=3, | Interface
Configuration
[
Control

Ejé External User
= Databases

i INeMork Acces:
Profiles
@ Reportsand
Activity

3 | Online.
Documentation

EAP-TLS

™ Allow EAP-TLS

Select one or more of the following options:
M Certificate S&AN comparison
F Certificate CN comparison

7 Cortificata Rinar: commnaricon

< |

Submit | _Submit + Restart | cancel |

il

PEAP
P-EAST

. “TLs

® LEAP

.

® AP EAP Reguest Timeout

® MS-CHAP Confiquration
EAP Configuration
EAP is a flexible request-response protocol for arbitrary
authentication information (RFC 2284). EAP is layered on top
of another protocol such as UDP, 802.1x or RADIUS and
supports multiple "authentication” types.
PEAP
PEAP is the outer layer protocol for the secure tunnel.
Note: PEAP is 2 certificate-based authentication protocol. PEAP
authentication can occur only after you have completed the required
staps on the ACS Certificate Setup page

® Allow EAP-MSCHAPv2 — Use to enable EAP-MSCHAPY2 within MS
PEAP authentication. Enable this protocol for any repository that
suppartsMS-CHAPYZ, such as Microsoft AD, and the ACS Internal
Database.

® Allow EAP-GTC — Use to enable EAP-GTC within Cisco PEAP

authentication. Enable this protocol to support any database that
supports PAP, including LDAP, OTP Servers, and the ACS Internal
Database.

®_Allow Poasture —Fnahle this antian to use the PEAD |
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Céu hinh cac budc cudi cung trén PC.
Chép file cisco.cer qua PC rdi import vao PC (hinh 173).

Certificate ? X

General | Details | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: cisco

Issued by: cisco

valid from 7/30/2009 to 7/30/2010

Install Certificate. ..

Issuer Statement

e ]

Hinh 173

LabPro Wireless

Xem thong tin cia mang wireless c6 SSID 1a vlan2, chon Properties (hinh 174).

i” Wireless Network Connection

Network Tasks

2 Refresh network list

< Set up a wireless nety
for a home or small of

Related Tasks
1) Learn about wireless
networking
Change the order of
preferred networks
J» Change advanced
settings

-~ Wireless Network Connection Properties

General. Wireless Networks Advml

snge or to get more

Use Windows to configure my wireless network settings
Available networks:

validating identity sz

aalll

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

| View Wireless Networks |

Preferred networks:
Automatically connect to available networks in the order listed
] i -~ Move up
A VCW_PROLINK (Automatic) =
Move down

A Innotel-Branch-02 (Automatic)
A Hoitu_Z_0_2009 (Automatic) &

) el Eoed
Leam sbout setting up wireless network

w00l

Disconnect

Hinh 174
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Chon phén xac thuc Network Authentication a4 WPA, phan Data Encryption diing

TKIP (c6 thé ding WPA2 nhung phai ciu hinh WPA?2 trén Wireless Lan Controller) — hinh
175.

vlan2 properties

2]

 Association | Authentication | Connection|

Network name (SSID}): ].._., 2

Wireless network key

This network requires a key for the following:

g ﬁ
<{_ ]
LTKIP ]
=

e e

Network Authentication:

Data encryption:

The Laiiie
12 KeY i i

provided for me automatically

5 nputer-to-computer [ad hoc)] network; wireless
NEDE $

Lok ][ Concel |

Hinh 175

Chinh kiéu xéc thuc theo kiéu PEAP, chon properties (hinh 176).

C6 thé tién hanh yéu cau client xac thuc Radius server, néu chon tuy chon nay, phai
import certificate nhu da huéng dan & trén. Trong truong hop khong mudn client xac thuc

Radius Server, tirc 1a chi xac thuc 1 chiéu, Radius Server xac thuc client thi khong can chon

130



LabPro Wireless
tiy chon nay cling khoéng can import certificate. Chon phan xéc thuc phia bén Client dung 1a
secured password. Nhan OK (hinh 177).

Khung thoai yéu cdu nhap thong tin tai khoan xac thuc nguoi ding sé hién ra, nhap
thong tin tai khoan (hinh 178). Qua trinh xac thyc s€ dién ra sau do.
Néu tai khoan nhap chinh xac, qua trinh lién két va xac thyuc thanh coéng (hinh 179).

vlan2 properties E’@
| Association | Authentication | Connection |
i n to pr enticated networl e
E et
/| Enable IEEE 802.1x authentication for this network
EAP type; - Fiotected EAP [PEAP) \J\

Frotected EAP [PEAP)
Smart Card or other Certificate
OpETiEs—]

[[] Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

Hinh 176

131



Protected EAP Properties

‘When connecting:
|| alidate server certifivate
[JiConnect to these servers:!

Trusted Root Certification Authorities:

[[] Certiposte Serveur

[[] Certisign - Autoridade Certificadora - AC2
[C] Certisign - Autoridade Certificadora - AC4
[[] Certisign Autoridade Certificadora AC1S
[[] Certisign Autoridade Certificadora AC3S

[>

| l@
<

|~

e Jik | = 7

[]Do not prompt user to authorize new servers or trusted
certification authorities.
Select Authentication Method:
:_l?ecued password (EAP-MSCHAP v2) E [ Configure... ]
[CJEnable Fast Reconnect
([_ok  J[ cancel |
Hinh 177

Enter Credentials

Hinh 178

LabPro Wireless
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i" Wireless Network Connection 2 B(
Choose a wireless network
Click an kem in the list below to connect to a wireless network in range or to get more
information.
e
@y ven2 Comnected r
__;_\l\.._;‘ggmmm network (WPA) ‘._ll“l‘ ™
Related Tasks ((i)) abe
3 Learn about wireless i Security-enabled wireless network llﬂ
networking «o) NICULAI-LT_Network
¢ Change the order of i " ll[ﬂ]
preferred networks i Security-enabled wireless network
3+ Change advanced ((i)) -
i Securiky-enabled wireless network llﬂ
Disconnect

Hinh 179
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