LabPro Wireless
LAB 6: Xac thuc dotlx dung kiéu FAST
Mo ta
Bai lab nay mé ta cach xéac thuc dotlx ding co ché FAST, cac thiét bi ding trong bai

bao gdm ACS cuia Cisco, wireless client adapter ctia Cisco, WLAN Controller va
Lightweight Access Point.

So do

10.10.10.0/24

Fa0/0 .1

.254

Fa0/1 .1
192.168.100.0/24

SSID: vlan2

DHCP server:
192.168.2.254
subnet:

192.168.2.0/24

default gateway:
192.168.2.254

Hinh 100

82



LabPro Wireless
Thuc hién
Céu hinh co ban trén router:

C2811#sh run

Building configuration...

version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname c2811
!
boot-start-marker
boot-end-marker
!
security authentication failure rate 5 log
enable secret 5 $1$0gGGSmjteEFA5xlonr2X3kuDp50
!
aaa session-id common
|
!
ip cef
no ip dhcp use vrf connected
ip dhcp excluded-address 192.168.100.1
ip dhcp excluded-address 10.10.10.1 10.10.10.100
ip dhcp excluded-address 192.168.2.1
ip dhcp excluded-address 192.168.2.254
!
ip dhcp pool 192.168.100.0
network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
option 43 ip 192.168.99.24
!
ip dhcp pool 10
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
!
ip dhcp pool wvlan2
network 192.168.2.0 255.255.255.0
default-router 192.168.2.254
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|
multilink bundle-name authenticated
!
username admin password 0 admin
!
interface FastEthernet0/0
ip address 10.10.10.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 192.168.100.1 255.255.255.0
ip virtual-reassembly
duplex auto
speed auto
!
interface Serial0/0/0
no ip address
shutdown
clock rate 2000000
!
interface Serial0/0/1
no ip address
shutdown
clock rate 2000000
!
interface wlan-controllerl/0
no ip addresss
shutdown
|
!
control-plane
!
line con O
!
scheduler allocate 20000 1000
|

End

LabPro Wireless
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Trudce khi thyce hién bai lab ndy yéu cau cai dit thanh cong phin mém ACS trén server

lam vai trd may chu xéc thyc.

Bud6c 1: Cau hinh co ban router 2811 va WLC module.
CAu hinh dja chi IP trén interface W1/0 cua Router 2811.

c28ll#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
c2811 (config) #

c2811 (config) #interface wlan-controller 1/0

c2811 (config-if) #ip address 192.168.99.254 255.255.255.0
c2811 (config-if) #no shut

c2811 (config-if) #end

Truy cap vao WLC module tir Router 2811.

c28ll#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066 ... Open

CAu hinh WLC tir ché 6 SETUP MODE nhu hinh 101.

Sau khi khéi dong lai WLC,tiép tuc thuc hién cac buodc sau:

. Sau khi WLC khé1 dong xong, truy cap vao WLC tur Router 2811, nhap username cisco

va password cisco dé vao WLC.

. Pé quay tro lai router 2811, nhan t6 hgp phim ctrl+shift+6 tha ra va nhan tiép phim x.
. Kiém tra dam bao Router c6 thé ping thdy WLC module.

c281ll#ping 192.168.99.24
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.99.24, timeout i1is 2

seconds:

ms

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4

c28ll#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066 ... Open

Tir PC ping WLC kiém tra két nbi IP da thong.

Ghi chi: can dong bo thoi gian gitta WLC module va router 2811, trong truong hop

nay router 2811 s& duogc cau hinh tré thanh b dong bo thoi gian chinh (source clock).

C281l1l#conf t
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C2811 (config) #ntp master 2
Cisco Controller

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco ff:f6:a0]: NMWLC

Enter Administrative User Name (24 characters max): cisco

Enter Administrative Password (24 characters max): cisco

Management Interface IP Address: 192.168.99.24

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.99.254
Management Interface VLAN Identifier (0 = untagged): O
Management Interface Port Num [1]: 1

Management Interface DHCP Server IP Address: 192.168.99.24

AP Manager Interface IP Address: 192.168.99.25

AP-Manager is on Management subnet, using same values

AP Manager Interface DHCP Server (192.168.99.24): 192.168.99.24

Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: mgl

Network Name (SSID): wll5
Allow Static IP Addresses [YES] [no]: no

Configure a RADIUS Server now? [YES][no]l: no

Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries) [US]:

Enable 802.11b Network [YES][no]: YES
Enable 802.11la Network [YES][no]: YES
Enable 802.11g Network [YES][no]: YES
Enable Auto-RF [YES] [no]: no
Configuration saved!

Resetting system with new configuration...

Hinh 101

us
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Bwéc 2: Dung PC ciau hinh WLC bing https.
Truy cap vao WLC bang web, ding firefox hodc IE nhép vao https://192.168.99.24.

Chon Login, nhap username: cisco, password: cisco (username va password cdu hinh trong
budce 1) — hinh 102.

Connect to 192.168.99.24

Cisco SYSTEMS

Wireless

LAN Contr

Hinh 102

Céu hinh déng bo thoi gian cho WLC véi R2811 (hinh 103).

Controler General Apply
General B2 3% Flow Control Mode Dugabled
Iaventory
Interfsoes LWAPF Transport Mode Layer 3 » (Current Cperaling Hode is Laperd)
Intermal DHCP Server
Ethemat Multicast Maoda [ngabled »
Mohility Management
Mokility Groups
Mokl ;:'!':1'. o5 Aggressive Load Balancing Enabled
Ports
Paar to Peer Blocking Mode Disabled »
Master Contraller Made
ebvark Time Pratocol Ower The Air Provisioning of AP | Enabled =
QoS Profiles
AP Fallback Enabled
Fast 8510 change Digabled
Dafault Mability Domain Name  mgl
HF -Metwork Mamae mgl
Usar ldle Timaoul (seconds) 300
ARP Timeout {seconds) 00
Wab Radius Authenticalion PAF w
] Pt 1192 168, 9.4 facreer/basejrtaserver_lst.Honl B @ ttwre
Hinh 103
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LabPro Wireless

Chon New dé khai bao thoi gian méi cho server (hinh 104), can cu hinh dé router 2811
1 thiét b cap thoi gian clock chu dao. Str dung 1énh:

R2811 (config) #ntp master 2.

ii rm I

Controller NTP Servers _"'lﬂl'_l @

Ganaral TP Polling Intervsl seconds 88400
Inwentory
Interfaces Server Index Server Address

Intprnal DHCP Server

Mability Management
Mobility Groups
Hobiity Stababes

Parts

Master Controller Mode
Melvwork Time Protocol
Qo5 Profiles

& S W trteret

Hinh 104

Chon Apply (hinh 105).

Controer MNTP Servers > Edit < Badk I Apply I

Ganarsl Borvor Inds 1
Inventory
Interiaces Server Addross |192.168.99.754

Intermal DHCP Server

Mobilty Management
Mabilty Groups
Pabubity Statstics

Forts

Master Contraller Mode
Metwark Tine Protacal
os Profiles

& oern EE R

Hinh 105
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Khi LWAP bat Ién s€ duoc nhan dia chi IP tir Router 2811 cung véi option 43 chi sy
ton tai cia WLAN Controller, qué trinh dang ky s€ tu dong thuc hién.
Khi qua trinh dang ky thanh cong thi trén WLC s& c6 két qua nhu sau, cha y cot
Operational Status co trang thai REG (registered — da dang ky) — hinh 106.

A Cisco - Microsoft Internet Explorer

File Edit View Favorites Tools Help ,,.
Q- © HEAG Osewo frroms @ -2 @ i 3
Address !ahttps:f!l‘?z.163.99.24/screenslfvameset.html vIiEJGo Links >

Cisco Svsrems Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

e
Wireless All APs
Access Points Search by Ethernet MAC | Search ]
all &Ps
802.11a Radios
802.11b/g Radios o 4 |
2 perational

Bridging AP Name AP ID Ethernet MAC Admin Status Status Port
Rogues APOD1d.a27f.a562 3 00:1d:a2:7f:35:62 Enable REG 1 Detail

Rogue APs
Known Rogue APs
Rogue Clients
Adhoc Rogues

Clients

Global RF
802.11a Network
802.11b/g Network
802.11h

Country

Timers

Hinh 106.

Cau hinh céc théng s6 cho Wireless Client (hinh 107).
- Chon Controller > Interfaces > New.

Controler Interfaces New. |
General Interface Name VLAN Identifser 1P Address Interface Type
Inventoery 8o manager uneaped 192.168.99.28 Suanc £
Interfaces maragement untagped 192.168.99.24 State 1 4-33
Internal DHCP Server vireus NA 318 S 153
Mobility Management
Mobdty Groupe
tobidy Statatcs
Ports

Master Controlier Mode
Network Thme Protocol
QoS Profiles

Hinh 107
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Nhap tén Interface va VLAN (trong truong hop nay gia dinh wireless client dung vlan2 cé

dia chi mang 192.168.2.0/24) sau d6 click Apply.

LabPro Wireless

Ctra 56 sau s& xuat hién sau khi da nhap vao tén Interface va VLAN.

Nhap dia chi IP (dia chi nay dai dién mot giao tiép trén thiét bi WLC), Netmask, Gateway va

dia chi IP cia DHCP Server, click Apply (hinh 108).

Crate Searnms

Controller Interfaces > Edit _<meck | @l_l
—

General
Taventery General Information
Interfaces Interface Name vian2
Internal DHCP Server
Mobility Management ST AOaEE

Mobiity Groups

oty SRt tian VLAN 1dantifier E3
Ports 1P Address 192.368.2.1 e 8 O CUS AP 130 T VOl COC WirSea S Chert

| Master ¢ Made 29%.255.25%.0
© ey Gt Sho b 't wian-contrd tren router

Network Time Protocel Gatewsy 192.368.2.2%4

QeS Profiles

Physical Information
Port Number
OHCP Information

Primary DHCPF Server

it wien.controfer§ 10 2 (e fhes Cong trunk)
oetewwy

B rery cung s detet N CR0 wirekess chent

1

192.168.100.1 . 8 4 € DO (Riastor 205 pvs 1ok de OHCP)

Secondary DHCP Server 0.0.00
Access Control List
ACL Name none

Note: Changwo the Interface parameters causes the WLANS to be
tacnparanily dsabied and thus may result in loss of connectivity for

torme chients.

) toos

Kiém tra lai cau hinh.

Két qua thu duoc (hinh 109).

Hinh 108

O

Controer Interfaces _tew... |
General Interface Name VLAN Identifier 1P Address Interface Type
Inventory ap-manager untagged 1921689925  Stabe 33
management untagged 1921689924 Stane j313
Internal DHCP Server virtus! WA 1121 St 3
Mobllity Manogement [ Vianz 19236821 Oynamec ta2 Semove ]
Mobdey Groups
Moduey Statistes
Ports

Master Cantroller Mode
Network Time Protocol
QoS Profiles

Hinh 109
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- Chon tab WLANS trén thanh menu & géc trén ctra so, va click New...

- Nhap vao service set identifier (SSID). Trong vi du nay, ta nhap vao SSID tén la vlan2.
Click Apply.

- Chon vlan2 tir thanh thuc don Interface Name ¢ cudi ctra 6, va click Apply (hinh
110).

Trong trudng hop nay, SSID vlan2 dugc két hop véi Interface Name vian2.

WLANS WLANS > Edit < Back [ Apply |
WLANS WLAN 1D 2
WLANS
AP Groups VLAN WLAN $S10 vian2
General Policies Security Policles
Radio Poley Al v
Layer 2 Secunity WPA v
Adrein States Enabled )
’\‘ = [[) MAC Filtaring
Session Tenoout (secs) 1800
Qualty of Service (QoS)  Silver (best eMort) & Layer 3 Security None v
WMM Palicy Disabled [ wab pelicy *
7920 Phone Support [[) Chieer CAC Umit [[] AP CAC Len
Broadcast SSID [&) Enabled
* Web Policy cannot be used i combination with 1Psec

Allow AAA Overnde [J Enables and L2TP
Chent Exclusion [FEnabled ** |60 ** wWhan chent exclusion 15 enabled, & tmesct value of

Tinecen Value (secs) 2ero mesns indinty(will regure administrative overnde
DHCP Sarver D Overrsd to reset excluded chents)
DHCP Addr. Assigreneet [ Regured
#enrfoce Nome vien2 v

Radius Servers
Accousking
Ashentication Servers Serve
Server 1 VIP:IOJQJO.J, 9«}:18]2 ¥ |none ¥

&lown 8 © reermt

Hinh 110
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Trén router 2811, cAu hinh thém cdng phuc vu cho 16p mang 192.168.2.0/24 qua vlan2
dong thoi cau hinh DHCP server cho 16p mang nay.

Rl (config) # interface wlan-controllerl/0.2
Rl (config-subif)# encapsulation dotlQ 2
Rl (config-subif)# ip address 192.168.2.254 255.255.255.0

Cau hinh DHCP server trén router cap dia chi dong cho 16p mang 192.168.2.0/24

C2811l#conf t

C2811 (config) #ip dhcp pool vlan2

C2811 (config-dhcp) #network 192.168.2.0 255.255.255.0
C2811 (config-dhcp) #default-router 192.168.2.254

Buéc 3: Cau hinh cac tham sb xac thuc dotlx trén WLC.

Chon Security = New (hinh 111).

Ly I-vu

Security RADIUS Authentication Servers o __Asly | @'

T
‘tt’" o Call Station 1D Type | [P Address -
RADIUS Authenbcation
BADIUS Ac =~ Credentials Caching [

Local
MAC
Dvsadied
Usar Logn Polioes

Use AES Key wrap [

AP Pobe
e ;':':'" Management l‘::':' Server Address Port Admin Status

Access Control Lists ¥ o
Web Auth Certificate
Wireless Protection
Policles

Trusted AP Policies

C £x shcses

AP Aherticabon

Hinh 111
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Khai béo su ton tai ctia ACS server (dong vai trd may chu xac thuc Radius) — hinh 112

Cunes Svarems

General

RADIUS Authentication
RADIUS Accounting
Local Net Users

MAC Filtenng
Disabled Chents

User Login Policies

AP Policies

Access Control Lists
Web Auth Certificate

Wireless Protection

Policies
Trusted AP Policies
Rogue Policies
Standard Signatures
Custom Signaturas
Clhient Exclusion Pobicres
AP Authenticaton

RADIUS Authentication Servers > New

Pous Radus Server

Server Index (Priority) lﬂ\f.

Server IPAddress 10.10.10.3
Shared Secret Format ASCII ¥
Shared Secret eese. —
Confirm Shared PR

Secret

Key Wrap O

Port Number 1812 |
Server Status Ep_c_t_:!ed_ e
Support for RFC 3576 |Enabled %
Retransmit Timeout 3_ seconds
Network User ¥ enable

Hinh 112

Chon Apply (hinh 113).

Security

AAA
Genaral
RADIUS Authechicatisn
RADIUS Accounting
Local Net Users
MAC Fitering
Dvsabled Chents
User Logn Policies
AP Poboies

Access Control Lists
Web Auth Certificate

Wireless Protection

Policies
Trusted AP Policies
Rogue Pokoes
Standard Signatures
Custorn Signatures
Clhent Exchysion Policies
AP Authertication

RADIUS Authentication Servers
Call Station ID Type | [P Address v
Credentials Caching []

Use AES Key Wrap [

Network Sorver
User Management Tadas Server Address Port
7} 0 1 10.10,10.3 1812

Admin Status

Enabled £4¢ Remove Ping

Hinh 113

8 © rrwem
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Céu hinh xac thuc FAST.

Vao WLANSs dé chon kiéu xac thuc. Dung edit dé chinh stra thong tin cua SSID vlan2

(hinh 114).

CONTROLLER WIRE

WLANS WILANS
WLAN
10 WLAN S510
AN
i managemant
2 vian2

Chon 802.1X trong phan Layer 2 security (hinh 115).

WLAN (O3 5-16 will not be pushed to 1329,1200

Adman
Status

Enabies

Enabled

Hinh 114

Trong phan serverl chon 10.10.10.3 (hinh 116).

co - Windows Internet Explorer

ond 1240 AP madels

@ » [ nttps://192.168.99. 24fscrcens frameset.himl

1[5 Certtcatemor | | 47| % @ 500

Logout Refresh

Security Policses

=18 %]

2]

| Ble Edt Vew Fovorites Tools Hep | x & -

J < Favorites J 9% @ suggested Sites ~ # | Free Hotmail & | My Yahoo! # | WeblH1 & | WeblH2 & Yahoo! & | Yahoo! Bookmarks € | Yahoo! Mall £ | ieb Slice Gallery =

& cisco
Ciseo SysTems
MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURITY
WLANs WLANSs > Edit
WLANSs WLAN ID 2
WLANS
AP Groups VLAN WLAN SSID vlanz
General Policies
Radio Policy All -
Admin Status ¥ Enabled

Session Timeout (secs)
Quality of Service (QoS)
WMM Policy

7920 Phone Support
Broadcast SSID

Allow AAA Override

Client Exclusion

DHCP Server
DHCP Addr. Assignment

Interface Name

Radius Servers

1800
Silver (best effort) -
Disabled 'I

[T Client CAC Limit [T AP CAC Limit
¥l Enabled
Il Enabled

¥ Enabled *= [0

Timeout Value {secs)
™ override

I Required

vlan2 'I

Accounting

Authentication Servers
Servers

Hinh 115

S o o o o -1

| B - e sfery e Taok e @

Save Configuration  Ping  Logeut Refresh

MANAGEMENT COMMANDS  HELP

<« Back Apply I—

Security Policies

802.1X had

[T MAC Filtering

None -

[T web Policy *

Layer 2 Security

Layer 3 Security

* Web Policy cannot be used in combination with IPsec
and L2TP.

** When client exclusion is enabled, a timeout value of
zero means infinity(will require administrative averride
to reset excluded clients)

|
EFRIES TR
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» - Windows Internet Explorer =1
v [&] htws://192. 168.99.24/screens frameset.himl | " certificate Error \E ] z| J &g [2]-]

| Bl Edit Vew Favorites Tooks Hep | x @ -

J < Favorites J 55 @ Sugoested Sites ~ @ | Free Hotmail & | My Yahoo! & | WeblH1 @& WeblH2 & Yahoo! @& Yahoo! Bookmarks & | Yahoo! Mail & | Web Slice Gallery ~

@ cisco | B v B) - 0 # - Pager Safetyr Toose @- 7

Cisco Svsrems Save Configuration  Ping  Logout Refresh

NTROLLER ~ WIRELESS  SECURITY MANAGEMENT COMMANDS HELP

Admin Status ¥ Enabled [
WLANs [ MAC Filtering

Session Timeout (secs) 1800
WLANs Quality of Service (QoS) [Silver (best effort) | Layer 3 Security T

WLANSs
AP Groups VLAN WMM Policy Disabled ] ™ Web Palicy =
7920 Phone Support [T Client cAC Limit [T AP CAC Limit
Broadcast SSID ¥ Enabled
* Web Policy cannot be used in combination with IPsec
Allow AAA Override I Enabled and L2TP.
Client Exclusion ¥ Enabled *= |60 **= wWhen client exclusion is enabled, a timeout value of
Timeout Value (secs) zero means inﬁnity(_wwH require administrative override
e nyea—— [ e to reset excluded clients)

DHCP Addr. Assignment [ Required

Interface Name wvlan2 'I

Radius Servers

Authentication Servers Accounting
Servers
Server 1 Inane -
Server 2 [none = [none =]
Server 3 [none =] [none =]

802.1X Parameters

802.11 Data Encryption Type Key Size

& wep  [10abits =]
== i Y e [

sl

Hinh 116

Nhan Apply, néu ¢ cau hién thi thong bao cac client dang két ndi s bi dut két ndi chon
OK.

Quan sét két qua (hinh 117).

< indows Internet Explorer &) x]
m = |&] htips://192.168.99. 24/sreens frameset.himl =18 catfateEror |42/ % | foEna =28

| Ele Edt vew Favorites Took Hep | ¥ @ -

J ¢ Favorites. J 9es @ sugoest=dSites » @ FreeHotmal &) My Yahoo! @) WeblH1 & | WeblH2 & Yahoo! & Yahoo! Bookmarks & Yahoo! Mal & V/eb Slice Gallery =
& ciseo | i - B - - page safety+ Todk e @~

»

L3¢ Svsteus Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANSs WLANs New...

WLANs i
WLAN Admin = _—
WLANS 1 WLAN SSID Status Security Policies
AP Groups VLAN Mobilit
1 management Enabled 802.1X Edit Remove MoDItY
Anchors
2 vlan2 Enabled 802.1X Edit Remave MBI
Anchors

* WLAN IDs 9-16 will not be pushed to 1130,1200 and 1240 AP models.

Hinh 117
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Céu hinh trén ACS hd tro xac thuc bing FAST.

Truy nhap vao dudng lién két cdu hinh ACS (hinh 118).

oSecure ACS - Mozilla Firefox & x|
Fle Edit View History Bookmarks Tooks Help

E' € X |ﬁ ‘http:ﬂﬂZ?‘U‘U.l:lU‘?gJ‘ 7 - I_"GUUQ\E P

Al

Cisco Svsrems .
Cisco Secure ACSv4.0

[X] tosore Select "Log Off" to end the administration session.
Group

EE Setup
gy |Sharedbraric
Components

ork
‘F: |Eunﬁgurahun

CiscoSecure ACS v4.0 offers support for multiple A24 Clients and advanced TACACS+
and RADIUS features. It also supports several methods of authorization,
st authentication, and accounting (Aaa) including several one-time-password cards. For
mare information on CiscoSecure products and upgrades, please visit
http:/fwww. cisco. com.

Administration
Control

ﬁ External User | CiscoSecure ACS
E- [Piizlbasizs Release 4.0(1) Build 27
Pasture Copyright ©2005 Cisco Systems, Inc,
Validation Copyright ©1991-1992 RSA Data Security, Inc. MDS Message-Digest aAlgarithm. All rights reserved.
ehwark hecesg Copyright ©1989, 1992 The Regents of the University of California. All rights reserved
% rofile s Copyright ©1926 University of Toronto, all rights reserved.
et o | COPyright ©1985-2000 Microsoft Visusl C++ Version 6.0. All rights reserved.
@l ,\GZV.(U Copyright ©1997-2000 InstallShield Software Corporation. all rights reserved.
= all other trademarks, service marks, registered trademarks, or registered service marks mentioned in this document are the property
of their respective owners, Warning: This computer program is protected by copyright law and international treaties, Unauthorized
reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal penalties, and will be
prosecuted to the maximum extent possible under the law.,

Hinh 118
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Tao thém tai khoan nguoi dung méi (hinh 119).

la Firefox
Bookmarks

ICiscoSecure ALS - Mo:

Edit Tools  Help

File

View  Hiskory

=181x]

@ e

A, I F] |http‘fﬂ127.ﬂ.ﬂ.1:lﬂ4gf

ra

Cisco Svsrems

User Setup

- T S -

xI

User

= fam| Sustem

= Configuration | | 00000000 = = = ¥ 22 - - 2 22 =
Interface

‘ Configuration

Setup . r Setup and External User Databases
U . - a Specific User in the ACS Internal Database

Broup Ser . ng a User to the ACS Internal Database

Setup : : ® listing Usernames that Begin with a Particular Character

Find | _aAdd/Edit . ng All Usernames in the ACS Internal Database
oy | Sraredpreric . ing a ame in the ACS Internal User
Components ® Remove Dynamic Users
List users begmmng with letter/number User Setu§ denlatt:\es yau totc:ngglsr: individual user infarmation, sdd

AECDEFGEIJEL N users, and delate users in the database.
HNOPQRSTUVHEZTYE User Setup and External User Databases

List all users
Remowve Dynamic Users

Administration
Control

External User

Befare ACS can authenticate uzers with an external user database:

® “ou must have the database up and running on the external server.
For example, if you are using token card authentication, your token
server must be running and properly configured,

“ou must have configured the applicable parameters in the External
User Databases section. b

33|

Ditsbases

Fosture
Y alidation

? Back te Help |

Hetwark fccesd]
Frofiles

Reports and
Activity

online
Docurnentation

Note: User Setup configuration owerides Group Setup configuration,

If you rely on the Unknown User Palicy in the External User
Databases section to create entries in the ACS internal database for
users defined in an external user database, usemames cannot be
located or listed here until the user has successfully authenticated
once.

External user database modification must be done fram within the
external user database itself. For added security, suthorization, and
accounting purposes, User Setup keeps track of users whe
authenticats with an external user databasze, Usar Setup lets you
configure individual user information, add users, and delete users in
the ACS internal database.

Note: User Setup does not add or delate usernames in an extarnal
user database.

Back to Top

Finding a Specific User in the ACS Internal Database
To find a user slready in the ACS internal database, typs the first fau
latters of the username in the User field, add an asterisk (*) as a

wildcard, and click Find. From the list of usernames displayed, click

b neevemrem el brmc et fror. e et . rferr v S e

[ hittp:if127.0.0.1:1049/setup. exetaction=make_r_fsBoption=usersénav_seq=3

Nhéap Username: cisco (hinh 120).

Elle

Edit view History Bookmarks Tools  Help

Hinh 119

=181 x|

fat I 0 |http‘ﬁ127‘D.D.1‘1D494’

5

=] Gooale

User Setup

- T O -

3]

?‘ Broup

3{T | setup

Gy | Sharsdrofie
Components

| Network

o | Configuration

= Sustem

S| Configuration
Interface

‘ Configuration
Administration
Control
External Uiser

User: |cisco
Find Add/Edit

List all users
Remove Dynamic Users

User Setup and Extermnal User Databases

ng a Specific User in the ACS Internal Database

ing a User to the ACS Internal Database

ing Usernames that Begin with a Particular Character
ing All Usernames in the ACS Internal Database
i in the ACS Internal User
Users

Remove

User Setup enables you to configure individual user information, add
users, and delete users in the database,

User Setup and Extemal User Databases
Befare ACS can authenticate users with an external user database:

® You must have the database up and running on the extemal server.
For example, if you are using token card authentication, your token
zerver must be running and praperly configurad,

You rust have configured the applicable parameters in the Extarnal
User Databases section. b

ﬁ | Ditsbizes
Fuosture
Yalidation
Network Access)
Profiles

Reports and
Activity

Online
Documentation

? Back to Help

Note: User Setup configuration overides Group Setup configuration,

If you rely on the Unknown User Policy in the External User
Databases section to create entries in the ACS internal database far
users defined in an external user database, usernames cannot be
located or listed here until the user has successfully authenticated
ones,

External user database modification must be done from within the
external user database itself. For added security, authorization, and
accounting purposes, User Setup keeps track of users who
authenticate with an external user database. User Setup lets you
configure individusl user information, add users, and delets users in
the ACS internal database,

Note: User Setup does not add or delete usernames in an external
user database.

Back to Top!

Finding a Specific User in the ACS Internal Database

To find 5 user slready in the ACS internal database, type the first feu
letters of the username in the User field, add an asterisk (*) as a

wildeard, and click Find. From the list of usernames displayed, dick

e e fove v

BIo nresr el brme Feefimeee e, o el

Done
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Nhép Password: ciscol123 = chon submit (hinh 121).

Eile

,coSecure ACS - Mozilla Firefox & x|
Edit  Wiew History Bookmarks Tools Help
Eg G X w0 [hepizzoo o 7 - soogle P

Cisco SysTens

User Setup
[ [ Account Disabled ‘

User

Eﬁ Sefup

Supplementary User Info

Group
Setup

gy |Sharedprofie
Components

Real Name

—
—

Description

Network
Configuration
= System
5 | Canfiguration
Interface
‘ Configuration
Administration
Control
35|
Gaad]| Fosture
Validstion
stwark fcce o]
ofiles
| Reportsand
Aotivity

)

External User
Datahases

Onling
Documentation

&

| User Setup

Password Authentication:
|ACS Internal Datahase j

CiscoSecure PAP (Also used for
CHAP/MS-CHAP/ARAP, if the Separate
field is not checked.)

Password [e

Confirm F
Password
I Separate (CHAP/MS-CHAP/ARAP)
Password [e
Confirm
Password
When a taken server is used for
authentication, supplying a separate
CHAP password for a token card user

allows CHAP authentication. This is
Submit Cancel

Bl

Account Disabled

Deleting a Username
Supplementary User Info
Password Authentication

Eroup to which the user is assigned
Callback

tlient 1P Address Assignment
Advanced Settings

Network Access Restrictions

Max Sessions

Usage Quotas
Account Disable
Downloadable ACls
Advanced Ta

TACACS+ Enal

TACACS+ Enal

TACACS+ Oud

TACACS+ Shell Command Authorization

[ d ization for Network Device

Applications
TACACS+ Unknown Services

ETF RADIUS A te

RADIUS ¥endor-Specific Attributes

Account Disabled Status

Select the Account Disabled check box to disable this account;
clear the check bax to enable the accaunt,

[Back to Top]

Deleting a Username

The Delete button appears only when you are editing an
existing user account, not when you are adding 2 new user
account. To delete the current user account fram the

dstsbase, click Delete. When asked to confirm your action,
click OK.

Back to Top

Supplementary User Info

Done

Hinh 121

Khai bao syr ton tai cia WLC trén ACS (hinh 122).

5]

Eile

coSecure ACS - Mozilla Firefox 1= x|
Edit Wiew History Bookmarks Tools  Help
E.E e X o | ] |http:fﬂlZ7.D.D‘l:lﬂ49f Google £

Cisco Svsrems

E:
5 | e

Network Configuration

@, |‘5har’edprnﬁ\e
C: 1
= |Nalwm’k
¥ s | Configuration
= | Syt
=70 | Configuration
Interface
Configuration

Administration
Contro

II

Escternal User
Databases

faaaa| Fosture

5555 yalidation
Hetwork Access|
Profiles

Repertsand
Activity

=it

Online
Documentation

B¢

AdL Client e
Hostname

192.165.95.24
AL Client
IP Address
Key cisco

Authenticate FRADIUS (Cisco Aironet)

Using
- Single Connect TACACS+ AsA Client (Record
stop in accounting on failure),

- Log Update/Watchdog Packets from this Ass
Client

Log RADIUS Tunneling Packets from this Aad
Client

- Replace RADIUS Port info with Username from
this aad Client

Submit | Submit + Apply | Cancel |

4 I_l_I

AAA Client Hostname
AAA Client 1P Address
Key
Netvrork Device Group
Authenticate Using
Single Connect TACACS+ AAA Client
late /Watchdog Packets from this AAA Client
Log RADIUS Tunneling Packets from this AAA Client
Replace RADIUS Portinfo with Username from this AAA Client

AAA Client Hostname

The &#a Client Hostname is the name assigned to the AA4
client,

[Back to Top]
AAA Client IP Address

The a#a Client IP Address is the IP address assigned to the
Asa dient,

If you want ko designate maore than one A4 dient with a
single AAA client entry in ACS, you can specify the TP address
for each AA# client to be represented by this A&A dient entry,
To separate each 1P address, press Enter,

“fou can use the wildcard asterisk (*) for an octet in the IP
address. For example, if you want every AAA dient in your
192.168.13.1 Class C netuork to be represented by a single
#as dient entry, enter 192.168.13.% in the AsA Client 1P
Address box.

You can define ranges within an ocket of an IP address, For
exarnple, if you want every AAA client with an IP adress
between 192.168.13.12 and 192,168.13.221 to he
represented by a single A#A dient entry, enter
192.168,13.12-221 in the AAA Client 1P Address bax.

[Back to Top]

Done
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Chon Submit + Apply va xem két qua (hinh 123).

iscoSecure AL o fox

Ele Edit View History Bookmarks Tools  Help

==l x|

ag e X w |\j‘http:#lzru.u&:lmgj

Cisco SrsTems Network Configuration

-

E‘ Uszer
| g,

® Netword Device Groups
* Adding a Network Device Group
Group i # Editing a Network Devica Group
Bilse | [fea AAA Clients 2] S e e
n - - - s, hing for Network Devi
agy |Sareanatie AAA Client | AAA Client IP | Authenticate 0 AT e
Cermponents Hostname Address Using :
Netyork | RADIUS (Cisco .
a‘ Configuration router 10 10 101 Airegpéce) -
5 -
s WG 192.168.99.24 | RADIUS (Clsco * Deleting a AAA Server
e AR o Alronet) * Proxy Distribution Table
® Sorting Proxy Distribution Table Entries
Mmm,smhm #* Editing a Proxy Distribution Table Entry
% Cantr add Entry Search #® Daleting a Proxy Distribution Table Entry
0 ]
B
E Datab.
e Mfioe Tibic mose dhomes depondling peur i
o Posture configuration. If you are using Network Device Groups (NDGs),
‘ Validation | %Q AAA Servers after you click Metwork Configuration in the nawigation bar.
only the Network Device Groups table and Proxy Distribution
ﬂ Hetwork #cces: AAA Server AAA Server IP AAA Server Table information appesr. If you are not using NDGs, the ARA
Frofiles Clients table and the AAA Servers table appear in place of the
Name Address Type Netuork Device Braups tabla
Reportsand n
% \ Activity 0109 127.0.0.1 CiscoSecure e Grelen s
@!a Online ACS
e Documentation

Add Entry Search s

| Proxy Distribution Table

[Character String [AAA Servers [Strip [Account

| Default |c0109 |N0 ‘ Local =

netuork deuice groups are collactions of AAa disnts and Ass
servers, You can assign AAA dients and ARA servers to the
netwark device groups you create. AAs dients and AAA servers
naot assigned to a particular NDG are, by default, assigned to
the Mot Aszigned NDG.

To uiew the Asa Clisnt and A% Ssruers tables for 2 particular
NDG, click the narme of the NDG.

[Back to Top]

Adding a Network Device Group

Done

Hinh 123

Khai bao kiéu xac thwc FAST trén ACS.

Pé xac thuc kiéu FAST, ACS server phai c6 chung thuc dién tir, thuc hién thao tac tu

tao ching thuc dién tir trén server ACS.

Vao System configuration -> ACS Certificate Setup (hinh 124).

¥) CiscoSecure ACS - Mozilla fox =& x|
File Edit View History Bookmarks Tools Help
6 C X o |1 [hepunzzooaess >

|2 Most visited P Getting Started - | Latest Headiines

Cisco Systems System Configuration

e
i&m@m

ﬁ Teme Logging
Setup Date Format Control

% WMW:HQ
= p
—::::“"” @ ACS Backup
@wﬂnwéé Q} ACS Restore
‘l gﬂ"'imﬁen @ J:_S_S_e_c_e_a_a_qe_e_tM .

B%l Administration| Sl
ik iy QQQQI Ag;hgntlgg ion Setup
3G | Bu

Posture Q@ sk toHep
2554)] Validation
Network ficces
Profiles
Reports and
Activity

@ Online
Doournentation

Hinh 124

Service Control

Loaging

Date Format Control

Local Password Management

ACS Internal Database Replication

RDI
ACS Backup
3 Restore

B

ACS Service Management
1P Pools Address Recovery
{!

1P Pools Server
VolIP Accounting Configuration

Global

Service Control

Select to open the page from which you can stop or restart
Cisco Secure ACS services.

[Back to Top]
Logging

Select to configure various Cisco Secure ACS reports and
customnize the type of information that is logged.

[Back to Topl
Date Format Control

Select to configure the date format, e
day/month/year, for CSV files and Se
1.

er month/day/year or
Logs and in
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Chon Generate Self-Signed Certificate (hinh 125).

5) refox _(&]x]

Fle Edt view History Bookmarks Tools Help

w C X & [ [hepunzzoo.

|8 Most Visited # Getting Started 5. | Latest Headlines

coSecure ACS - Mozilla

g [eF

Google 5

118681

Cisco Svstems System Configuration

. °=

ACS Certificate Setup
1
ElInstall ACS Certificate enerate Self-Sianed Certificate
et ACS Certification Authority Setup

a Network | : =
Configuration | | 4 Edit Cert

nstall ACS Certificate

CS Certification Authority Setup
Certificate Trust List
ertificate ion Lists

ate Trust List Install ACS Certificate

E'%[ggmn‘v‘mm | ] Certificate Re\(gcatwnersvts Select to install 3 certificate from Windows certificate storage
L Generate Certificate Signing Request or from s file.
] Eeiteet o | €TEIGETETate Seli-Signed Certificate ——= [Back to Top]

TR Cancel
%I B s ACS Certification Authority Setup

Select to add a third-party CA certificate into the ACS CA

certificates list,

3& External User
= Databases
- ? Back to Help
Posture [Back to Top]
Walidation
72| Network Access)
Profiles

Edit Certificate Trust List

You can specify which third-party certificate authorities (CAs)
ACS should trust when authenticating users with

t: d
R certificate-based protocol. If a user's certificate is from a CA
| that you have not specifically configured ACS to trust,
= authentication fails.
21| San i

[Back to Topl

Certificate Revocation Lists

You can configure ACS to retrieve certificate revocation lists
(CRLs) from CAs that are enabled on the Certificate Trust
List,

[Rack tn Tanl |

[ http:ff127.0.0.1: i ke_rb ption=certific: i &_paintREFrameset

distart| | (& & 2 BE:\WINDOWS\syste.‘.l 3G\ | @Jdo:ument.doc-Micr...I @ ciscosecure ACS ... 1 4.9PG - Paint l LT ) ezsam

Hinh 125

Nhip cac théng tin can thiét theo, sau d6 chon submit (hinh 126).

la Firefox =2 x|

file Edt View Hgtory Bookmarks Iools  Help

ﬁg € X G [ [hepiizrooarsz
Cisco Svstems e
System Configuration
: . J
E: Generate Self-Signed Certificate
E Broup I
Setup
Generate new self-signed certificate Koy langth
& ié — - igest to sign with
= Install generated certificate
Certificate subject cn=cisco Install generated certificate
onfiguration . . -
= Certificate file c:\cisco.cer
| Sustem - . - Use this page to generate a self-signed certificate. You have
Private key file c:hcisco pvk the option of having ACS autematically install the certificate
1 Interf. T
Private key password
Administration Retype private key
% Control password you specify. You can copy these files to other ACS: for use as
seruer cartificatas and to end-user clients for uze a=

ﬁ External User Key length 2048 bits = certification autharity certificates so that the end-user client

Databases. will trust ACS, If you secure remote access to the web
A A H = interface using HTTPS, you can also import the certificate into
Digest to sign with sHa1 T e o G ERpRs Qo oo b (rarisers (o aess
Walidation e to ACS,
Install generated certificate ¥ °
Certificate subject
? Eack to Help

Reports and Type the subject for the certificate, prefixed with "on=", We
% ‘ Aotivity recommend using the AGS server name. For example,
"cn=ACS11",

CiscoSecure ACS

0;

Certificate subject
Certificate file

Private key file

Private key password
Retype private key password

when you submit the certificate generation request, When you
do so, the certificate is added to local machine storage, Each
time you generate a self-signed certificate, the cartificate and
private key files are written to the file systern in the locations

Online

Documnentation [Back to Top]

Certificate file

Type the full path and file name for the cartificats file that
you want to generate. For example, "cihacs_server_cert
\acs_server_cert.cer". When you submit this page, ACS
creates the certificate file using the location and file name

vou specify.
[eack to Top]

Submit Cancel s A El
Piedesmde Demes Siln hd

Hinh 126
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LabPro Wireless

¥)CiscoSecure ACS - Mozilla Firefox =181 x|

Fle Edt Yew Higtory Bookmarks Tooks  Help

G- ¢ X o [O]weinzoosss

P

Cisco Svstems System Configuration

e F

B | Soee
gy |Sharedproti E Install ACS Certificate
—re | @ ACS Certification suthority Setup

Ees Sﬁ?ﬁ?;:‘ﬁa.ml B Edit Certificate Trust List
S| umten Certificate Revocation Lists

Generate Certificate Signing Reguest
] ftertace | & Generate Self-Signed Certificate

%l Control i
ﬁ Esctarnal User
E Databases
Posture
Yalidation
Network Access
Frofiles
|G
Activity

ACS Certificate Setup

The current configuration has been
changed. Restart ACS in "System
Configuration:Service Control” to
adopt the new settings for EAP-TLS
or PEAP support only.

]

® Install ACS Certificate

Certificate Revocation Lists
Generate Certificate Signing Reguest
Generate Self-Sianed Certificate

Install ACS Certificate

Select to install a certificate fram Windows cerificate storage
or from a file.

[Back to Top]

ACS Certification Authority Setup

Select to add a third-party CA certificate into the ACS CA
certificates list,

[Back to Top]

Edit Certificate Trust List

“ou can specify which third-party certificate authorities (Cas)
ACS should trust when suthenticsting usars with

Cancel
? Back to Help |

online
Dacurmentstion

certific: b d protocol. If a user's certificate is fram a CA
that you have not specfically configured ACS to trust,
suthentication fails,

Back to Top
Certificate Revocation Lists

“fou can configure ACS to retrieve certificate revocation lists
(CRLs) from CAs that are enabled on the Certificate Trust
List,

[Back to Top]

Generate Certificate Signing Request _|

Done

Hinh 127

Vao system configuration --> Service Control (hinh 128).

¥ ciscoSecure ACS - Mozilla Firefox - 131 x|

File Edt View Hitory Bookmarks Tools Help

Eg € X 4 [0 [repnzzoosarsey

97 - Google

beaduiie  System Configuration

Select

@ Service Control
,_@TI & Logaing
E= Date Format Control
Sy | Pharen et I &= Local Password Management
SR Network % ACS Internal Database Replication
i | Configuration
= @ ACS Backup
i Sustemn
%" Dnnfiqurahunl % ACS Restore
[a/ ACS Service Management
%| e i ACS Certificate Setup
Sonirol Global Authentication Setup
ﬁ | External User
Databazes
Walidation
T
Profiles
Reportsand
@l Activity

anline
Documentstion

Logging

Date Format Control

Local Password Management
ACS Internal Database Replication
RDBMS Synchronization

ACS Backup

ACS Restore

ACS Service Management

1P Pools Address Recovery
1P Pools Server

MoIP Accounting Configuration
ACS Certificate Setup

Global icati

Service Control

Select to open the page fram which you can stop or restart
Cisco Sacure ACS services,

[Back to Top]

Logging

Select to configure various Cisco Secure ACS raporks and
customnize the type of information that is logged.

Back to Top
Date Format Control
Select to configure the date format, sither manth/day/year or

day/month/year, far C5V files and Service Logs and in the
GUI.

[Back to Top]

Local Password Management

Select to configurs password validstion parameters, password
change features, and the User Passward Changes lea, |

Done:

Hinh 128
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Chon Restart, dich vu ACS s€ dugc khai tao lai (hinh 129).

scoSecure ACS - Mozilla Firefox =] x|
Fle Edt View Hstory Bookmarks Took Help
EE_: [ | A |http:rf127. 3752) 7 - r P

Cisco Srsrems System Conﬁguration

T CiscoSecure ACS on c0109
# | setup

oy Sl
Components

Metwork

Is Currently Running

-

¥ = | Configuration
) Systemn
=103 | Configurstion

Interface
8| Configuration

Services Log File Configuration

Level of detail

Adriniztrat
€ Nore
ﬁ Escternal User & Low
Z Databases © Full

“alidation
Hetwvork Accesd
Profiles
| Reportsand
Activity

% | Online
Gocumentation

Generate MNew File
© Every day
© Every week
« Every month

e
T
P

ﬁ

¥ Manage Directory

& When size is greater than |10240 | KB

& Keep only the last |zo files
o Delete files older than |7 days

@ o
Restart r Stop | Cancel |

® Starting and Stopping the ACS Services
® Services Log File Configuration

Starting and Stopping the ACS Services

To restart or stop the ACS services, click as appropriate the
Restart or Stop button, located st the bottom of the page.
This achieves the same result as starting and stopping all the
services (excduding GSAdmin) fram within Windows Control
Panel. GSAdmin is the web server for the interface, and it is
not restarted. It is |eft on ta prevent remote adrainistrators
frarn losing access. If the servics nesds to be restarted,
CSAdmin can be started or stopped from the Services icon in
windows Contral Panel. However, it is best to allow ACS to
handle the services because there are dependencies in the
order in which the services are started,

[Back to Top]

Services Log File Configuration

The aptians in this section contral the parameters for the
Seruice lag file and diractory.

Level of detail

click an= of the following options te determine the level of
detail that appears in the log fila:

None. Mo log file is generated.
Lows. Only start and stop actions are logged.
Full. All services actions are logged.

Generate New File

If you selected Low or Full for Level of detail, dick one of the
following options to configure whan the new log fils is
generated.

Note: To rnake sure your systern is set to your lecal time,
click Start: Settings: Control Panel: Regional Settings.

Done

Hinh 129

C6 thé tién hanh kiém tra lai trén thu muc C:/ trén server s& théy ¢0 2 file 1a cisco.cer va

cisco.pvk trong thu muc nay.

Céu hinh hd trg co ché xac thuc theo FAST.

Vao System Configuration --> Global Authentication Setup (hinh 130).

¥ ciscosecure ACS - Mozilla Firefox

File Edt Wiew History Bookmarks Tooks  Help

EE € 2 o [ [heinero0 sy

Google

-

Cisco Svsrems System Configuration

8% Service Control
Grour <& Loqaing
E@ e |

Date Format Control

By | Sharediratie I &= Local Password Management

Hetwork

% ACS Internal Database Replication
L @ 5CS Backup

% ACS Restore

@/ ACS Service Managerment
ACS Certificate Setup
Global suthentication Setup

Back to Help

Configuration
System
= Configuration
Interfacs
[ Contrgueation
ﬂ‘ Control
ﬁ External User
E Databases
Fosture
Walidation
- 3
iles
ne

Hetwrark Acces
Profil
Repertsand
Activity

anli
B | posumentation

Hinh 130

Logging
Date Format Control
Local Password Management
ACS Internal b i
RDBMS Synchronization
ACS Backup
ACS Restore
ACS Service Management
1P Pools Address Recovery
Pools Server
P_Accounting Configuration
Certificate Setup
al Auth icati:

<
E[EE

=
o

2|
e

Service Control

Select to open the page fram which you can stop or restart
Cisco Secure ACS services,

[Back to Top]

Logging

Selact to configure various Cisco Secure ACS reports and
custormize the type of information that is lagged.

[Back to Top]

Date Format Control

Selact to configure the date format, either manth/day/year or
day/month/y=ar, for GV files and Sarvice Legs and in the
GUIL
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Chon EAP — FAST Configuration (hinh 131).

¥ CiscoSecure ACS - Mozilla Firefox _=] x|
Ele Edt  Vew History Bookmarks Toels  Help
Gg € X w [0 [heeinzzoo.10e 17 - [|[Gl-]se0de Ja)

Cisco SvsTems

System Configuration

MU L o e Y2
T allow EAP-GTC

I~ Allow Posture Validation
Cisco client initial message:

B | 25t PEAF session timeout {minutes): 120

d, [Sharedpradie Enable Fast Reconnect: o
Companents

28| o aion | |[EAP-FAST

S| System
= Canfiguration

EAP-FAST Configuration

Interface
[ f#®| Configuration

Administration,

Cantrol
External User
Databases

%ji

Yalidation

Network Access|
Frofiles

|

Reportsand
Aotivity

£l | Online
B | Betimeentation

B©

EAP-TLS
T Allow EAP-TLS
Select one ar more of the fallowing options:
M Certificate SAN comparison
M Certificate CN comparison
F Certificate Binary comparison
EAP-TLS session timeout {minutes): [120

LEAP
M Allow LEAP (For Alronet only)

EAP-MDS5
7 Allow EAP-MDS

:in CAF mm m b bbb L mmmmim = [on) \z2
1 3

Submit | _Submit + Restart | Cancel |

Global Authentication Setup

This page specifies settings for varicus authentication
protocals

EAP Configuration
EAD

.
® pi
.
.

AP EAD Request Timeout
MS-CHAP Confiquration

EAR Configuration

EAP is a flexible request-response protecol for arbitrary
authantication infarmation (RFC 2284). EAP I3 layerad on top
of anether protocel such as UDP, $02.1x or RADIUS and
supparts multipla "authentication” types.

PEAP

PEAP is the auter layer protacal for the secure tunnel,
Nobe: FEAF is a certificate-based auvthentication protocol. PEAF
suthentication can occur only after pou have complated the required
steps on the ACE Cerbificate Setup page.

Allow EAP-MSCHAPw2 — Use to enable EAP-MSCHAPY2 within MS
PEAP authentication. Enable this protocel for any repository that

suppartsMS-CHAPY2, such as Micrasoft AD, and the ACS Internal
Database,

® Allow EAP-GTC — Use to enable EAP-GTC within Cisco PEAP
suthentication. Enable this protocal ta suppart any dstabasa that
supperts PAP, incduding LDAP, OTP Servers, and the ACS Internal
Database.

® Allow Posture Validation —Ensble this option to use the PEAR
(EAP-TLW) protocol for posture validation of Netwark Admission
Cantrol (HAC) dients =l

Done

Hinh 131

Chon bat tinh nang EAP — FAST, qéu hinh céc tham sb con lai, hd tro cac gia tri béq mat
dinh danh duoc cung cap tir may bat ky va cho phép xac thuc bén trong dung co ché EAP
— MSCHAPV2. Chon Submit + Restart (hinh 132).

¥ CiscoSecure ACS - Mozilla Firefox _|=] x|
Flle Edit View Hstory Bookmarks Tools  Help
GE C X i | [ |http‘h’127 0.0.1:3752] 5 - I"GEDQ\E y=

Cisco Systems

e
B | oo

gy |Sharedprofie
Components

S| Network
1 e | Configuration

i System
=75 | Configuration

i

e Interface
L4 Configuration

Administration
Cantrol

External Liser
Databises

&[Es

mon| Posture
moal| y5)idation

Network Access)
|

System Configuration

EAP-FAST Settings

EAP-FAST
7 &llow EAP-FAST
Active master key TTL

1 months =

]

=

Authentication configuration errors

B | manths =]

Retired master key TTL

Number Error

Tunnel PAC TTL [t | [weeks =]
Client initial message: 1
authority ID Info: client
F &llow anonyrmous in-band PAC provisioning
™ allow authenticated in-band PAC provisioning
[T &ccept client on authenticated provisioning
M Require client certificate for provisioning
T Allow Machine Authentication
Machine PAC TTL [T | [weeks =
T Allow Stateless session resume

Pl Authorlzation PAC TTL [ [rows =
&R allowed inner methods
B | Besmmentation FEAP-GTC .
W EAP-MSCHAPYZ
CEAP-TLS
Select one or more of the following EAP-TLS
comparison methods:
I O Certificate SAN comparison I _'L|
4 »
Submit | Submit + Rastart | cancel |
Done

To enable "Anonymous PAC
1 provisioning' option, "EAP-MSCHAP2"
and "EAP-GTC" must be turned on.

Hinh 132
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Cau hinh Wireless client hd tro kiéu xac thuc FAST.

Do WINXP khong hd tro co ché xac thuc ndy nén van ding chuong trinh Cisco

Aironet Desktop Utility (yéu cau card gin trong 1a cua hiang Cisco).

Trudc tién chép file cisco.cer trén may cha ACS va chay file nay trén PC nham import

certificate nay vao trong PC.

Khéi tao chuong trinh Cisco Aironet Desktop Utility (hinh 133).

IE Cisco Aironet Desktop Utility - Current Profile: Default
Ackion  Options  Help

Current Status | Profile Management Diagnostics|

Chon Scan dé tim thong tin ctia ving wireless ¢ SSID vlan 2 (hinh 134).

Available Infrastructure and Ad Hoc Hetworks

0 | -_
Uzer -
vlan3--abe [ Modify...

Remowve
Achivate
Dretailz
Metwork, Type: Infrastructure [ Impart...
Security Mode: Dizabled -
MNetwork Name 1 [SSID): <emplys [ Export...
Metwork, Mame 2 [SSID2); <emphy: [ S oan
Metwaork Mame 2 [SSI03): <emphy —
Auto Select Profiles [ Order Profiles. ..
Hinh 133

Metwork Mame [S510) [ﬁg Signal-to-Moize Ratio [SMR] | Channel “wirelezs Mode
i chinh ngupen ﬁ 24 di 11 2.4 GHz 54 Mbps
i management ww E 28 de E 2.4 GHz B4 Mbps
i management ) ﬁ 12 dB 36 5 GHz 54 Mbps
A4 Thuc Tap khong ... ﬁ 25dB 1 2.4 GHz 54 Mbp=
i vlan2 = ﬁ 28 dB B 2.4 GHz 54 Mbps
i vlan2 w3 ﬁ 11dB i 5 GHz 54 Mbps
Activate Refrezh ] [ Ok

Hinh 134
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Chon vlan2 - OK (hinh 135).

Profile Management

General | Security | Advanced|

Profile Settings

Prafile Mame: | |

Clignt Mame: |EEI‘I 06 |

Hetwork, b ames

SSIDT: | vian2 |

55Dz | |

55103 | |

This Device is controlled by the YWindows ‘Wireless Configuration Service. [t may averride Metwork Name,
Security and other settings from this profile.

L ok, ] [ Cancel

Hinh 135

Dién thong tin bo sung tén profile (hinh 136).

Profile Management

General | Security | Advanced|

Profile Settings
Prafile Name: |lBSt_F-"—"-5T| |

Client Name: |ED1 05 |

Metwork. Mamesz

SSIDT: |vlan2 |

55ID2: | |

5503 | |

L QK. ] [ Canhcel

Hinh 136
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Chon kiéu, xac thuc 1a 802.1X véi dang 1a EAP-FAST, sau d6 chon configure dé cau
hinh céc tham s6 cia EAP-FAST (hinh 137).

Profile Management

| General | Security | Advanced |

Set Security Options

O wWhPAMPAZ/CCKM W PASNPAZ/CCKM EAP Type: | LEAF
O WPAMPA2 Passphiase
®a02.1x 802.1% EAP Type:

(O Pre-Shared Key (5 tatic WEP)
) Mane

- [ Allows Association to Mised Cells
Profile Locked
[ Limit Time for Finding Camain Controller To: l:l FEC
Group Policy Delay: zEC

Hinh 137

Configure EAP-FAST

EAP-FAST Authentication Method

MSCHAPY2 User Name and Passwo v [ Configue. |

Protected Access Credentialz [FAC)
Select One or Mare PALC Authorities

Mot Grouped. client{304383E 654 FE704B SC070RA4CE 03550 Manage...

[ Use Any PAC Belonging to the Same Group

Allow dutarnatic PAC Provizioning

Uze Machine Infarmation for Damain Logon

Mo Metwork, Connection Unless Uzer 1z Logged In

[ ok ] [ Cancel

Hinh 138
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Chon phuong thirc xac thyuc 14 Username va Password. Néu nhu cip nhat thong tin
cisco.cer thanh cong thi thong tin bao mat tir server s& hién 1én. Sau d6 chon OK dé hoan tat
qué trinh cap nhat thong tin (hinh 138).

Qué trinh lién két s& tién hanh ty dong (hinh 139).

EAP-FAST Authentication Status

Card Mame:  Cizco Aironet 802,11 a/b/g Wirelesz Adapter
Profile Mame:  test_ FAST

Steps Status

1. Starting EAP-FAST Authentication Success

2. Checking Link Status Success

3. Renewing P address Success

4. Detecting 1P Frame Tupe Success

5. Finding Domain Controller Skipped becauze the domain name waz not configured

[~ Show minimized nest time

Hinh 139

Trén PC, kiém tra dd nhan duoc IP thanh cong.

e DRAWINDOWSAsystem32vemd. exe

Windows IF Configuration

FEthernet adapter Wireless Hetwork Connection:

Connection—specific DHE Suffix H

IP Address. . - . . - . - . . . : 192.168.2 .4

Subnet Mask . . f e e e e e . = 255.255.255.8

IP Address. . - . . - . - . . . : fe8@::24A:96ff :feh2 :hde5x5
Default Gateway . . - . - . . . : 192.168.2.254

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection—specific DNS Suffix .

IP Address. . - = =« = « = =« = = = : fel@:-h445:5245 - 444f »6
Default Gateway . . - . - . - . H

Tunnel adapter Automatic Tunneling Pseudo—Interface:

Connection—specific DNE Suffix .

IF Address. . . . . . . - . . . . : feBl:Sefe:192.168.2 .42
Default Gateway . . . . . . . . g

Hinh 140
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Ping kiém tra (hinh 141).

D:\WINDOWS\system 32\emd. exe

Connection—specific DNS Suffix . =
IP Address. . . . . . . - . . . . : feB@::5445:5245:444fx6
Default Gateway . . - . - . - . . =

Tunnel adapter Automatic Tunneling Pseudo—Interface:

Connection—specific DHE Suffix . :
IF Address. . . . . . . . . . . = fe8B::5efe:192.168.2_4x2
Default Gateway . - - . - . - . - =

D:~>ping 192.168.2_254
Pinging 192.168.2_25%4 with 32 hytes of data:

Reply from 192 _.168.2_254: bytes=32 time=3msz TTL=25%
Reply from 192_168.2.254: hytes=32 time=2ms TTL=255
Reply from 192.168.2_254: bhytes=32 time=Zmsz TTL=25%
Reply from 192_.168.2_254: bytes=32 time=Zmsz TTL=25%

Ping statistics for 192_168_2_254:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = 2Zms. Maximum = 3ms. Average = Zns

D=

Hinh 141

108



