LabPro Wireless
LAB 5: Xac thuc dotlx dung kiéu LEAP
Yéu ciu
Bai lab nay mé ta cach xac thuc dot1x dung co ché LEAP, cac thiét bj ding trong bai lab

bao gdm phin mém ACS cuia Cisco, cac thiét bi wireless client adapter cia Cisco, WLAN
Controller va Lightweight Access Point.

So do

10.10.10.0/24

A 192.168.99.0/24

.254

Fa0/1 .1
192.168.100.0/24

v Ay |

SSID: vlan2
DHCP server:

192.168.2.254
subnet:
192.168.2.0/24
default gateway:
192.168.2.254
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IP cua int wlan-controller 1a 192.168.99.254.

Thuc hién
CAu hinh co ban trén router:

C2811#sh run

Building configuration...

version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname abc
!
boot-start-marker
boot-end-marker
!
security authentication failure rate 5 log
enable secret 5 $1$0gGGSmjteEFA5xlonr2X3kuDp50
!
aaa session-id common
|
!
ip cef
no ip dhcp use vrf connected
ip dhcp excluded-address 192.168.100.1
ip dhcp excluded-address 10.10.10.1 10.10.10.100
ip dhcp excluded-address 192.168.2.1
ip dhcp excluded-address 192.168.2.254
!
ip dhcp pool 192.168.100.0
network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
option 43 ip 192.168.99.24
!
ip dhcp pool 10
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
I

ip dhcp pool vlan2
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network 192.168.2.0 255.255.255.0
default-router 192.168.2.254
!
multilink bundle-name authenticated
!
username admin password 0 admin
!
interface FastEthernet0/0
ip address 10.10.10.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 192.168.100.1 255.255.255.0
ip virtual-reassembly
duplex auto
speed auto
!
interface Serial0/0/0
no ip address
shutdown
clock rate 2000000
!
interface Serial0/0/1
no ip address
shutdown
clock rate 2000000
!
interface wlan-controllerl/0
no ip addresss
shutdown
|
!
control-plane
!
Trudc khi thyc hién bai lab nay yéu cau cai dat thanh cong phﬁn mém ACS trén server
lam vai tro may chu xac thuc.

Bwéc 1: Cau hinh co ban router 2811 va WLC module.

Céu hinh dia chi IP trén interface W1/0 cua Router 2811:
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c28ll#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
c2811 (config) #

c2811 (config) #interface wlan-controller 1/0

c2811 (config-if) #ip address 192.168.99.254 255.255.255.0
c2811 (config-if) #no shut

c2811 (config-if) #end

Truy cap vao WLC module tir Router 2811:

c28ll#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066 ... Open

Cau hinh WLC tir ché d9 SETUP MODE nhu hinh 67.

Sau khi khé1 dong lai WLC, tiép tuc thuc hién cac budc sau:

a. Sau khi WLC khoi dong xong, truy cap vao WLC tir Router 2811, nhap username:
cisco va password: cisco dé vao WLC.

b. Bé quay trd lai router 2811, nhin t6 hop phim ctrl+shift+6 tha ra va nhan tiép phim
X.

¢. Kiém tra dam bao Router c6 thé ping thdy WLC module.
c2811#ping 192.168.99.24

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.99.24, timeout 1is 2

seconds:

ms

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4

c28ll#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066 ... Open

d. Tur PC ping dén WLC dé kiém tra két ndi IP véi WLC da thong chua.

Ghi chi: can ddng bd thoi gian gitta WLC module va router 2811, trong truong hop

nay router 2811 s& duoc cdu hinh tré thanh bo dong bo thoi gian chinh (source clock).

C281l#conf t
C2811 (config) #ntp master 2
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Cisco Controller

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco ff:f6:a0]: NMWLC

Enter Administrative User Name (24 characters max): cisco

Enter Administrative Password (24 characters max): cisco

Management Interface IP Address: 192.168.99.24
Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.99.254
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [1]: 1

Management Interface DHCP Server IP Address: 192.168.99.24
AP Manager Interface IP Address: 192.168.99.25

AP-Manager 1is on Management subnet, using same values
AP Manager Interface DHCP Server (192.168.99.24): 192.168.99.24

Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: mgl

Network Name (SSID): wll5s
Allow Static IP Addresses [YES] [no]: no

Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.
Enter Country Code (enter 'help' for a list of countries) [US]: US

EFnable 802.11b Network [YES][no]: YES
Enable 802.11la Network [YES][no]: YES
Enable 802.11g Network [YES][no]: YES
EFnable Auto-RF [YES] [no]: no
Configuration saved!

Resetting system with new configuration...
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Bwéc 2: Dung PC ciau hinh WLC bing https.

Truy cap vao WLC bang web, ding firefox hoidc IE nhép vao https://192.168.99.24

Chon Login, nhap username: cisco, password: cisco (username va password cdu hinh
trong budc 1) — hinh 66.

Céu hinh ddng bo thoi gian cho WLC véi R2811 (hinh 67).

Connect to 192.168.99.24

Cisco SYSTEMS

1ﬁ cisco
Wireless I ecsee

LAN Contr [CJRemember my password

] [ Cancel

Hinh 66

Conrober Genweral _"IE?_I
General 802 3% Flow Control Mode Digabled

imventory

Intarfmcas LWAPP Transport Mode Layer 3 v (Current Operating Mode is Layerd)

Intermal DHCP Server

Ethemat Multicast Mods |Disabled
Aggressive Load Balancing Enabled
Paar to Peer Blocking Mode Crsabled ¥

Master Contraller Maode

etvrark Time Pratocol | gweer The Air Provisioning of AP |Ensbled

QoS Profiles i
AP Fallback Enabled
Fast 8810 change Disabled
Dalault Mobility Domaln Name | mal
RF-Network Name mal
User Idle Timeout (seconds) 300
ARP Timeowt {seconds) 300
Web Radius Authentication Pas w

] betps 1192, 16899 4 scrmernbasertgsereur et bl S @ teerres

Hinh 67
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Chon New dé khai bao thoi gian méi cho server (hinh 68), can cdu hinh trén router 2811 1a

thiét bi cp thoi gian clock chii dao ding céu 1énh:
R2811 (config) #ntp master 2.
Chon Apply (hinh 69).

Ei H rarimi

Controfler

Gemeral

Inwentory

Interfaces

Internal DHCP Server

Mability Manasgenment
Hobfity Groups
Huobity Stabsbcs

Parts

Master Contraller Mode
Metwork Time Protocal
Qs Profiles

MNTP Sorvers

NTP Folling Intersal seconds  |85400

sServer Index Server Address

Einen Seprgmn

S @ tereat

Hinh 68

Controler

General

Inventory

Interfaces

Intermal DHCP Server

Mobility Management
Fabibny Groups
Pabality Statsbos

Forls

Master Controller Mode
Hetvoark, Time Protecal
o5 Profiles

MTP Servers = Edit
Borver Indes 1

Server Addross [192.168.56 754

Hinh 69
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Khi LWAP bat Ién s€ duoc nhan dia chi IP tir Router 2811 cung véi option 43 chi sy
t6n tai cia WLAN Controller, qué trinh dang ky s& tu dong thuc hién.

Khi qué trinh dang ky thanh cong thi trén WLC s& ¢ két qua nhu sau, ch ¥ cot
Operational Status c6 trang thai REG (registered — da dang ky) — hinh 70.

Céu hinh cac thong sé cho Wireless Client (hinh 71).
Chon Controller > Interfaces > New.

Nhap tén Interface va VLAN (trong truong hop nay gia dinh wireless client dung
vlan2 c¢6 dia chi mang 192.168.2.0/24) sau do click Apply.

Cura s sau s€ xuat hi¢n sau khi da nhap vao tén Interface va VLAN.

Nhap dia chi IP (dia chi nay dai dién mot giao tiép trén thiét bi WLC), Netmask,
Gateway va dia chi IP cia DHCP Server, click Apply (hinh 72).

Kiém tra lai cAu hinh.
Két qua thu duoc (hinh 73).

A Cisco - Microsoft Internet Explorer

File Edit View Favorites Tools Help ;,,.
eBack =, Q |ﬂ @ (b pSearch *Favorites @ Bv t\; " | _p] ﬁ 4‘3
Address | €] https:/}192.168.99.24/screens{frameset, html vl Go Links >

Cisco Svsteus ave Configuration = Ping  Logout Refresh

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COM S HELP
s

Wireless All APs
Access Points Search by Ethernet MAC Search ]
all 4Ps
802.11a Radios
802.11b/g Radios R !
2 AP Name AP ID Ethernet MAC Admin Status  OPerational 5,
Bridging Status
Rogues APOO1d.a27f.a562 3 00:1d:a2:7f1a5:62 Enable REG 1 Detail
Rogue APs

Known Rogue APs
Rogue Clients
Adhoc Rogues

Clients

Global RF
802.11a Network
802.11b/g Network
802.11h

Country

Timers

&) S| @ nternet

‘4 start i Serial-COM1 - Secure... | D document - Microsaft. .. * Network Connections 2 Cisco - Microsoft Inte... i R 1:19 PM

Hinh 70

66



Ceoes Sravewy

LabPro Wireless

Controber Interfaces

Inveatory ap-manager untagped
Interfaces managemant untapzed
Internal DHCP Server virtusl NA

Mobility Management
Mobéty Groeps
Mobdty Statstics

Ports

Master Controller Mode
Network Time Protocol
QoS Profiles

General Interface Name VLAN Identificr

1P Address
192.168.99.25
192.168.99.24
EE e

Hinh 71

Cette Srarnmi

"
33

E

B

"

o T et |

Costroller Interfaces > Edit

General

Inventery General Information
Interfaces Interface Name vian2

Internal DHCP Server

Mohitity Management
Mobdny Geoups

Interfoce Address

e O Y CUS AP (050 T vOI 00 Wi elans Chert

1 P rary dat cho sub Ikt wian-contrdl tren roster
=t wincontrolerd 0 2 (lam nhu cong trunk)
P rary Sung I deleul atewy Cno C80 wiekess chert

I S8 P4 8 DHCP (Rionter 208 phvs o8 oc OHCP)

Mobiity Stabistics VU Iderkifior &
Ports 1P Address 1926821
Master Controller Mode Netmask |395.295.255.0
Network Time Protocel Gateway 192.160.2.2%
QoS Profiles
Physical Information
Port Number 1
DHCP Information
Primary DHCP Server 192.166.100.1
Secondary DHCP Server 10.0.0.0
Access Control List
ACL Name none
Note: Changwmg the Interface parametars couses the WLANs to be
tarrporanily dsabied and thus may result in loss of connectivity for
woene cherts.
8 oo
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Claes Smarimy

Controler Interfaces

General Interface Name VLAN Identifier IP Address Interface Type

Inventory ap-manager untagged 192.168.99.25 Stabe £ds

management untagged 19216899 24 Star< £

Internal DHCP Server virtysl NA 1131 St 33

Mobility Managemeat [vinz 2 19216821 Oyaamic £ Remove ]
Mabilty Groups
Mabilry Statistics

Ports

Master Controlier Mode

Network Yime Protocol

QoS Profiles

&) vore 8 © e

Hinh 73

WLANS WLANS > Edit < Back I Apply |
WLANS WLAN 1D 2
WLANS
AP Groups VLAN WLAN $S10 vian?
General Policies Security Policles
Radio Pobey [
Layer 2 Security WPA v
A . [ MAC Filtaring
Session Tenoout (secs) 1800
Qualkty of Service (QoS) | Sulver (best effort) & Layer 3 Security None v
WNM Policy _Disabled ¥ [0 web pelicy *
7920 Phone Support [0) Clieer CAC LUimit  [] AP CAC Lent
Broadcast SSID [ Enabled
* Web Policy cannot be used »n combination with 1Psec

Allow AAA Overnde [ Enabled and L2TP.
Chent Exclusion Henabled +* |60 ** Whan chant exclusion 15 enabled, a Bmeset vakue of

Time Value (secs) 2ero means indinty(wil reguire administrative override
OHCP Sarver ) Overrige to reset excluded chents)
DHCP Addr. Assigreneet i Regared

Radius Servers
Accounting
spisaniodontaiin D)
Server 1 |1P:10.10.10.3, Port: 1812 W | none ¥, @
&loen 8 ® vt
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Chon tab WLANS trén thanh menu ¢ gac trén cira s6, va click New. ..

Nhap vao service set identifier (SSID), Trong vi du nay, ta nhap vao SSID tén la vlan2.
Click Apply.

Chon vlan2 tir thanh thuc don Interface Name & cudi cira s6, va click Apply (hinh 74).
Trong trudng hop nay, SSID vlan2 duoc két hop vai Interface Name vian2.
Trén router 2811, cAu hinh thém cdng phuc vu cho 16p mang 192.168.2.0/24 qua vlan2

ddng thoi ciu hinh DHCP server cho 16p mang nay.

Rl (config) #interface wlan-controller 1/0.2
Rl (config-subif) #encapsulation dotlQ 2
Rl (config-subif)#ip address 192.168.2.254 255.255.255.0

Céu hinh DHCP server trén router cap dia chi dong cho 16p mang 192.168.2.0/24.

C281l#conf t

C2811 (config) #ip dhcp pool vlan2

C2811 (config-dhcp) #network 192.168.2.0 255.255.255.0
C2811 (config-dhcp) #default-router 192.168.2.254

Buwéc 3: Cau hinh cac tham s6 x4c thuc dotlx trén WLC.

Chon Security = New (hinh 75).

Security S—r

AGEMENT Y
RADIUS Authentication Servers Apply | (::./l
"‘_“_"M Call Station 1D Type | 1P Address v
RADIUS Authenbcaton
RADIUS Accounting Credentials Caching [
Local Net Users
MAC Fitering

Dysabled Chents

Use AES Key Wrap [

User Logn Palicies

AP

Access Cantrol Lists

Pobose:
- Network Management Server Server Address Port Admin Status
User Indeox

Web Auth Certificate

Wireless Protection
Policles

L

Athenticabon

Hinh 75
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Khai béo su ton tai ctia ACS server (dong vai trd may chu xac thyc Radius) — hinh 78.
Chon Apply (hinh 77).

Security

ARA
General
RADIUS Authentication
RADIUS Accounting
Local Net Users
MAC Fitering
Disabled Chents
User Login Policies
AP Policies

Access Control Lists
Web Auth Certificate

Wireless Protection

Policies
Trusted AP Policies
Rogus Pokcies
Standard Signatures
Custom Signaturas
Chient Exdusion Polices
AP Authentication

RADIUS Authentication Servers > New _<Back |
Server Index (Priority) 2 j;
Server IPAddress 10.10.10.3 W8 Redon Server
Shared Secret Format _is'éif v
Shared Secret ?0_0_:0_0
Confirm Shared P
Secret ‘
Key Wrap O
Port Number E
Server Status Enabled v
Support for RFC 3576 Enabled ¥
Retransmit Timeout 2_—_ seconds
Network User [ Enable
Hinh 76

ARA
General
BADIUS Authenticaton
RADIUS Accounting
Local Net Users
MAC Fitering
Drsabled Cherts
User Lopn Polhicies
AP Pokcaes

Access Control Lists
Web Auth Certificate
Wireless Protection
Policies
Trusted AP Pelicies
Rogue Polkoes
Suandard Signatures
Cuttom Signstures
Chert Exclusan Fohoes
AP Asherticabon

RADIUS Authentication Servers

Call Station ID Type
Credentials Caching [

Use AES Key wrop [

Network Server
User Management Index
(5] 0 1

1P Address

Server Address Port Admin Status
10.10.10.3 1812 Enabled £42 Bemave fing
Hinh 77
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Céu hinh xac thuc LEAP.

Vao WLAN & chon kiéu xé4c thuc, dung edit dé chinh sira thong tin ctia SSID vlan2
(hinh 78).

Eepen Fraromn

WLANS WLANS _Mew |

WLANS
WLAN Admin
I
= s, WLAN S510 . Security Policses
AP Groups VLAN P
i agemaent Enmbied B02.1X Edd Hamgye oot
2 visnd Enabled Bt Bamoyg ::?“1

® WLAN [Ds 5-16 will not b poshed ba 1130,1200 and 1240 &P madels.

Hinh 78

Chon 802.1X trong phan Layer 2 security (hinh 79).

—l5x|
% = [2] htips://192.168.99. 24/screens/frameset.himl >[5 certificate Error |E\ |E\ |Z| [ bina [2]-]

| Fle Edt View Favorites Tools Hep | x @3 -

J 5.7 Favorites J 5% @ Suooested Sites ~ @ | Free Hotmail & | My Yahoo! # | WeblH1 @ WeblH2 | Yahoo! & Yahoo! Bookmarks # | Yahoo! Mail & | Web Slice Gallery =
o | B - B - 0 # - s safety~ Toos - @

Cisco Svsrems Save Configuration Ping Logout Refresh

>

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANS WLANSs > Edit < Back aApply |
WLANs WLAN ID 2
WLANS
AP Groups VLAN WLAN SSID vlanz2
General Policies Security Policies
Radio Policy All -~ .
Layer 2 Security [eoz.1x -
Admin Status ¥ Enabled

[T MAC Filtering

Session Timeout (secs)  [1800
Quality of Service (QoS) [Silver (best effort) =] Layer 3 Security [Nene =1
WMM Policy ID\sabIed vI T web Policy =

7920 Fhone Support [T Client CAC Limit [~ AP CAC Limit
Broadcast S51D ¥ Enabled
* Web Policy cannot be used in combination with IPsec
Allow AAA Override ™ Enabled and L2TP.
Client Exclusion [ Enabled == |60 == When client exclusion is enabled, a timeout value of
Timeout Value (secs) zero means infinity(will require administrative override
Bl S ™ override to reset excluded clients)

DHCP Addr. Assignment [ Required

Interface Name |V|an2 -

Radius Servers

Accounting

Authentication Servers
Servers

e Sl e el - Fa- (w0 -,
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Trong phan server] chon 10.10.10.3 (hinh 80).

ndows Internet Explorer =17 x|
* |@] https://192.168.99. 24/screens/framesethiml =18 certfinte Error || ][#2 % [©ong |2~

| Hle Edt Vew Favorites ook Hep | X @3 -

J .7 Favorites J 95 @ sugoestec Sites @ | Free Hotmail @ My Yahoo! @ WeblH1 @ WeblH2 | Yahoo! @ Yahoo! Bookmarks € | Yahoo! Mail @ | \eb Sice Gallery =

(& Cisco Jﬁv - [ gm - Page - Safety - Tools- @@-
Cisco Svsrems Save Configuration Ping Logout Refresh
MONITOR WL OLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Admin Status [V Enabled &
WLANs [T MAC Filtering

Session Timeout (secs) IIBUU
WLANs Quality of Service (QoS) ISilver (best effort) VI Layer 3 Security INDne vl

WLANs
AP Groups VLAN WMM Policy ID\sabIed VI [T web Policy *
7920 Phone Support [T client cAC Limit [T AP CAC Limit
Broadcast SSID [V Enabled
* Web Policy cannot be used in combination with IPsec
Allow AAA Override [ Enabled and L2TP.
Client Exclusion [# Enabled ** Iﬁﬂ =+ \When client exclusion is enabled, a timeout value of
Timeout Value (secs) ZEro means |r|ﬁmty(_wwH reguire administrative override
DHCF Server [0 G to reset excluded clients)

DHCP Addr. Assignment [ Required

Interface Name IvlanZ ha

Radius Servers

Authentication Servers Accounting
Servers
Server 1 mune =
Server 2 Inune LI Inune LI
Server 3 Inune LI Inune LI

802.1X Parameters

802.11 Data Encryption Type Key Size

@ wer  [1oabits 5] L
Done CT T T T3 memet Fa-[mmon -

Hinh 80

Nhan Apply, néu ¢ cau hién thi thong bao cac client dang két ndi sé bi dut két ndi
chon OK.
Quan sét két qua (hinh 81).

@v e https://192.168.99.24/screensiframeset.himl =11 certicateEror || 53//42 | X | [© 00

| Fe Edt Vew Favorites Toos Hep | x @ -

| o Favortes | 5 @ sucoesieisies v £ Freetotmal 2] MyYahoo! £ WeblH1 £ WeblH2 ) Yahoo! | Yahoo! Bookmarks 2| Yehoo! Ml € Wb Sice Galer -
Boso | % - B - - page- sefety- Tods- @ 7

Cisco Svsrems Save Configuration Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANS WLANSs Hew
WLANS -
WLAN Admin 2 ==
WLANs D WLAN SSID Status Security Policies
AP Groups VLAN Mobility
1 management Enabled 802.1X Edit Remove 70
2 vian2 Enabled  802.1X Edit Remove Hobility
Anchors

* WLAN IDs 9-16 will not be pushed to 1130,1200 and 1240 AP models.
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Céau hinh trén ACS hd tro xac thuc bing LEAP.
Truy nhap vao dudng lién két cdu hinh ACS (hinh 82).
Tao thém tai khoan nguoi dung mai (hinh 83).

efox =12 ]

Ele Edt Yiew Hstory Bookmarks Iooks Help
“-‘EE’-" e X o I\:]‘http:jp’lZT.D.D.l:lD49f

Cisco Srsvems

coSecure ACS - Mozilla

| Google

Cisco Secure ACSv41.0

X  eaoir Select "Log Off" to end the administration session.

?‘ Group
36 | setup
gy |Sharederofiie
Components
] Hetwork
- |Confiquration
| System
=745 Configuration
F Interface
' Configuration
Adrministration
Contral

ﬁ External User | CiscoSecure ACS
= RS Release 4.0(1}) Build 27

Copyright ©2005 Cisco Systems, Inc,
Welliinem Copyright ©1991-1992 RSA Data Security, Inc. MDS Message-Digest algorithm. all rights reserved.
Copyright ©1989, 1993 The Regents of the University of California. All rights reserved
% Frofiles Copyright ©@1986 University of Toronto, all rights reserved.
——— Copyright ©1985-2000 Microsoft Yisual C++ Yersion 6.0. all rights reserved.
Copyright ©1997-2000 InstallShield Software Corporation. all rights reserved.

All other trademarks, service marks, registered trademarks, or registered service marks mentioned in this document are the property
B

CiscoSecure ACS vw4.0 offers support for multiple &a4 Clients and advanced TACACS+
and RADIUS features. It also supports several methods of authorization,
authentication, and accounting {&44) including several one-time-password cards. For
more information on CiscoSecure products and upgrades, please visit

http v, cisco.com.

EQC‘:};;@MNM of their respective owners. Warning: This computer program is protected by copyright law and international treaties. Unauthorized
reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal penalties, and will be
prosecuted to the maximum extent possible under the law.
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iscoSecure ACS L}

a Firefox - =] x|

Fle Edt Miew History Bookmarks Tools Help

GE e ¥ o |ﬁ \http:mz?.uua:lmgﬂ i I
Cisco Srsrems User Setup -

T I -

User|
= £ Find | add/Edit
e
Components.
| oo stion List users beginning with
EFGH

54 | stion HNOPQRSTUVUEXYZ User Setup and External User Databases

—————————— Before ACS can suthenticate users with an external user database:
Interface
Bomiigmraiticn = ® vou must have the datsbasze up and running on the external server.
# o ietation List all users For example, if you are using token card authentication, your token
JA servar must be running and properly configured.
ontro Remove Dynamic Users e mrst (e Eenfiiemren Ehe erplissle meremeiers in e Btz
ﬁ Excternal User User Databaszes section. e
= Eeileases Note: User Setup configuration overides Group Setup configuration.
Posture
I vou rely on the Unknown User Policy in the External User
Validst @ mackto el
S EES\hA0 Databases saction to create entries in the ACS internal database for
et fecerd users defined in an external user database, usermames cannot be
[ dhmi llrerte] @ i) (oo sl dhe e es pueerrelly et

[socgle

User Setup and External User Databases

Finding a Specific User in the ACS Internal Databasa
Adding a User to the ALS Internal Database

Listing Usermames that Beqin with a Particular Character
Listing All Usernames in the ACS Intermal Database
thanging a Username in the ACS Internal User Database
Remove Dynamic Users

etter/number: User Setup ensbles you to configure individual user infarmation, add
L users, and delete users in the database,

once.
Sz | Reporiesn External user database madificstion must be dena from within the
extarnal user database itself, For added security, authorization, and
o Onling accounting purposes, User Setup keeps track of users who
DR Enileniiese vl em crimrmel wser detebese, User Gt e pem

configure individual user information, add users, and delete users in
the ACS internal database,

Note: User Setup does not add or delete usarnames in an external
user database,

Back to Top
Finding a Specific User in the ACS Internal Databasa

To find & user slready in the ACS internal databass, type the first few
letters of the username in the User field, add an asterisk (*) as =
wildcard, and dick Find, From the list of usemames displayed, dick o

tho izarmarne whnce infaernatinn a want to wisw ar chanas

| http:/f127.0.0.1:1049/setup . exeraction=make _r_fs&option=usersinayv_segq=3
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Nhép vao Username: cisco (hinh 84).
Nhap Password: cisco123 = chon submit (hinh 85).

efox =] x|

Mozilla

I CiscoSecure AC!

Fle Edt Yew History Bookmarks Tooks Hesip

GE_' C X [ [hepsz.0.0.00049
Cisco Srsrems User Setup =

I O -

User Setup and External User Databases

Finding a Specific User in the ACS Internal Database

Adding a User to the ACS Internal Database

Listing Usernames that Beqin with a Particular Character

Listing All Usernames in the ACS Internal Database
hanging a ame in the ACS Internal User

Remove Dynamic Users

E:
R | e User: [cisco
£ | et Find | _Add/Edit

i S
Components

g Metwork i i i i . User Setup enables you to configure individual user information, add
| Eniauration List users begin \ngv;f{\th ettfr/number‘ users, and delete users in the databasa,

A
= S NOPQRETUVUZIYEZ User Setup and External User Databases
| Configuration d8somdlaisadd
—————————— Before ACS can authenticate users with an external user database:
Configuration ® vou must have the database up and running on the external sarver.
%| o List all users For example, if you are using token card authentication, your token
admns p server must be running and properly configurad.
ontro Remave Dynamic Users O Som mones (oD Erenres] i CrpeiEio prrmmetoms i o Eelomol
T User Databases saction.
L Databases
Sl Note: User Setup configuration euerrides Group Setup configuration.
Pasturs
; If you rely on the Unknown User Palicy in the Extemnal User
Jalidaton ? Back to Help Databases section to create entries in the ACS internal database for

users defined in an external user database, usernames cannot be

H3

P st o e e wmi s wses hes cressrly cuthenteted
ance.
S | eporisand External user database modHfication must be done from within the

external user database itself. For added security, authorization, and

& | Online accounting purposes, User Setup keeps track of users who

=] | BT T authenticate with an external user datsbase. Lser Setup lets you
configure individual user information, add users, and delete users in

the ACS internal database.

Note: User Setup does not add or delete usermames in an external
user database.

Back to Top
Finding a Specific User in the ACS Internal Database

To find a user already in the ACS internal database, type the first few
letters of the username in the User field, add an asterisk (*) as a
wildeard, and click Find. From the list of usernames displayed, dlick

SFoem rremcmremereere el FralForrme . e et fem e e o

Done:
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D CiscoSecure ACS - Mozilla Firefor =& x|

Ele Edit Yiew Higtory GBookmarks Tools Help

EE\; € X [ [ [hepsiszzo0noas 7 -
Cisco SvsTems User Setup
M' \ [ Account Disabled | |

3l Geogie

Account Disabled
Deleting & Usemame

Bl ‘ Supplementary User Info

[l | Reaineme T
oy | Seredprofic Description

Components

Group to which the user is assigned
Callback

Client IP Address Assignment
Advanced Settings

Network Access Restrictions

a Hetwork I ® Max Sessions
Configuratien * Usage

® Account Disable
k| Bustem * Downloadable AC
= Advanced T

User Setup

Configuration ‘
Interface
Configuration

Administration
Control

I TACACS T Oud
Password suthentication: TACACS+ Sh

IACS Internal Database j 2

ization for Network Device

i

Al ions
. ® TACACS+ Unk 5 i
e | | EEma CiscoSecure PAP (Also used for » IETT RADIUS Atbibutes
CHAP/MS-CHAP/ARAP, if the Separate *® RADTUS Vendor-Specific Attril
field is not checked.)
ﬂ Hetmork e | Password [e O Account Disabled Status
Tofiles ;
Confirm [e=====2 Selact the Account Disabled check box to disable this account;
S Passwaord clear the check box to enable the account,
Activity
— [ Separate (CHAP/MS-CHAP/ARAR) [Back to Top]
E‘,a et
— Password I' 0 Deleting a Usermame
Confirm [ . The Delete button appesrs only whan you are editing an
Passwaord existing user account, not when you are adding a new user
. account, To delete the current user account from the
When a token server is used for datsbase, dick Delete, When asked to confirm your action,
authentication, supplying a separate dlie: G5
CHAP password for a token card user [Back ta Top]
allows CHAP authentication. This is
Submit Cancel Supplementary User Info

Done:
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Khai bao sy ton tai cia WLC trén ACS (hinh 86).
Chon Submit + Apply va xem két qua (hinh 87).

Ele Edt Yiew

CiscoSecure ACS - Mozilla

Foxt

Hikory Bookmarks Tooks  Help

=8|

GE C X w |ﬁ|http:fﬂlz7.u.u.1:1u49f

Cisi

co Srareus Network Configuration

.

I

a2, ‘ Shared Profile
G *:

F ‘ External User
E Databazes

Group
Setup

Add AAA Client

Authenticate ERADIUS (Cisco Airanet)

Ans Client
Mt k
Z Yol System 192.168.99.24
| Configuration AbA Client
Configuration
alidation

Hetwork Access]
Frofiles

Using

- Single Connect TACACS+ &a4 Client (Record
stop in accounting on failure).

82 | aehs ™ - Log Update/Watchdog Packets from this 44

i)

Client

- Log RADIUS Turreling Packets from this asa
Client

- Replace RADIUS Port info with Username from

Online
Documentation

submit | Submit + apply | cancsl |

| I_l_I

AAA Client Hostname

AAA Client 1P Addrass

Key

Network Device Group

Authenticate Using

Single Connect TACACS+ AAA Client

Loq Update /Watchdoq Packets from this AAA tlient

Log RADIUS Tunneling Packets from this AAA Client

Replace RADIUS Port info with Username from this AAA Client

this AaA Client -

AAA tlient Hostname

The A#A Client Hostname is the name assigned to the Afa
client,

[Back ta Top]
AAA Client IP Address

The A#A Client IP Address is the IP address assigned to the
Aa dient,

If you want to designate more than one AAA dient with &
single A88 client entry in ACS, you can specfy the IF address
for each AAA dient to be represented by this Asa dient entry,
To separate =ach IP address, press Enter,

You can use the wildeard asterisk (*) for an octet in the IP
address. For example, if you want every A8A client in your
192,168.13.1 Slass < natwork to be reprasentad by 3 single
AfA dient entry, enter 192.168.13.*% in the AAA Client IP
Address box.

You can define ranges within an octet of an IP sddress. For
example, if you want every Aaa client with an IP adress
betyveen 192,168.13.12 and 192,168.13,221 ta be
reprasented by a single Afa client entry, enter
192,168.13,12-221 in the AAA Client IP Address bas.

[Back to Top]

Done

¥)CiscoSecure ACS - Mozilla
Ele Edt Yiew
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Foxt

Hikory Bookmarks Tooks  Help
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Cisco Svsrems

Network Configuration

-

User

are using Metwork Dewice Groups (NDGs),

Setup ® Network Device Groups
.
Group i .
gl | |ea AAA Clients . e e e
: : ; Searching for Netwark Dev
g |Zoresre AAA Client | AAA ClientIP | Authenticate A ek Bewces
Components Hostname Address Using Adding a AAA Client
[ | RADILS (T ¢ Dalabna s An hant
A q Deleting a AAA Client
Configurstion router  [10.10.10.1 - e ¢ AAAServers
Alrespace) ¢ Adding a AAA server
o i ® Editing a AAA Server
= | Configuration WLE 192.168.09 24 | R&DIUS (Cisco ® Deleting a AAA Server
Interface S . . ' Air’onet) ® Proxy Distribution Table
Sorting Proxy Distribution Table Entries
Adminiztration Editing a Proxy Distribution Table Entry
E!% Contral Add Entry Search I Deleting a Proxy Distribution Table Enty
ﬁ ‘ External User
E D1atah.
s Note: This pags changes depending your interfacs
Postura configuration. If you
Yalidation I |%Q AAA Servers after you click Network Configuration in the navigation bar,
only the Metwork Dewice Graups table and Proxy Distribution
ﬂ Network ficces AAA Server | AAA Server IP AAA Server Table information appear, If you are not using NDGs, the AAA
Profiles Clients table and the AAA Servers table appear in place of the
Name Address Type Hetucrk Device Groups tabls.
Reportsand -
S [ Aol ‘ c0i09 ‘1 27.0.0.1 ‘ ClscoSecure Network Device Groups
e - Metwork device groups are collections of AfA clients and AAA
seruers, You can assign AAA clients and AMA servers to the
dd h network device groups you create, AAA clients and AAA servers
Add Entry Searc I —l not assigned to & particular NDG are, by default, assigned to
the Mot Assigned NDE,
To view the AfA Client and A~ Servers tables for a particular
. . . MDG, click the narme of the NDG,
Proxy Distribution Table
- n [Back to Top]
Character String [AAA Servers [Strip [Account
Adding a Network Device Group
Crefault |c01 09 Mo ‘ Local |

Done
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Khai bao kiéu xac thuc LEAP trén ACS.
Chon system configuration.
Chon check box LEAP dé kich hoat LEAP (hinh 88).

LabPro Wireless

¥ GiscoSecure ALS - Mozilla Firefox —&] x|
Bl Edit Wiew Hgtory Bookmarks Iools  Help
8- ¢ % o [0 hepuneronsioy % - 0] oo P

Cisco Systems

System Configuration
Enable Fast Reconnect: =

EAP-FAST
EAP-FAST Configuration

Broup
Setup

o (B
Comnponents

BB Network
o |Donﬁgur’alior\

4| Gystemn
= | Configuration

= Interface
‘ Configuration

Administration
Cantral

?

EAP-TLS
I Allow EAP-TLS
Select one or more of the following options:
W Certificate SAN comparison
W Certificate CN comparison
I Certificate Binary comparison
EAP-TLS session timeout (minutes): |120

External User
Databases

Vai dtion

=

LEAP
F allow LEAP (For Alronet only)

Network Access]
Frofile

Reportsand
Activity

5 | Online
= | Documentation

i

EAP-MDS
M allow EAP-MDS

AP EAP request timeout (seconds): |20

 Allow MS-CHAP Yersion 2 Authenticatioln
4

2] O

‘ MS-CHAP Configuration
¥ &llow MS-CHAP Yersion 1 Authentication

Submit | Submit + Restart | cancel |

Global Authentication Setup

This page specifies settings for various authentication
protocals,

Lonfiguration

EAP-FAST
TLs
P

AD-MDS
AP EAP Reguest Timeout
MS-CHAP Configuration

EAP Configuration

EAP is 2 flaxible raquest-rasponse protocol for arbitrary
suthentication information (RFC 2284), EAP is layered on top
of another pratocal such as UDP, 802.1% or RADIUS and
supports multiple "authentication" types.

PEADP

PEAR is the outer layer protocel for the secure tunnsl,

Note: PEAP s 5 cestificate-based suthantication protocol. PEAP
suthentication can occur onfy sfter pou have complated the required
staps on the ACS Certificste Setup page.

Allovr EAP-MSCHAPw2 — Use to ensble EAP-MSCHAPYZ within MS
PEAP authentication. Enable this protocal for any repository that

supportsMS-CHAPWZ, such as Micrasoft AD, and the ACS Internal
Database.

Allow EAP-GTC — Use to enable EAP-GTC within Cisco PEAP
suthentication, Ensble this protocal to support any database that
supports PAP, including LDAP, OTPR Servers, and the ACS Internal
Database,

Allow Posture Validation —Enable this option to use the PEAP
(EAP-TLY) protacol for posture validation of Metwark Admission
Control (NAC) dients. =l

isco Aironet Desktop

Ackion

=

Cpkions

Hinh 88

ity - Current Profi

Help

Current Status | Profile Management | Diagnu:u&tic:3|

: Default

R Dt |

[ Mew... ]

Auta Select Profiles

U=zer _

wlan3--abc [ Modify... ]
Remoxe
Activate

Details

Metwork, Type: Infrastructure [ Import. .. ]

Security Mode: Dizabled -

Mebwork Marne 1 [S5101]: <ernply [ Export... ]

Metwork, Mame 2 [S5ID2]; <emply> [ Soan ]

Metwark Marme 3 [SSID3); <ermphys —

[ Order Profiles... ]

Hinh 89
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Céu hinh client quy dinh xac thuc kiéu LEAP.

Khéi tao chuong trinh Cisco Aironet Desktop Utility (hinh 89).
Chon Scan dé tim SSID vlan2.

Chon vlan 2> OK (hinh 90).

Available Infrastructure and Ad Hoc Hetworks

Hetwark Mame [SS10] Qg Signal-to-Moize Ratio [SMR] | Channel “wirelezz Mode
1 chinh ngupen B a6 11 2.4 GHz 54 Mbps
i management =3 [ 2adB B 2.4 GHz 54 Mbps
1 managemert =z [ 1246 36 E GHz 54 Mbps
i Thuc Tap khong ... B =« 1 2.4 GHz 54 Mbps
i wlan2 =2 [ 2546 5 2.4 GHz 54 Mbps
i wlan2 =z B 1148 36 5 GHz 54 Mbps
Activate [ Refresh ] L Ok, J
Hinh 90

Profile Management

General | Security | Advanced |

Prafile Settings

Profile Mame: | |

Clignt Mame: |':E"| 05 |

Metwork, M ames

S5ID1: |vlan2 |

ssID2: | |

55ID3: | |

Thiz Device iz contralled by the Windomas Wireless Configuration Service. It may owverride Network, Hame,
Securty and ather settings frann this prafile.

L 18 J I_ Cancel

Hinh 91
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Pién thong tin dé tao profile mai (hinh 92).

Profile Management

General | Securty | Advanced |

Frofile Settings
Prafile Marme: |tESt_LE."1\F' |

Cliemt Mame: |CD1 06 |

Metwork Mames

S50

55ID2 | |

55ID3: | |

Thiz Device is contralled by the Windows Wireless Configuration Service. It may override Metwark Mame,
Security and ather zettings fram this profile.

L ak. ] [ Cancel

Hinh 92

Vao tab security (hinh 93).

Profile Management

| General| Security |.-’-\dvanced|

Set Secunty Options

(O WPASWPAZ/CCEM W PASWPAZACCEM EARP Type: | LEAF
(O WPAANPAZ Passphrase
() 802.1x B02 1w EAP Type: | LEAP

() Pre-Shared Key (Static WEFP)
@Hone

- Allowy &zzociation to Miked Cells
Lonfigure. . Frofile Lacked

Lirnit Time for Finding Domain Contraller To: l:l SEC
Group Policy Delay: l:l ZEC

Thiz Device iz contralled by the WwWindows Wireles: Configuration Service. |t may overide Metwork Mame,
Security and other settings from this profile,

L ak J [ Cancel

Hinh 93
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Trong 802.1x EAP Type, chon LEAP, chon Configure (hinh 94).

Profile Management

| General| Secuty | advanced|

Set Security Options
O WPAMPAZACCKM WRPAMAMPAZICCKM EAP Tupe: | LEAP

(O WPAMPAZ Pazsphraze
@ 802.1x 8021 EAP Type:

) Pre-Shared Key (Static WEP]
) None

- [] Allows Azsociation to Mized Cells
Profile Locked
[ Limit Time for Finding Comain Controller Ta: l:l E=2=1od
Group Policy Delay: EC

This Device iz controlled by the Windows Wireless Configuration Service. [t may override Metwork, Hame,
Security and other settings from this profile.

L Ok J [ Cancel

Hinh 94

Configure LEAP

Alwavz Hesume the Secure Session
Uszer Mame and Pazsword Settings
() Use Temporary User Mame and Password
Jze Windows User Mame and Paszword
Automatically Prompt for User Mame and Pazsword

Fanually Prormpt for Uzer Mame and Pazsword

{#) Use Saved User Mame and Pazsword

User Mame: |Cf|3'35I |

Paszword: |“"“" |

Confirm Passwaord: |-o-..... |

Domair: | |

Include “indows Logon Domain with User Mame

Ma Metwork Connection Unlesz User |z Logged In

Authentication Timeout Value [in seconds)

I ak, ] ’ Cancel ]

Hinh 95
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Pién thong tin username va password, nhan OK (hinh 95).

Két qua (hinh 96).

| Cisco Aironet Desktop Utility - Current Profile: test_| EAP
Action Options  Help

Current Statuz | Profile Management | Diagnu:ustiu:s|

Drefalt [ Mew... ]
|dzer
wlan3--abc [ Modify... ]
Remove
Activate
Detailz
Metwiork Tope: Infraztructure [ — ]
Security Mode: LEAF =
Metwork, Mame 1 [SS101]; vlanz [ Expaort... ]
Metwork. Mame 2 [SSID2]; <emply L e ]
Metwark Mame 3 [S5103); <emptys —
Aukn Select Profiles [ Order Prafiles... ]

Hinh 96

Két ndi thanh cong (hinh 97).

LEAP Authentication Status n !.H

Card Mame:  Cizco Aironet 802,11 a/b/g Wirelesz Adapter
Profile Mame:  test_LEAP

Steps Status

1. Starting LEAP Authentication Success

2. Checking Link Status Success

3. Renewing P address Success

4. Detecting 1P Frame Tupe Success

5. Finding Domain Controller Skipped becauze the domain name waz not configured

[~ Show minimized nest time

Hinh 97
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Kiém tra két qua bang 1énh C:\>ipconfig /all trong cira s6 cmd ctia Window (hinh 98).

e DIAWINDOWSisystem32wmd. exe

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H

IPF Address. . . . . - - 18.215.219.44
Subnet Mask . . . - - 255.255.255.8

IP Address. . . . - - fecH:-:1x2

IPF Address. . . . - - 280 i

IF Address. . . . - - feBA::21a:92ff:fe?2:999dx4
Default Gateway . - - 18.215.219.254

Ethernet adapter Wireless MHetwork Connection:

Connection—specific DNS Suffix
IP Address. . .

Subnet Mask . . - .
IPF Address. - . - . .
Default Gateway . . .

. = 192.168.2.4

- 255.255.255.8

- feBA::240:26ff :feh2:hde5x5
. = 172.168.2.254

Tunnel adapter Teredo Tunneling Pseudo—Interface:
Connection—specific DNS Suffix .
IP Address. . . - - . . -« . - . . feB@::5445:5245 :444f »6
Default Gateway . - . . . . . . .

Tunnel adapter Automatic Tunneling Pseudo—Interface:

BEE
[« |

Hinh 98
Ping kiém tra két qua (hinh 99).

D:AWINDOWSisystem32emd. exe
Default Gateway - . . . . . . -

D:~Documents and Settings“Administrator>
“Documents and Settings“Administrator>
»Jocumentsz and Settings“Adminisztrator>
»Jocumentsz and Settings“Administrator>
xJDocuments and Settings“Administrator?
:wDocuments and Settings~Adminisztrator>
»Jocuments and Settings“Administrator>cd

D:~>ping 192.168.2.254

Pinging 192.168_2_.254 with 32 bytes of data

Reply from 192.168.2.254: bytes=32 time=6ms TTL=255
192.168.2_254: bytes=32 time=Zms TTL=25%
192.168.2_.254: bytes=32 time=Zms TTL=255

Reply from 192 _168_.2_.25%4: hytes=32 time=2ms TTL=255%

Ping statistics for 192.168._.2_254:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 2Zms. Maximum = 6ms. Average = 3ms

Dz~
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