Cau hinh co ban véi ASDM

File View Tools Wizards Window Help [Type kopic ko szarch

G Configuration

@ Home

Q Monitaring | LB Save G Refresh | o Back \-) Forward | @ Help |

Go
N
l cisco

Device Setup

=1

E 09 Startup Wizard

B2 Intarfaces

4%’ Routing

99 Device Mame[Password
@ System Time

&) Device Setup

% Firewsll

Remote Access VPN

H Site-to-Site VPN

EE

@ Device Management

Configuration changes saved successfully.

%

Configuration = Device Setup > Device Name /Password

Hostname and Domain Name

Hostname: n5n|

Domain Name: lucandat.dema

Enable Password

Change the privileged mode password,

Old Password:

MNew Password: sassessane

Confirm New Passward: .

Telnet Password

Change the password to access the console of the security appliance,

Old Password: LT

New Passward: .

Confirm New Passward: | ssssssssss

m}

<admin:> 15 @ E

1/1/03 1:01:07 AMUTC




cau hinh vai CLI

B | ciscoasa - HyperTerminal

File Edit View Call Transfer Help
D= & DH

no ip address
!

interface EthernetB/2
shutdown

no nameif

no security-level
'no ip address

interface EthernetB/3
shutdown

no nameif

no securlty-level
'no ip address

interface Managementd/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
management-only
ciscoasalconfig)# hostname ASA
ASA{config)# domain-name lucandat.demo
ASA{config)# enable password ciscoasa level 15
ASA{config)# passwd ciscoasa
ASA{configl#

Connected 0:05:49 Auto detect 9600 8-MN-1

m




Kiém tra hostname va domain name véi ASDMS

.
(R Cisco ASDM 7.1 for ASA - 19265, 1 T —

IPsec: O

Clientless 5L VPN: 0

AnyConnect Client: 0

| System Resources Status

Details

Ponsessons || tofhestons
H

File View Tools Wizards Window Help [[yoe tapic fo search & thah
' ' ]
) . I P g
Home | 3%, Configurati E“]Mnu |Bs Refesh|osdu,)|= d| H |
|@ lome | (37 Configuration | "] Monitating ave G i{ El OFWaK ? elp CIsCO
3 m}
b=}
E  Devi d % Firewall Dashboard I’@I Intrusion Prevention I
g Device Information Interface Status =
El General | Licensa Interface IP Address/Mask Ling Link: Kbps
management 192.168.1.1/24 u u| 5
Host Name:  ASA.ucandat.demo < I Ow O w
| ASA Version:  8.2(2) Device Uptime: 0d 1h 11m 37s
W ASDM Version: 7.1(3) Device Type:  ASA 5510, 5SM-10
N Firewall Mode: Routed Context Mode: Single
i
Total Flash: 256 MB Total Memory: 256 MB
(|
i Select an inkerface to view input and output Kbps

mn

Connections Per Second Usage

1

ASDM logging is disabled. To enable ASDM logging with informational level, click the button below.

Enable Logging

<admin:> 15

2L

CPU Usage (percent)
W 100
H
W s 50 01:.08 01:09 01:10 01:11 o112
| M UcP: 0 M TCP: 0 I Total 0
i
01:12:37
[l a 'management’ Interface Traffic Usage (Kbps)
[ Wemoary Usage (MB]
15
! 200
10
f L] e n e
(| =
fl Latest ASDM Syslog Oog 7 X
(|
(|

1/1/03 1:12:37 AMUTC

= =

e

—




Ki€m tra hostname va domain name véi CLI

-
B ' ciscoasa - HyperTerminal

File Edit View Call Transfer Help
D= & DH

no nameif

no security-level
no ip address

'

interface EthernetB/3

shutdown

no nameif

ji | no security-level
'no ip address

| interface ManagementB/08
nameif management

security-level 100

ip address 192.168.1.1 255.255.255.08
management-only
ciscoasalconfig)# hostname ASA
ASA{config)# domain-name lucandat.demo
ASA{config)# enable password ciscoasa level 15
ASA{config)# passwd ciscoasa
ASA({config)# show hostname
ASA
ASA{config)# show run domain
!l [lucandat.demo
ASA{config)# _

m

Connected 0:10:29 Auto detect 9600 8-MN-1




Kiém tra chirng thuc véi CLI

-
B ASA - HyperTerminal

File Edit View Call

Transfer Help

ASA# disable
ASA> enable

ASA# _

Password: sxxx=ssxsxx

| |Connected 0:00:18

Auto detect 9600 8-N-1 SCROLL

—




af ﬂ Management Access

af @ Licensing

¥l 38 System Image/Configuration
- High Availability and Scalability
#-Z| Logging

Smart Call-Home

- {ﬁ Users|AAl

H-[23) Certificate Management

- fff' DHCP

e DNS
o

o) Dynamic DNS
[ Advanced

G-

-

m

Configuration changes saved successfully.

Kich hoat DNS Client trén céng inside

——
[ Cisco ASDM 7.1 fo 192 [ o 3

Configuration :- Device Management > DNS > DNS Client.

ype topic ko search

N
cisco

Specify haw to resclve DNS requests,

DMS Setup
@

Primary DM5 Server:

[192.168.10.1

Secondary Servers:

Damain Mame: lucandat. dema

() Configure multiple DNS server graups

DNS Lookup
To configure DNS, enable DNS lookup on at least one interface,

Interface DS Enablzd

managemant False
outside False
DMS Guard

This function enforces one DNS response per guery. IF DNS inspection is configured, this aption is ignared on that interface.

Enable DNS Guard on all interfaces.

e B

<admin:> 15 |

[1/1/03 1:22:17 amUTE |




C&u hinh DNS vai CLI

B | ASA - HyperTerminal

File Edit View Call Transfer Help

0= & 0B &

ASA(config)# dns domain-lookup inside

ASA{config)# dns server—group Defaul tDNS
ASA({config-dns-server-group)# domain—-name lucandat.demo
ASA{config-dns-server—group)# name-server 192.168.10.1
ASA{ config-dns-server-group)#

Connected 0:01:22 Auto detect 9600 8-MN-1




o
(D>,
3

—+

ra cac tap tin hé théng véi ASDM

ype topic ko search

af ﬂ Managem
af @ Licensing

q Mew Directory. .. |& File Transfer v|j Mounk Pmnts|

£ System I
- High Availl |  Folders

Logging B I
Smart: Cal o
q
f- ] Users Al (3 crypto_archive
-2 Certificats (1 coredumpinfa
H-ff§ DHCP

."%:%5 I
o DY

[ Advance

Flash Space:
Tokal: 255,582, 206 bytes
Available: 220,504,064 bytes

Fr

ooy
S

Files
Path: diski:
> T

FilzMame Size (bytes) Date Modifizd Status

(1 coredumpinfa 01/01/03 00:22:56

[ crypto_archive 03/17]12 07:18:04

[leg 03/17/12 07:17:36
8_0_2_0_startup_cfg.sav 1,968 01/01/03 00:22:56
353822-k8.bin 16,459,776 01/01/03 01:37:50
nat_ident_migrats 1] 01/01/03 00:22:54

upgrade_startup_errors_. .. 1,138

01/01/03 00:22:56

<admin:> 15 |

e

e |
(&=%]

(g——
(T8 Cisco ASDM 7.1 for ASA - 192,165,110 e S (e = Ao
X N i

N
cisco

[1/1/03 1:34:37 aMUTE




Kiém tra file system vdi CLI

B | ASA - HyperTerminal

i |

File Edit View Call Transfer Help
D= & DH

ASA({config)#
Directory of
3 drwx
12 drwsx
89 -rwx
90 -rux
13 drwsx
9 “rux
22 .1og

a2 -rwx
93 “rux

Directory of

1 —_—

ASA{config)#

dir all
diskB:/

4096
4096
0

1968
4096
1138

164059776
18097844

system:/

8

01l:
a1:

259582208 bytes total (220504064 bytes free)

Mar
Mar
Jan
Jan
Jan
Jan

Jan
Jan

2012
2012
2003
2003
2003
2003

2003
2003

00:00:00 Jan 81 1970

Ho space information available

log

crypto_archive

nat_ident_migrate

8_P0_2 0 _startup_cfg.sav
coredumpinfo
upgrade_startup_errors_2003010100

asaB822-k8.bin
asdm-713 .bin

running-config

Auto detect

9600 8-M-1

Connected 0:00:16




Ki€m tra th& tu boot order clia 10S

ype topic ko search

N
cisco

m}

ﬂ ﬂanagement Access Boot Configuration
@ Licensing

y System Image/Configuration Configure boot images From an external TFTP server and Flash File system. Up to Four images can be configured For the boot syskem,
43} Auto Update

Only ane TFTP boot image can be configured. The TFTP baoat image, if configured, must be the first image in the list,
Y500t Imai

Boot Order Boat Image Location Add

@ High Availability and Scalability

Logong
Smart Call-Home

k- i

-@ Certificate Managemeant
DHCP

DNS Mowve Down

4, Advanced

Boot Canfiguration File Path: | | [ Browse Flash. .. ]

ASDM Image Configuration
ASDM Image File Path: |diskﬂ:]asdm-?13.bin | [ Browse Flash. .. ]

[1/1/03 1:40:07 aMUTE

Device configuration loaded successfully. <admin= 15 | |@ ‘E' | |
=




Khai bao 10S sé& boot khi khai déng ASA vai CLI

-
B ASA - HyperTerminal .

File Edit View Call Transfer Help
D @ & DB

ASA(config)# boot system diskB:/a=a822-k8 . bin_

|
|
[
[
I|C0nnected 0:00:10 Auto detect 9600 8-M-1 SCROLL | CAPS | NUM | Capture | Print echo
e J




Cap nhat ASDM

ﬂ Management Access

@ Licensing

ﬂ System Image/Configuration
43} Auto Update

500t Image|Configuration
@ High Availability and Scalability
Logging

Smart Call-Home

{E Users[AAA

B certificate Management
DHCP

DNS

4, Advanced

ype topic ko search

= ation > Boot Image/Configuration

N
cisco

m}

Boot Configuration

Configure boot images From an external TFTP server and Flash File system. Up to Four images can be configured For the boot syskem,
Only ane TFTP boot image can be configured. The TFTP baoat image, if configured, must be the first image in the list,

Boot Order Boat Image Location

k8. bin

Upgrade Software

Upload a file from local computer ko flash File system on the device, The upload process might kake 3 few

[ ed
Delete
[ movepown |

minutes. Please wait For the operation to finish.

|[ Browse Flash... ]

Image ko Upload: [ASDM - ]

|| Local File path: |D:150Ftwara hvlASA)asdm-643.bin | Browse Lacal Files... |

|[ Browse Flash... ]

Flash File System Path: |disk0:fasdm—649.bin

I

Browse Flash... ]

[ Upload Image ][ Close

J

Heo

Device configuration loaded successfully.

<admin:>

EH

[1/1/03 1:44:07 aMUTE

15 |
-




Kiém tra active-key va cap nhat key véi ASDM

ype topic to search
e ton alrfi
ing | |, & » % cisco
e = o
=]
: H iﬁ, ﬂanagement Access Permanent Activation Key
= |IIE] @ Licensing .
2 @ [Activation key Serial No.: IMK1237L194
El | Shared S5L VPN Licenses Permanent Activation Key: 0x7524c555 0x20005cc2 0x391268ec 0xc8c85458 0xc00fdagh
y System Image /Configuration
g Auto Update Mew Activation Key
| %} Boot Image Configuration Configure a new activation key faor the device. It will take effect after the next reload.
(| ﬁ High Availability and Scalability New Activation Key: “
fl Logging
smart Call-Home = .
| {ﬁ Usersjann Effective Running Licenses
: ) Certificate Management License Feature License Valuz License Duration
ll Device license Security Plus
f 7 Advanced Max!mum Physical Inkerfaces Unlimited
Maximum VLANs 100
! Insidz Hosts Unlimitzd
(| Failover Active/Active
i VPN-DES Enabled
| WPMN-3DES-AES Enabled
| Security Contexts 5
[l GTPJGPRS Disabled
[l S5L VPM Pears 10000
Total VPN Peers 250
: Shared Licznse Enabled
AnyConnect for Mabile Enabled
i AnyConnect for Cisco VPN Phone Enabled
i AnyConnect Essentials Enabled
U Advanced Endpoint Assessment Enabled
| UC Phane Praoxy Sessions 5000
[l Total UC Proxy Sessions 10000
fl Botnet Traffic Filter Enabled
I
I
i
. .
| ‘ |<admm> |15 | |@‘E| | | |1111031:4s:37murc |
kL ———— e — ——




Kiém tra va cap nhap active-key v&i CLI

B | ASA - HyperTerminal

- — —— -

File Edit View Call Transfer Help
D= & DH

abling GTP/GPRS.

Licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum YLANs : 160
Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts )
GTP/GPRS : Disabled
SSL VPN Peers : 10000
Total WYPN Peers ;2008
Shared License : Enabled
AnvConnect for Mobile : Enabled
AnyConnect for Cisco YPN Phone : Enabled
AnvConnect Essentials : Enabled
Advanced Endpoint Assessment : Enabled
UC Phone Proxy Sessions : oboa
Total UC Proxy Sessions : 10080
Botnet Traffic Filter : Enabled
This platform has an ASA 5510 Security Plus license.
{——= More ——->_

m

Connected 0:05:12 Auto detect 9600 8-MN-1




Kich hoat cho phép truy cdp ASDM qua giao dién web giao thirc https

hvpe topic ko search

== Device =

Access > ASDM/HTTPS /Telnet/55H

Specify the addresses of all hosts/networks which are allowed to access the ASA using ASDM[HTTPS| Telnet [S5H.

N
cisco

m}

Type

n | Device List

i File Access
e ICMP
(a':j- Management Interface
I3 Sump
3 Management Access Rules
-3 Licensing
-5 System Image Configuration
High Availability and Scalability
Logging
Smart Call-Home
ﬂ Users|AAA
-[E3 Certificate Management

Http Settings

7 Advanced
Port Numnber:

Idle Timaout:

Interfaces:

Enable HTTP Seru(|

Session Timeout:

Require client certificate to access ASDM on tHe Folowl’ i F

Telnet Settings

Inkerface

IP Address

.

. Edit Device Access Configuration

Access Type:

Interface Mame: [managament

MaskjPrefix Length

Add

IPAddress:  |192.168.1.0
Mask: 255.255.255.0
[ oK ] [ Cancel ] [ Help ]

Telnzt Timeout:

minukes

55H Settings

S5H Timeout:

Allowed 55H Version(s):

1 I

[1/1/03 1:50:37 amUTE




Kich hoat giao thirc http dé truy cap ASDM qua giao dién wweb

-

B ASA - HyperTerminal
File Edit View Call Transfer Help

| ) |

ASA(config)# http server enable
ASA{config)# http 192.168.1.8 255.255.255.0 management
ASA{config)# _

Connected 0:00:21 Auto detect 9600 8-M-1 SCROLL | cAPS | NUM | Capture | Print echo




C4u hinh no management-only trén ASDM

General | Advanced | IPve

ype topic ko search

-
2 Routing Hardware Port:
@9 Device Mame[Password

©) System Time Interface Name:
N Security Level:

Dedicate this interface to management only

Management0/0 [ Configure Hardware Froperties. ..

Enable Interface

1P Address
(@ Use Static IP (7) Obtain Address via DHCP () Use PPPoE

IP Address:  |192,168.1.1
Subnet Mask: |255,255,255.0 -

Description:

N
cisco

m}

Member

Mo
No
No
Mo

<admin:> 15

| |

[1/1/03 2:03:04 AMUTE




C4u hinh vai dong 1énh

-
i‘_ ASA - HyperTerminal — -

File Edit View Call Transfer Help

ASA(config)# interface management 8/0
ASA{config-if }# no management-only
ASA{config-if)# _

Connected 0:00:15 Auto detect 9600 &-M-1 SCROLL | CAPS

NUM

Capture

Print echo

L8




C4u hinh cho phép telnet

fiquration > Devi

Access = ASDM/HTTPS /Telnet/SSH

Command Line (CLI)
i File Access
e ICMP
(a':j- Management Interface
I3 Sump
3 Management Access Rules
-3 Licensing
-5 System Image Configuration
High Availability and Scalability
Logging
Smart Call-Home
ﬂ Users|AAA
-[E3 Certificate Management

n 7| Devica List

7 Advanced

Specify the addresses of all hosts/networks which are allowed to access the ASA using ASDM[HTTPS| Telnet [S5H.

N
cisco

m}

Type

Inkerface

IP Address

.

Http Settings
Enable HTTP Seru(|

Port Numnber:

Idle Timaout:

Session Timeout:

Mask:

Interface Mame: [management

Add

IPAddress:  |192.168.1.0

255.255.255.0

J [ Cancel

J

Require client certificate to access

Interfaces: ‘

Telnet Settings

Telnzt Timeout:

minukes

55H Settings
Allowed 55H Version(s):

S5H Timeout:

|<adm\n> |15

[1/1/03 2:09:41 aMUTE




C4u hinh cho phép telnet véi CLI

- -
B | ASA - HyperTerminal

-_— e W

File Edit View Call Transfer Help

ciscoasalconfig)# telnet 192.168.1.0 255.255.255.0 management _

Connected 0:00:07 Auto detect 9600 8-MN-1 SCROLL CAPS | NUM | Capture | Print echo




Xod key RSA mdc dinh

i — h
File Edit View Call Transfer Help
D @ & DB

ciscoasalconfig)# crupto key zeroize rsa default

WARNING: The default key pair will be removed

WARNING: A1l dewice digital certificates issued using these keys will also be re
moved and

the associated trustpoints mayv not function correctly.

Do you really want to remove these keys? [yes/nol: y
ciscoasalconfig)# _

Connected 0:00:26 Auto detect 9600 8-M-1 SCROLL | CAPS | NUM | Capture | Print echo




Tao key rsa méi

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D= & DH

ciscoasalconfig)# crupto key generate rsa modulus 2048
INFO: The name for the keys will be: <Defaul t-RSA-Key>
Kevpair generation process begin. Please wait. ..
ciscoasalconfig)# ssh version 2

ciscoasalconfig)# ssh 192.168.1.8 255.255.255.0 management
ciscoasalconfig)# wr

Building configuration...
Cryptochecksum: 94d019da 8116batl 2047c2te Tc2fo893

%gg} bytes copied in 3.410 secs (843 bytes/sec)

ciscoasalconfigl# _

Connected 0:00:59 Auto detect 9600 8-MN-1




Kich hoat ssh
(T Cisco ASDM 7.8 for ASA - 10206811 (= =N

Fi e nals fizards Mindo Help ype topic ko search )

N
cisco

m}

——

Delste

%:} Management Interface
g, SNMP
3 Management Access Rules

- ﬁ icensing
- g System Image/Configuration
g
- High Availability and Scalability Edit Device Access Configuration
[ Logging
Smart Call-Home

[]'!E Users/AAA Access Type: () ASDMJHTTPS () Telnet @
[+-[E Certificate Management Interface Name: [man
F-ff# DHCP Hitp Settings gemen:
= DNS Enable HTTE serd)| P Addess: 192.188.1.0
=g Advanced oort N Mask: 258.255.255.0

'art Number:

Idle Timaout:

Session Timeout:

Require client certificate

Interfaces: ‘ - |

Telnet Settings

Telnzt Timeout: minukes

55H Settings
Allowed 55H Version(s):

S5H Timeout:

<admin 15 | |@‘ || | |1J11032:17:51murc

= = ——




Tao user cho phép truy cap ASDM

iﬁ’ Management Access

w Licensing
-3 Syskem Image /Configuration

High Availability and Scalability

48] Logging
Smart Call-Home
= {ﬁ Users|AAl
ﬂ AAA Server Groups
55 LDAP Attribute Map
& Authentication Prompt
ik AAA Access
ik Dynamic Access Policies
B User Accoun
=-[E Certificatz Management
% Identity Certificates
£y CA Certificates
-fig DHCP
- DNS
Advanced

hype topic ko search

= Users/AAA > User Accounts

Create entries in the ASA local user database.

N
cisco

m}

Username: |Iucandat| |
Password: |""“*** |

Confirm Password: |***** |

User authenticated using MSCHAP

m

Access Restriction
Select one of the options below to restrick ASDM, S5H, Telnet and Console access.
Mote: All users have network access, regardless of these settings.

(@ Full access(ASDM, 55H, Telnet and Console)

Privilege level is used with command suthorization.

Privilege Level:
(") CLI login prompt: for 55H, Telnet and console (no ASDM access)

This setting is effective only if "aaa authentication http console LOCAL" command is confi
() Mo ASDM, S5H, Telnet or Console access

This setting is effective only i "aaa authentication http console LOCAL" and "aaa authori:

4 ] | 3

| .Next .Previnus

‘ Find: ‘

[ OK ] [ Cancel

J

Configuration changes saved successfully.

Edit

s |

@ |

[1/1/03 2:26:41 aMUTE

=




Tao user bang CLI

' — B
K, .  — — — A - — —— W u_lg
[ ASA - HyperTerminal C=_LC1
File Edit View Call Transfer Help
D @ & D&
ciscoasalconfig)# username lucandat password cisco privilege 15
ciscoasalconfigl# _
|
lConnectedﬂ:ﬂO:lS Aute detect 9600 B-M-1 SCROLL | cAPS | NUM | Capture | Print echo 1




Tao AAA Server GROUP

[t R R Tl e
iﬁ’ Management Access
y Licensing
-3 Syskem Image /Configuration
- High Availability and Scalability
48] Logging
Smart Call-Home
= {ﬁ Users|AAl

n 7| Devica List

55 LDAP Attribute Map
& Authentication Prompt
ik AAA Access

ik Dynamic Access Policies
LA User Accounts

=-[E Certificatz Management
% Identity Certificates
£y CA Certificates

DHCP

DNS

L Advanced

Device configuration loaded successfully.

)
8 Cisco ASDM 7.1 for ASA - 18210B.LL e B = 8 R

hype topic ko search

Confi ion > Device

AAA Server Groups

N
cisco

Server Group

Protocal AccountingMode  Reactivation Mode

pocaL | | I |

Dead Time

Servers in the Sek

Server Name or If

-
[E) Add AAA Server Group

Accounting Made:;

Simultaneous Single

Reeactivation Mode: Depletion Timed

minutes

Dead Time:

Max Failed Attempts:

I QK I[ Cancel H Help

Max Failed Attempts

Add
e
[ Delete |
T
| MoveDown |
e

‘ F|nd:|

| @ © [ match Case

LDAP Attribute Map

4

‘ |<adm\n>

is

e

[1j1/03 2:32:31 aMUTE




Chirng thwc truy cap5 vaoi tacacs

[E) Cisco ASDM 7.1 for ASA - 192.168.1.

Type bopic ko search Gao
N
cisco
Device Management o' B | Confi ion > Device = Users/AAA > AAA Access > Authentication m]
iﬁ’ Management Access

y Licensing Authentication | Authorization I Accounting

g System Image/Configuration

High Availability and Scalability Enable authentication For administrator access to the ASA,
48] Logging

n 1| Devica List

Smart Call-Home Require authentication to allow use of privileged mode commands

-'{E_USEVSIW Enable Server Group:
AAA Server Groups

55 LDAP Attribute Map

& Authentication Prompt

o

H B::f:lccc:::te:s Policies Serial Server Group:

—-[E Certificate Management S5H Server Graup:

% Identity Certificates

£y CA Certificates

DHCP

DNS

L Advanced

Use LOCAL when server group Fails

Require authentication for the following types of connections

HTTP/ASDM Server Group:

/| Use LOCAL when server group Fails
Use LOCAL when server group Fails

Use LOCAL when server group Fails

Server Group Use LOCAL when server group Fails

Configuration changes saved successfully.

|<adm\n> |15 | |@‘E| | |

[1/1/03 2:33:01 AMUTE




Khoi phuc mat khdu bang cach nhan ESC hay Break khi khéi dong ASA

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D= & DH

rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1> confreg 0x41

Update Config Register {0x41) in NVRAM. ..

rommon #2> boot
Launching BootlLoader. ..
Default configuration file contains 1 entry.

Searching / for images to hoot.

Loading /asa822-k8.bin... Booting...
Platform ASAS510
Loading. ..

m

Connected 0:09:14 Auto detect 9600 8-MN-1 CAPS




Giao dién sau khi phuc hdi password

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D= & DH

http://www . cisco.com/wwl/export/cryptoftool/starg.html

If you require further assistance please contact us by
sending email to export@cisco.com.

Copyright (c) 1996-2010 by Cisco Svstems, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

{c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

{c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
178 YHest Tasman Drive
San Jose, California 95134-1706

Ignoring startup configuration as instructed by configuration register.
Type help or '?’ for a list of available commands.
clscoasar> _

m

Connected 0:12:08 Auto detect 9600 8-MN-1 CAPS




C4au hinh cho phép lan sau khéi dong binh thuong

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D= & DH

ciscoasa[config)# config-register Bxl
ciscoasalconfig)# wr
Building configuration. ..

Cryptochecksum: a72d1do8 51df172b ebelelide b2b3ce98

%EE? bytes copied in 3.398 secs {692 bytes/sec)

ciscoasalconfig)# _

Connected 0:00:17 Auto detect 9600 8-MN-1




C4u hinh ngan chan service password-recovery

B | ASA - HyperTerminal | = | E &]

File Edit View Call Transfer Help
D= & DH

ciscoasalconfig)# no service password-recovery

WARNING: Executing "no service password-recovery” has disabled the
password recovery mechanism and disabled access to ROMMON. The only
means of recovering from lost or forgotten passwords will be for ROMMON
to erase all file systems including configuration files and images.

You should make a backup of vour configuration and have a mechanism to
restore images from the ROMMON command line.

ciscoasalconfig)# _
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Sau khi cau hinh no service password-recovery, ASA bat budc user phai xoa tat ca cau hinh.

B | ASA - HyperTerminal | = | E ﬂh]

File Edit View Call Transfer Help
D= & DH

Launch BIOS Extension to setup ROMMON
Cisco Systems ROMMON VYersion (1.8(11)4) #0: Fri Mar 21 17:35:35 PDT 2008
Platform ASAS510

PASSWORD RECOVERY FUNCTIOMALITY IS DISABLED
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

Boot interrupted.

Management@®/0
Link is UP

MAC Address: 0021.d8ch.e342

WARNING: Password recovery and ROMMON command line access has been
disabled by your security policy. Choosing YES below will cause ALL
configurations, passwords, images, and files systems to be erased.

ROMMON command line access will be re-enabled, and a new image must be
downloaded via ROMMON .

m

Erase all file systems? v/n [nl: _
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ASA kh&i dong lai

B | ASA - HyperTerminal | = | E i?_]

File Edit View Call Transfer Help
D= & DH

downloaded via ROMMON .
Erase all file systems? v/n [nl: vy

Permanently erase Disk®: and Diskl:? v/n [nl: n
Launching BootlLoader. ..
Default configuration file contains 1 entry.

Searching / for images to hoot.

Loading fasa822-k8.bin... Booting...
Platform ASAS510

Loading. ..

dosfsck 2.11, 12 Mar 2005, FAT32, LFH
Starting check/repair pass.

Starting verification pass.

fdev/hdal: 114 fTiles, 13186/62398 clusters
dosfsck{/dev/hdal) returned @

Set "tapB’ persistent and owned by uid @
10 memory 53248000 bytes

Egocessor memory 132104192, Reserved memory: 41943040 (DSOs: B + kernel: 4194304

m
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ASA sau khi boot xong s& tr& lai giao dién cdu hinh mac dinh khéng cé password

—
# | ASA - HyperTerminal =
File Edit View Call Transfer Help
D= & DH

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

{c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

{c) (1) (i1) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
178 YHest Tasman Drive

San Jose, California 95134-1706

tryptochecksum (unchanged) : 28745652 d7094a32 42e8baad ad9b5072
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WARNING: AnyConnect Essentials license active. Basic VPN support is
in effect. For specific details, please refer to Cisco AnvConnect VPN
Client Administrator Guide.
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Tvpe help or °?’ for a list of available commands.
ciscoasa’> en

Password:

ciscoasalt _

m
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