MJi dong ASA déu c6 hon mot cong interface dé két ndi vao mang va
c6 thé kiém soat traffic di qua. Cac cong interface co thé 1a cong vat Iy,
hay cong logic.

Hon nita, dé kiém soat traffic, mdi cong interface phai dugc cau hinh véi
ba thudc tinh sau: tén cong interface, dia chi IP va mat na mang con, va
cap d6 bao mat security level.

Cau hinh cong vat ly

Xem danh sach céc cong

| [ Cisco ASDM 7.1 for ASA - 192.168.1.

File View Tools Wizards Window Help f voe topic to search & il
- ] ] ]
@ Home C) Configuration [i’“] Manitaring | IB Save @ Refresh | o Back O Forward | ? Help | CISCO
Device Setup o 7 Configuration = Device Setup = Interfaces O
(P Starkup Wizard
=] Interface Mame State SR IF Address Subnet Mask Group Type [Add—v]
[#-+5+ Routing Level Prefix Length
L =
2 Device NamePassnord s I T I N N S
@ System Time Ethernetd)1 Disabled Hardwal
i =g EtherChannel Ethernetd/2 Disabled Hardwal Delete
Ethernetd/3 Disabled Hardwal
Management0)0 manage...  Enabled 100 192.168.1.1 255.255.255.0 Hardwal

— .
&) Device Setup
gﬂ. Firewall

4| n | 5
Remote Access VPN
— [ Enable traffic between two or more interfaces which are canfigured with same security levels
Site-to-Site VPN

[~] Enable traffic between twao or more hosts connected to the same interface

| Device configuration refreshed successFully. <admin: 15 FE%: E 1/1/03 12:41:29 AM UTC ;

= —

@) Device Management
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File Edit View Call Transfer Help
D =3 DO

Device Manager Version 7.1(3)

Compiled on Hed 28-How-12 18:38 by builders
System image Tile 1s "disk®:/asa911-k8.bin”
Config file at boot was “startup-config”

ciscoasa up 39 mins 19 secs

Hardware: ASASS10, 1624 HB RAM, CPU Pentium & Celeron 1660 HHz,
Internal ATA Compact Flash, 256MB
BIOS Flash MSBFYWO80 @ 0xfffoono0, 1024KB

Encryption hardware device : Cisco ASA-559xx on- board accelerator (revision 0u0)

Boot microcode : CN1606-HC-BOOT-2.060
SSL/IKE microcode : CHLite-MC-5S5Lm-PLUS-2.03
IPSec microcode : CNlite-HC-IPSECm-MAIN-2.08
Number of accelerators: 1
0: Ext: Ethernetf/0@ : address 1s 0021 .a0af.eala, irq 9
1: Ext: EthernetB/1 : address is 0821 .a@af .ealb, irq 9 E
2: Ext: EthernetB/2? : address is 0021 .a0af.ealc, irq 9
3: Ext: Ethernet®/3 : address 1s 0021.a0af.eald, irq 9
4: Ext: ManagementB/0 : address is 0821 .a0af.eal9, irqg 11
{—— Wore —->_
Connected 0:01:35 Auto detect 9600 8-M-1

Trudc khi cau hinh cac cong interface, ta nén liét ké danh sach céc cong.
trong danh séch, toi thiéu phai c6 mot cong 6 vai trd inside va mot cong
c6 vai tro outside.

Cau hinh mac dinh




M6t vai cong duoc cau hinh mac dinh sén trong nha may. Ta cd thé

ding Iénh show nameif dé xem tén cua cong interface.
o~
File Edit View Call Transfer Help

b= & OB

Other YPH Peers ;208 perpetual
Total YPH Peers : 250 perpetual
Shared License : Enabled perpetual
AnvConnect for HMobile : Enabled perpetual
AnyConnect for Cisco YPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions - 108 perpetual
Total UC Proxy Sessions : 100 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JHX1388L1PE

Ezggé?g2Permanent Activation Key: Bxcf32fabl Ox4012adéb 0x0552409¢ Oxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable_15 at 00:28:13.789 UTC YWed Jan 1 2003

ciscoasat show nameif

Interface Hame Security
ManagementB/0 management 160 -
c;scoasa#
ciscoasal _
Connected 0:00:42 Auto detect 9600 8-M-1

Cac dong ASA 5510 trd 18n ¢ mét cong management 0/0, mic dinh c6
tén la management.

CAu hinh cé4c tham sé trén cong vat ly



r : | 5%
@ Edit Interface ey |

General | advanced | IPvG

Hardware Part:  Ethernet0[0 [ Configure Hardware Properties. ..

Interface Mame: | |

Security Level: I:I

Dedicate this interface ko management anly

P
Channel Group: m Hardware Properties u

Enable Inter]
Hardware Pork: Ethernetd/0
IP Address ——
(@) Use Static)
Media Type: ’R:HE
IP Address: e
Subnet Mask: Duplex: ’F“" E
fiaar 1000 o MBits]s
Cancel

Description: |_

[ (a4 ][ Cancel ][ Help




B " ASA - HyperTerminal . | =AY ﬁ]
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AnyConnect for Cisco YPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions : 108 perpetual
Total UC Proxy Sessions : 108 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JMH13B8L1PE

Ezggé?g2Permanent Activation Key: Bucf32fabl Bx4B12adbb 0x0552409c Bxcdd8fclc O
a

Configuration register is 0x2001

Configuration last modified by enable_15 at 08:48:15.759 UTC YWed Jan 1 2003

ciscoasalt show nameif

il [Interface Name Security

ManagementB/0 management 160

ciscoasa# conf t

ciscoasalconfigl# int e0/1

ciscoasalconfig-if)}# speed 1000

ciscoasalconfig-if)# duplex full

ciscoasalconfig-if)# no shut

ciscoasalconfig-ifI# _

m

Connected 0:01:44 Auto detect 9600 8-N-1

Cac cong interface co thé ty dong dong bo veé toc do speed va tu dong
thuong luong duplex mode hoic ¢6 thé cau hinh thu cong toc d6 10,
100, hay 1000 Mbps ciing nhu full duplex hay half duplex.

Mic dinh, cac cong vat 1y déu chua duoc bat, nén khi cau hinh cong phai
ding 1énh no shutdown dé bat cac cong nay 1én va ding Iénh shutdown
dé tit cac cong nay lai.

Ngoai ra, cac cong interface con phai duoc cau hinh thém cac théng s6
nhu: tén cong, mac d6 bao mat va dia chi IP.




Géan cong interface vao VLANSs

General | Advanced | IPvE

Hardware Port: [Ethernetﬂm - ]

VLAN ID:
Subinterface ID:

Interface Mame: |\rlan3 |

Security Level;

Dedicate this interface ko management anly

Channel Group: I:I

Enable Interface

IP Address
(@) Use Skatic IP () Obtain Address via DHCP (7)) Use PPPoE

-~
IP Address: | 10.0.0.1] |
Subnet Mask: |255.0.0.0 - =
i
Description:

l oK I [ Cancel

J

Help




Cau hinh cong dyu phong redundancy

-
E Add Redundant Interface
l’—.
i| | General | Advanced | IPvE

Redundant ID:
I Primary Interface: Ethernetd/1 - i

Secondary Interface:

Interface Name: | |

Security Level; I:I L

Dedicate this interface ko management anly

Channel Group: l:l

Enable Interface

IP Address

(@) Use Skatic IP () Obtain Address via DHCP (7)) Use PPPoE

-~
IF Address: | |
Subnet Mask: |255.0.0.0 - =
AL
Description:
I
I
I

l QK I[ Cancel ][ Help




[Bmomation 4 ——————————

@ ASDM received messages below when one or mare of the commands below were sent ko the ASA. [OK]

means success, [ERROR] means Failure, [INFO] means information and [WARNIMNG] means warning

[OK] Interface Ethernet0/0
Interface Ethernet0[0
[OK] no shukdawn
[OK] Interface Ethernet0)1
Interface Ethernet0)1
[OK] no shutdown
[OK] Interface Ethernetd)2
Inkerface Ethernet0)2
[OK] no shutdown
[OK] Interface redundantl
Interface redundant1
[IMFQ] member-inkerface Ethernet0) 1
security-level and IP address are cleared on Ethernet0/1.

[IMFO] member-inkerface Ethernstd) 2
security-level and IP address are cleared on Ethernetd)f2,

[OK] no shukdawn

Close




B | ASA - HyperTerminal
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UC Phone Proxy Sessions : 100 perpetual
Total UC Proxy Sessions - 108 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JMH1308L1PE

Ezggé?gzPermanent Activation Key: Bxcf32fatl Bx401Z2adbb BxB552409¢c Bxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable_15 at 81:05:56.359 UTC YWed Jan 1 2603

ciscoasat show nameif

Interface Hame Security

Management@®/0 management 106

ciscoasa# conf t

ciscoasalconfig)# int red 1

ciscoasalconfig-if)# member-int e6/1

INFO: security-level and IP address are cleared on EthernetB/1.

ciscoasalconfig-if)# member-int eB/2

INFO: security-level and IP address are cleared on Ethernetd/2.

m

ciscoasa{config-if)# no sh
ciscoasalconfig-ifI# _

Connected 0:01:42 Auto detect 9600 8-N-1

Mic dinh, mdi cong interface hoat dong doc 1ap, mdi cong c6 mot trong
hai trang théi: up hoac down. Khi & trang thai down, ASA khong thé gui
hay nhan di liéu. Vi du, néu cong caa switch két ndi véi ASA & trang
thai down s& lam cho cong trén ASA down theo.

Dé duy tri ASA Iudn & trang théi up, ta phai cau hinh cac cong interface
vat ly thanh mot cong du phong redundancy. Cong redundancy cho phép
b6 2 cong interface co cling chic ning (inside hay outside) va duogc két
ndi vai ciing mot mang. Chi ¢ mot cong & trang thai active tai 1 thoi
diém, cong con lai & trang thai standby. Ngay khi cong active bi mat két
ndi, cong standby ngay 1ap tic chuyén sang trang thai active.

Ca 2 cong interface vat Iy déu 1a thanh vién caa cong du phong
redundancy, va 2 cong nay phai ciing loai méi cé thé gom vao cong du
phong redundancy.



Cong interface dy phong ciing duoc cau hinh véi 3 thudc tinh.

Cac cong thanh vién s& khdng co thudc tinh security level va dia chi IP
vi khi nhap Iénh member-interface, ASA sé tu dong xda 2 thudc tinh
nay.

Tha tu cau hinh céc cong rat quan trong, vi cong dugc cau hinh dau tién
s& 14 cong & ché do active va cong con lai & ché do standby. Khi cong
active o trang thai down thi cong standby sé& chuyén sang trang thai
active.

Tuy nhién, khi cong active o trang down dugc chuyén sang up tré lai thi
cling khong duoc chuyén sang trang thai active. Cong chi chuyén sang
trang thai active khi mot trong hai cong c6 trang thai down.

Cong du phong sé co dia chi MAC cua cong thanh vién duoc cau hinh
dau tién ma khong can biét cong nao dang ¢ trang théi active. Ta co thé



cau hinh thu céng bang cau lénh mac-address.

# | ASA - HyperTermin.
File Edit View Call Transfer Help
D= =38 DB

ciscoasalconfig)# show nameif

Interface Hame Security
EthernetB/0 inside 108
Ethernetd/1 outside B
Ethernet®/2 dmz ]
ManagementB/0 management 160

ciscoasalconfigl# int red 1
ciscoasalconfig-if)# mac
ciscoasalconfig-if)# mac-a
ciscoasalconfig-if)# mac-address 7

interface mode commands/options:
H.H.H MAC address
cluster-pool Assign mac address pool

configure mode commands/options:
pool configure mac address pool
ciscoasalconfig-if)# mac-address _

Connected 0:06:35 Auto detect 9600 8-MN-1




C4u hinh EtherChannel

i '
[E) Add EtherChannelInterface [
General | Advanced | IPvE
Port-channel ID: 1| [ Configure Hardware Properties. .. ]

Interface Mame:

Security Level: |0
[7] Dedicate this interface to management only

Enable Interface

Available Physical Interfaces: Members in Group: 3

Ethernek0/0 Ethernetd/1

Ethernet0)2
Ethernet0/3

IP Address

(@) Use Skatic IP () Obtain Address via DHCP (7)) Use PPPoE

»

IF Address: i

Subnet Mask: | 255.0.0.0 -

m

Description:

[ (a4 ][ Cancel ][ Help ]

EtherChannel hd trg tir phién ban 8.4(1) tré 1én va duoc ding dé nhom
cac cong vat ly véi nhau thanh mot cong logic port-channel. Mdi cong
phai cuing loai, cuing téc do, cling duplex méi ¢6 thé nhém duoc.

ASA hd tro dén 8 cong active trén mot cong logic EtherChannel, tuy
nhién, ta c¢d thé cau hinh 1én dén 16 céng khac nhau mic du chi c6 8
cong & trang théi active tai mot thoi diém va c6 thé hd trg dén 48 cong



EtherChannel khac nhau.

i W’
@ Edit Inierﬁlce .E——— ﬁ
Advanced

MTU: |1500

MAC Address Cloning
Enter MAC addresses For the active and standby interfaces in hexadecimal format, Example: 0123.4567.894B.

Active MAC Address: Standby MAC Address:

Pause Frame for Flow Contraol

[7] Enable Pause Frame

Use Default Values

Low Watermark: (in Kilobyte): (0-32)

High Watermark (in Kilobyte): (0-32)

Fause Time: [0-65535)
EtherChannel

Made:

V35 ar vPC Switch ID: :-- MNang - (if applicable)

LACF Part Priority: 32768

[ (8] H Cancel H Help ]

Vi cac cong active duge bo trong EtherChannel cho nén bang thong
duoc can bang trén mot cong EtherChannel va cac traffic cling dugc can
bang tai trén cac cong active. ASA tinh toan cac gia tri hash thong qua
tiéu dé cua goi tin, dia chi MAC ngudn hay dich, dja chi IP, hay s6 port



cua UDP/TCP.

' '
() Add EtherChannelInterface 25—
Advanced | Ipye
MTU: 1500
MAC Address Cloning
Enter MAC addresses For the active and standby interfaces in hexadecimal format, Example: 0123,.4567.894B.
Active MAC Address: Standby MAC Address:
EtherChannel
Minimum Active Members: :1 - Maximum Active Members: :S -
Load Balance: :3’50urce and Destination IP P
I
| |
[ (a4 ] [ Cancel ] [ Help ]

Trudc khi cau hinh cong EtherChannel, khong can phai dit tén cong.
Sau khi cAu hinh méi dit tén va cac tham sd bao mat khac trén port-



channel.
f W ASA - HyperTenﬂi_ l =rc ﬂh-‘
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Total YPN Peers : 2508 perpetual
Shared License : Enabled perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions : 100 perpetual
Total UC Proxy Sessions - 108 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JHK1308L1PE

Ezggé?g2Permanent Activation Key: Bxcf32fabl Bx4B12adbtb 0x0552409c Bxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable 15 at 01:29:44.319 UTC Yed Jan 1 2663

ciscoasalconfig)l# int port-channel 1

ciscoasalconfig-if)# int e0/1

ciscoasalconfig-if)# channel-group 1 mode active

ciscoasalconfig-if)# int e0/2

ciscoasalconfig-if}# channel-group 1 mode active

ciscoasalconfig-ifI# _

4 | .m

Connected 0:26:09 Auto detect 9600 8-MN-1




Cau hinh VLANSs
rr ASA - HyperTerminal . | =Nn= ﬂh\

File Edit View Call Transfer Help
D= =38 DB

Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions - 108 perpetual
Total UC Proxy Sessions : 100 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Di=sabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JHX13B8L1PE

Ezggé?gzPermanent Activation Key: Bxcf32fabl Ox4012adéb 0x0552409¢ Oxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable_15 at 01:38:15.049 UTC Hed Jan 1 2003

ciscoasalt conf t

ciscoasalconfigl# int e0/3

ciscoasalconfig-if)# no shut

ciscoasalconfig-if)# int e0/3.10

ciscoasalconfig-subif)# vlan 10

ciscoasalconfig-subif)}# no shut

ciscoasalconfig-subif)# int e0/3.20

ciscoasalconfig-subif)# vlan 20

ciscoasalconfig-subif)# no shut

ciscoasalconfig-subif)# _

4 [m

Connected 0:34:45 Auto detect 9600 8-MN-1

Mot cong vat Iy ¢ duoc cau hinh dé ndi cac cong mang logic véi nhau,
do d6 cac dudng két ndi voi switch phai 1a duong trunk.

CAu hinh dudng trunk trén dong ASA 5505 gidng nhu cau hinh trén
switch layer 3 va chi can tao subinterface trén cac dong ASA 5510 tro
1én.

Céc tham s6 bao mat nhu tén cong, security level va dia chi IP ciing phai
duoc cau hinh trén cong logic VLANS.

Cau hinh cac tham s6 bao mat

Cac tham s6 bao mat gdm: tén cong, dia chi IP va security level.




bat tén cong d€ mo ta churc nang cia cong nhu inside, outside, dmz, ta
dung Iénh nameif.
" ASA - HyperTerminal - | == i:hﬁ

File Edit View Call Transfer Help
D= & DH

Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions - 108 perpetual
Total UC Proxy Sessions : 100 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JMH13B8L1PE

Ezggé?g2Permanent Activation Key: Bxcf32fabl 0x4012adéb 0x0552409c Bxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable_15 at 01:45:56.929 UTC YWed Jan 1 2003

ciscoasal#t conf t

ciscoasalconfigl# int 0/0

ciscoasalconfig-if}# nameif inside

INFO: Security level for "inside” set to 100 by default.

ciscoasalconfig-if)# int ef/1

ciscoasalconfig-if)}# nameif outside

INFO: Security level for "outside” set to 0 by default.

ciscoasalconfig-if)}# int e0/3

ciscoasalconfig-if)# nameif dmz

ciscoasalconfig-if)# _

q [m

Connected 0:42:13 Auto detect 9600 8-MN-1




Pit dia chi IP dé gan dia chi IP tinh hay IP dong vao cong interface.

B | ASA - HyperTerminal

[E=SREEN™)

File Edit View Call Transfer Help

D& &3 DB

4429dfa2

ciscoasalconfig-if)#
INFO: Security level
ciscoasalconfig-if)#
ciscoasalconfig-if)#
INFO: Security level
ciscoasalconfig-if)#
ciscoasalconfig-if)#
INFO: Security level
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-if)#
ciscoasalconfig-ifI# _

Running Permanent Activation Key: Bxcf32fatl Bx4012adtb 0x0552409%9c Bxcdd8fclc 0x

Configuration register is 0x2001
Configuration last modified by enable_15 at 01:50:86.159 UTC YWed Jan 1 2003
ciscoasalconfig)# int e0/0

namelf inside
for "inside”
int ef/1
nameif outside
for "outside”
int e0/2
nameif dmz
for "dmz"
int e0/0
ip add

ip address 10.0.0.1 255.0.0.0

no sh

int eB8/1

ip add 172.16.1.1 255.255.255.0
no sh

int e0/2

ip add 192.168.10.1 255.255.255.0
no sh

set to 100 by default.

set to B by default.

set to B by default.

Connected 0:46:54 Auto detect

9600 8-M-1

m

L




Security level 1a cap do bao mat co gia tri tir 0 dén 100, trong d6 gia tri

cao hon s€ dugc tin cdy hon va nguoc lai.

B | ASA - HyperTerminal

[ESREETSCE)

File Edit View Call Transfer Help
D= & DH

Configuration register is 0x2001

ciscoasalconfig)# int e0/0
ciscoasalconfig-if}# nameif inside

ciscoasalconfig-if)# int ef/1

ciscoasalconfig-if)}# nameif outside

INFO: Security level for "outside” set to 0 by default.
ciscoasalconfig-if)}# int e0/2

ciscoasalconfig-if)# nameif dmz

INFO: Security lewvel for "dmz” set to 0 by default.
ciscoasalconfig-if)# int e0/0

ciscoasalconfig-if)# ip add

ciscoasalconfig-if)# ip address 10.0.0.1 255.90.0.0
ciscoasalconfig-if)# no sh

ciscoasalconfig-if)# int e0/1

ciscoasalconfig-if)}# ip add 172.16.1.1 255.255.255.@
ciscoasalconfig-if)# no sh

ciscoasal{config-if)# int e0/2

ciscoasalconfig-if)}# ip add 192.168.18.1 255.255.255.0
ciscoasalconfig-if)# no sh

ciscoasalconfig-if)}# int e0/3

ciscoasalconfig-if)# security-level 50
ciscoasalconfig-if)# _

Configuration last modified by enable_15 at 01:50:086.159 UTC HWed Jan 1 2603

INFO: Security level for "inside” set to 100 by default.

4 [ m

Connected 0:47:21 Auto detect 9600 8-MN-1

Traffic dugc quyén di tir security level cao hon vao security level thiap

hon va nguoc lai.

Thuong thi vung inside c6 security level 1a 100 va outside 1a 0, va vung

DMZ 1a 50.

Truong hop security level bang nhau, ta ding 1énh same-security-
traffic permit inter-interface dé cho phép traffic di qua giira 2 cong
khéac nhau va dung 1énh same-security-traffic permit intra-interface
dé cho phép traffic di qua cing 1 cong interface thudng dung trong két

ndi VPNS.
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System Time Ethernetd)1 outside Enabled 0172.16.1.1 Hardwal S
i =g EtherChannel Ethernet0/2 dmz Enablzd 0192,168.10.1 Hardwal Delete
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File Edit View Call Transfer Help

AnvConnect Premium Peers : 208 perpetual
AnyConnect Essentials : 200 perpetual
Other YPH Peers ;208 perpetual
Total YPH Peers : 200 perpetual
Shared License : Enabled perpetual
AnyConnect for HMobile : Enabled perpetual
AnyConnect for Cisco YPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions - 108 perpetual
Total UC Proxy Sessions : 100 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JHX13B88L1PE

Ezggé?gzPermanent Activation Key: Bxcf32fabl Ox4012adéb 0x0552409¢ Oxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable_15 at 01:55:55.589 UTC Hed Jan 1 2003

ciscoasalconfig)# same-security

ciscoasalconfig)# same-security-traffic permit inter—interface

ciscoasalconfigl# _

4 | .m

Connected 0:51:06 Auto detect 9600 8-N-1




CAu hinh gia tri MTU

CE

m Advanced | Ipye

(e |

MTU:

MAC Address Cloning

Enter MAC addresses For the active and standby interfaces in hexadecimal format, Example: 0123,.4567.894B.

Active MAC Address: ||

Standby MAC Address:

Pause Frame for Flow Contraol

Enable Pause Frame
[ ] Use Default Values

Low Watermark: (in Kilobyte): I:I (0-32)
High Watermark (in Kilobyte): I:I (0-32)

Pause Time: |:| (0-65535)

[ Ok ][ Cancel ][

Help




B | ASA - HyperTerminal

File Edit View Call Transfer Help
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AnyConnect Essentials : 200 perpetual
Other YPH Peers ;208 perpetual
Total YPN Peers : 200 perpetual
Shared License : Enabled perpetual
AnvConnect for HMobile : Enabled perpetual
AnyConnect for Cisco YPH Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions - 108 perpetual
Total UC Proxy Sessions : 100 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JMH13B8L1PE

Ezggé?g2Permanent Activation Key: Bxcf32fabl 0x4012adéb 0x0552409c Bxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable_15 at 082:03:32.709 UTC YWed Jan 1 2003

ciscoasalconfig)# mtu inside 1560

ciscoasalconfig)¥# mtu outside 1500

ciscoasalconfig)# mtu dmz 1500

ciscoasalconfigl# _

Connected 0:59:12 Auto detect 9600 8-N-1
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AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions : 100 perpetual
Total UC Proxy Sessions - 108 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASA 5510 Security Plus license.

Serial Number: JMH1308L1PE

Ezggé?gzPermanent Activation Key: Bxcf32fabl Bx4B12adbtb 0x0552409c Bxcdd8fclc Ox
a

Configuration register is 0x2001

Configuration last modified by enable_ 15 at 082:03:32.709 UTC YWed Jan 1 2003

ciscoasalconfigl# mtu inside 1500

ciscoasalconfig)l# mtu outside 1500

ciscoasalconfig)# mtu dmz 1500

ciscoasalconfig)# show run mtu

mtu management 1500

mtu inside 1500

mtu outside 15608

mtu dmz 1508

ciscoasalconfigl# _

Connected 0:59:29 Auto detect 9600 8-MN-1
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Maic dinh, gia tr1 max cua MTU la 1500 bytes cho 1 khung Ethernet, néu
gdi tin 16n hon gid trt MTU, go6i tin s€ dugc phan manh trude di duoc
truyén di trén mang.
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Traffic Statistics for "inside™:
B packets input, 0 bytes
0 packets output, 0 bytes
B packets dropped

1 minute input rate @ pkts/sec, B bytes/sec

1 minute output rate B pkts/sec, B0 byvtes/sec

1 minute drop rate, @ pkts/sec

9 minute input rate B pkits/sec, 0 bytes/sec

9 minute output rate B pkts/sec, B bvtes/sec

9 minute drop rate, @ pkts/sec
ciscoasalconfig)# show interface ip brief
IntTrface IP-Address 0K? Method Status Prot
oco
Ethernet®/0 10.6.0.1 YES manual down douwn
Ethernetf/1 172.16.1.1 YES manual down down
Ethernet®/2 192.168.18.1 YES manual down down
EthernetB/3 unassigned YES unset down down
ManagementB/0 192 .168.1.1 YES manual up up
ciscoasalconfigl# _
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Connected 1:01:42 Auto detect 9600 8-MN-1
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ciscoasalconfig)# show nameif

Interface Name
Ethernet®/0 inside
Ethernetd/1 outside
Ethernet®/2 dmz
ManagementB/0 management
ciscoasalconfig)#

Security
100

]

0
108

Connected 0:00:09 Auto detect 9600 8-N-1
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