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Loi mo dau
Hién nay, tat ca doanh nghiép hoat dong ¢ linh vuc nio ciing c6 hé thong mang, mang
may tinh trong doanh nghiép da khang dinh vai trd quan trong trong qué trinh san xuat
kinh doanh, gép phan phat trién doanh nghiép.
Internet ngay cang phat trién, dich vu truc tuyén cang tang nham phuc vu muc dich giai
tri, thuong mai dién tir, thanh todn qua mang da nay sinh nhiéu rui ro nhu bi ddnh mat
thong tin ca nhan, tai khoan ngan hang, bi nhiém phan mém gian diép tir cac trang web
gia mao ddi véi ngudi ding ca nhan lam mat uy tin caa doanh nghiép va gay ton that
cho ngudi ding, hay cac cudc tan cong 16 hong zero day, DDos nhiam pha hoai, hay
truy cap trai phép dir liéu tir cac doanh nghiép khac hay tir chinh nhan vién cua céng ty
hién 12 méi lo I6n nhat caa doanh nghiép.
Hang Symantec cho biét, Viét Nam hién diing thtr 11 trén todn cau vé nguy co bi
hacker tan cong. S6 luong cac vuy tan cong c6 chu dich gia ting tir 77 cudc 1én dén trén
82 cudc mdi ngay da lam thiét hai gan 8 ty ddng mdi nam. CAc cudc tan cdng c6 chi
dich loi dung cac mang xa hoi va phan mém doc hai nhim c6 dugc kha nang truy cap
bat hop phap toi nhiing théng tin nhay cam.
Viéc bao mat mang phai dam bao thong tin cd gia tri ciia cong ty dugc an toan, déng
thoi cac may tinh trong hé thong mang ciing phai duoc bao vé khoi sy can thiép tir bén
ngoai dé hé thdng mang c6 thé hoat dong 6n dinh trong diéu kién tét nhat.
Cung véi su phat trién clia mang may tinh 1a sy phat trién cta bao mat mang. Vi xu thé bao
mat hién nay, hing Cisco-Systems di nghién ciru va phat trién cho ra nhiéu dong san pham
Cisco ASA 5500 Series 1a giai phap bao mat t6i vu tich hop tudng lira, cung cp dich vu phat
hién xam nhap IPS, kha niang phan tich dit liéu ¢ ting Application nhu antivirus, antispam, hd
trg truy cap tai nguyén ¢ bat ky ddu ma van dam bao an toan dit liéu, kha ning phan tich luu
lugng da phuong tién nhu voice, video, cung cap cong cu quan 1y giao dién d6 hoa nhu
ASDM, CSM, hd tro truyén théng hop nhat, dam bao an ninh ndi dung trong mot dong san
pham linh hoat c6 kién triic module.
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CHUONG 1 GIOI THIEU FIREWALLCISCO ASA

1.1 TONG QUAN FIREWALL CISCO ASA

Dé bao mat céc tai nguyén trén mang, hé thdng mang bang cach nao d6 phai duoc chia
thanh 2 vlng, vung trusted va vung untrusted. VVung tin cay con duoc goi la vung
security domain, tat ca nhitng gi bén trong mién an toansé duoc bao vé khai nhitng gi ¢
bén ngoai mién.

Mot vi du don gian, mot céng ty A mudn bao mat thong tin ndi b khoi moéi trudong

internet thi cong ty A phai dugc dat trong ving security domain nhu hinh minh hoa.

I 0000
I OO0
| OO0
- llll.l
1 ~ammn "
'1 /_llll::
i | RO B N

v naojaman "t

Internet

"\, Trusted P Untrusted

'
—
o

Hinh 1. 1 M6t domain security don gian

-



CHUONG 1 GIOI THIEU FIREWALL CISCO ASA

Cach hiéu qua nhit dé trién khai ving security domain 1a dat firewall & bién giira viing

trusted va vung untrusted nhu hinh minh hoa.

Company A
J.f &‘\.
r LY
; kY
i '\
; )
. l-/j Internet
[ iy
\ -/
' F;
"\ R4
~..  Trusted " Untrusted

Hinh 1. 2 Trién khai security domain véi firewall
Firewall Ia thiét bj thuc thi cac chinh sach diéu khién truy cap giita 2 hay nhiéu ving
security domain. Firewall c6 céc interface két ndi vao mang dé cac traffic khi di qua
bién cua cung security domain phai di qua firewall. No6i cach khac, firewall 1a con
duong duy nhét di ra va di vao viing security domain.
Dé bao mat ving security domain duogc an toan, trudc tién phai dam bao 2 diéu kién
sau:
Firewall phai 1 con duong duy nhét di vao va di ra viing security domain, khong c6 bat
ky con dudng ndo khac ngoai firewall thi méi co thé thyc thi chinh sach bao mat khi
traffic di qua no.
Firewall phai duoc gia c6 dé ngan chin tan céng, néu khong firewall s& bi diéu khién
va lam thay d6i chinh sach bao mat tir bén ngoai ving untrusted.
D6i khi, mot viing domain security véi mot firewall 14 khong di. Gia sir, cong ty muén

bao mat data center. Cong ty A tin tuong nhéan vién thuc hién cac chirc nang cong viéc
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cua ho, nhung khéng mudn dé ai khac truy cip vao tai nguyén quan trong hay 1am gian
doan dich vu trong data center. Cho nén, cong ty A quyét dinh tao thém ving security
domain cho data center nhu hinh minh hoa.
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Hinh 1. 3 Nhiéu ving security domain va firewall
Mbi viing security domain dugc trién khai véi 1 firewall bién. Bén trong viing security
domain la céc tai nguyén tin cay, va bén ngoai la nhitng gi khéng tin cay. Tuy nhién,
khi xem xét firewall bién ciia ving data center, cac user bén ngoai ving data center déu
khong duoc tin cay, nhung cac user nay van duoc tin cay déi voi firewall bién cua
internet. Mdi firewall déu c6 céc chinh sach bao mat va khai niém riéng cuafirewall
biénveé vung tin cay.
Cong ty A mudn cho phép cac user trong cong ty truy internet, trong khi d6 cong ty A
cling c6 web server cho phép cac user bén ngoai internet truy cap vao vai muc dich
cong viéc kinh doanh.
Néu dat Web server ¢ 1 noi nao d6 bén trong ving security domain, thi cac user bén
ngoai phai dugc cap quyén dé truy cap vao web server. Vi web server |a tai nguyén tin
cdy, nén khi bi tin cong, ngudi ding bén ngoai s& loi dung web server nay dé tin cong

cac tai nguyén tin cay khac.
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Mot giai phép tdi uu hon 1a dat web server vao giira viing trust va ving untrusted, viing
nay con goi la vung DMZ,véi giai phap nay, firewall dong vai tro nhu bién gidi gitta 3

viing, viing trust, viing untrusted va viing DMZ véi 3 cong interface véi hinh minh hoa

sau:
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Hinh 1. 4Sir dung 1 firewall dé tao nhiéu viing security domain
C6 2 céach chiavung security domain: cach chia vat ly va céach chia logic.
Céch chia vat ly yéu cau mdi cong interface trén firewall phai duoc két ni dén mdi
mot ha tang mang riéng biét, viéc nay doi hoi phai ton kém thém phan cang va chi phi
lap dat
Hinh minh hoa cho thay, mdi cong interface trén firewall duoc ndi vao mdi mot switch
khac nhau, cach chia vat Iy ny cé tinh bao mat cao nhat vi traffic s& khong qua duoc

viing security domain ma khéng cé sy can thiép caa mot sé loai thiét bi vat Iy.
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Internet

Hinh 1. 5 Céch chia vat ly
Cach chia logic cho phép chia security domain trén cing mét ha ting mang va duoc
chia logic thanh cac VLANS khéc nhau, cach chia nay tiét kiém chi phi hon, nhung bao
mat kém hon vildi cdu hinh hay 13i cong logical.
Hinh minh hoa cho thay, firewall chia security domain trén ciing mot switch véi hai
VLANS khac nhau.
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1.2 CONG NGHE FIREWALL

V& co ban, firewall ¢d lap céc cong interface voi nhau dé diéu khién cac goi tin chuyén
tiép tir cong nay dén cong khéc.

Firewall c6 thé thuc thi viéc diéu khién truy cap dya tréncéc ting trong mé hinh OSI.
Vi dy, firewall thuc hién diéu khién truy cap ¢ ting network c6 thé kiém soat viéc truy
cap tir ting 2 dén tang 4, firewall s& thuc hién kiém tra traffic c6 thé di qua hay khéng,
hay cac host ¢ bén nay c6 thé ma két néi TCP/UDP truy cap tai nguyén ¢ bén kia hay
khéng.

Trudng hop firewall thuc hién diéu khién truy cap ¢ tang application s& thuc thi chinh
sach bao mat tir ting 5 dén tang 7, firewall s& kiém soat ngudi dung (ng dung mang
trong viéc gui dix liéu tir noi nay sang noi khac.Vi dy, firewall ¢ ting nay c6 thé thuc
thi viéc kiém tra cac phién duyét web c6 phu hop véi cac chuan giao thic hay khéong,
hay nguoi dung email thuc hién gui file c6 chira virus hay khéng, ni dung email cé
duoc bao mat hay khéng.

Firewall c6 hai phuong thtrc diéu khién truy cap sau:

Permission access control con duoc goi la phuong thirediéu khién truy cap phan ang
reactive,phuong thirc nay c6 thé chin cac traffic sau khi cac méi de doa tiém tang duoc
xac dinh, néu khong tat ca céc traffic déu dugc cho phép di qua va thuong duogc ap
dung trén IPS, va hé thdng antivirus theo thoi gian thuec.

Restrictive access control con duoc goi la phuong thirediéu khién truy cap chi dong
proactive.Mic dinh, tat ca traffic s& bi chan, néu traffic ndo muén di qua phai duoc xéac
dinh trudc. Phuong thire nay thuong duoc su dung boi access-list, cac quy luat trong
access-list duoc xt ly theo trinh ty va ludn két thic vai quy luat cim tat ca.

Firewall c6 thé sir dung hai phuong thic truy cap trén dé loc traffic véi nhitng cong

nghé loc goi tin sau day:
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1.2.1 Stateless packet filtering:

Mot sb firewall kiém tra traffic chi dya vao gia tri tim dugc trong tiéu dé ciia goi gbi ¢
tang 3 hay tang 4. Viéc quyét dinh chuyén tiép hay chin géi tin duoc thuc hién trén
moi goi tin mot cach doc 1ap. Vi vay, firewall khong c6 khai niém cuia trang thai két
nbi ma chi biét mdi goi tin c6 khép v6i nhitng chinh sach bao mat hay khong.

SPF duoc thuc hién bﬁng cac tap quy luat duoc cAu hinh tinh.

Tham chi két ni c6 lién quan dén thuong luong dong hay sb port giao thirc ciing

khong nhan thic dugc.

Tinh nang Han ché

Cac quy luat duoc cau hinh tinh. Cac quy luat duoc cau hinh thii cng.

Hoat dong hiéu qua & tang 3 véi dia chi IP | Khong ho tro theo di viéc thuong luong

va o tang 4 véi cac cong két néi. dong.

Tiét kiém chi phi. D& bj tan cong.

1.2.2 Stateful firewall

SPF yéu cau firewall theo doi timg phién hay ting két ndi khi gip géi tin. Firewall phai
duy tri bang trang thai cho mdi két ndi hién hanh dé chic rang hai host dang theo mot
hanh vi mong doi khi truyén thong. Tuong tu, firewall phai kiém soat céc traffic ¢ ting
4 dé theo ddi cac phién két néi méi dugc thuong luong. Viée theo ddi cac phién duoc

thuong luong doi hoi mot s6 giao thirc & tang 7 nhung rat han ché.

Tinh nang Han ché

Loc traffic o tang 3 va tang 4. Khong thay duoc tang 5 théng qua tang 7.

Cau hinh don gian.

Hiéu suat cao. Khong kiém tra giao thuc.




CHUONG 1 GIOI THIEU FIREWALL CISCO ASA

1.2.3 Stateful packet filtering with application inspection and control:

Co ché theo ddi cua firewall cho phép tap hop cac phién két ndi TCP va UDP va quan
st cac giao thirc ¢ tang 7. AIC con goi 1a theo ddi sau cac gbi tin DPI, viéc theo ddi co
thé thuc hién dya trén tiéu dé va nodi dung goi tin & tang 7, cho phép quan sat hanh vi

nguoi dung rd rang hon. Vi vay, firewall can ngudn va bd nhé nhiéu hon cho viéc xtr

1y.
Tinh nang Han ché
Loc traffic tir tang 3 dén qua tang 7. Bo nha dém cho viéc phan tich ang dung

rat han ché.

Cau hinh don gian

Hiéu suat trung binh Tbn dién nhiéu hon cho viéc xir ly.

1.2.4 Network intrusion prevention system

NIPS kiém tra, phén tich cac traffic va so sanh né véi cac hanh vi nguy hiém trong co
so dir liéu. Co s& dir liéu chira mot s6 lwong 16n cac chit ky hay cac mau mo ta kiéu tan
cong hay khai thac 16 hong bao mat da biét. Khi phat hién kiéu tan cong méi, chit ky
moéi s€ duoc them vao co so dir lidu.

O mot s6 truong hop, NIPS c6 thé phat hién cac hanh vi nguy hiém tir nhiing géi tin
don. O mot sé trudng hop khac, mot nhom cac géi tin phai duoc tap hop va kiém tra.
NIPS con c6 kha nang phat hién tin cong dua trén viéc danh gia cac goi tin va cac
phién khac voi nhimg hanh vi thong thuong trén mang nhu kiéu tin cong DOS, TCP
flood.

IPS tiép can phuong phap permissive, tic 14 tit ca cac traffic déu duoc cho phép ngoai
trir phat hién hanh vi kha nghi, firewall s& tao ra cac quy luat dong dé chan hay reset

cac két nd1 hay goi tin c6 ma doc.
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Tinh nang

Han ché

Mot co so dir liéu chir ky phong phu véi
cac mAu tan cong,

bao gom 16p 3 dén 16p 7.

B6 nhd déém cho viéc phéan tich irng dung

rat han ché.

Str dung phuong thic permissive

approach

Thuong khéng phat hién duoc cac kiéu
tan cdng mai chua ton tai trong co so dit

liéu.

Hiéu suat trung binh

Phai tinh chinh tha cong cac 16i phat hién

tan cdng do chu quan hay khéach quan.

1.2.5 Network behavior analysis

NBA kiém tra traffic manh theo thoi gian dé xay dung cac mo hinh thdng ké cac hanh

vi co s¢, mo hinh khong don gian chi 1a bang thong hay dung lugng binh quéan st dung

ma con xem xét cac traffic volume, traffic rate, connection rate va mot so loai giao

thirc thuong dung. NBA tu dong xay dung va chon loc cdc md hinh méc du co6 su can

thiép cua con nguoi.

Khi cac md hinh dugc xay dung, NBA c¢6 kha ning bat 16i cac hanh vi dugc xem 1a

bat thuong, NBA con dugc goi 1a IPS dua trén co s& mang bat thuong. NBA co thé

phat hién hanh vi nguy hiém chua biét trudc.

Tinh nang

Han ché

Kiém tra traffic hay di liéu dé thanh céac

mo hinh hoat dong binh thuong.

Can sy can thiép cia con ngudi

C6 kha ning phat hién tan cong chua biét

trudc.

Tao ra 16i chu quan néu cac traffic c6 dau

hiéu bét thuong

Dung phuong phap restrictive approach.
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1.2.6 Application layer gateway

ALG 1a thiét bi c6 vai tro gateway gitra client va server. Client giri request o ting 7
dén proxy, proxy gia dang thanh client va chuyén tiép request dén server. Khi server tra
101 request, proxy s& danh gia ndi dung va ra quyét dinh véi request do.

Vi proxy hoat dong & tﬁng 7 va lgc traffic dya vao dia chi IP va nd1 dung duogc tra vé
tur server.

Proxy c6 thé phan tich chi tiét két ndi gitra client va server. Traffic c6 thé duoc hop 18

hoa theo chuan cac giao thic tir ting 3 dén tang 7 va két qua dugc chuan hoa khi can.

Tinh nang Han ché

Phan tich va chuan hoa cac giao thic Khoéng phai tat ca giao thie déu dugc ho
tro.

Phan tich sau va chi tiét cac noi dung. Phan tich ¢ thoi gian thuc ton thai gian
dai.

Kiém sot truy cap tir ting 3 dén tang 7

Theo phuong phap permissive hay C6 thé cau hinh bén clent.

restrictive

1.3 CAC TINH NANG CUA CISCO ASA

1.3.1 Stateful packet filtering engine:
Co ché theo dbi trang thai két ndi, thuc hién chuan héa cac giao thirc TCP va kiém tra

su phu hop.

1.3.2 Application inspection and control:
Phan tich céc giao thirc ¢ tang 7 va theo ddi trang thai két nbi va dam bao chuan hoa

cac giao thuec.
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1.3.3 User-based access control:
ASA c6 thé chirng thue nguoi dung noi tuyén bai Cut-through Proxy, va kiém soét truy
cap cua nguoi dung nao do duoc phép truy cap. khi nguoi ung dugc ching thuc, Cut-

through Proxy s& day nhanh viéc kiém tra traffic cia nguoi dung.

1.3.4 Session-auditing:
Céc ghi nhan s¢ duogc tao ra dua trén phién truy cap ctua nguoi dung, cling nhu cac

phién két ndi & tang 7.

1.3.5 Security services modules:
Nén tang ASA hd trg nhiéu Module dich vu bao mat gém mét s thiét bi phan ciing

chuyén dung dé giam tai cong viéc cho bo vi xir ly.

1.3.6 Reputation-based
Botnet traffic filtering: ASA giup phat hién va loc trafiic c6 lién quan dén botnet. Co s&

dir liéu cua botnet traffic filter dwoc Cisco cap nhat lién tuc.

1.3.7 Category-based URL filtering:
ASA c6 thé loc cac URL va thuc thi cac chinh sach bao mat, va diéu khién truy cap cac

dich vu web khac nhau.

1.3.8 Crytographic unified communications proxy:
ASA giir vai tro 1a proxy. ASA ¢ thé ngat hay tri hodn cac phién dugc bao vé ma hoa

gitra client va server.

1.3.9 Denial-of-servce prevention:

ngan chan c4c kiéu tan cong tir chi dich vu.
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1.3.10 Traffic correlation:
Cac chtrc nang phat hién méi de doa gilp Kiém tra va dbi chiéu céac traffic tir nhiéu
phién va két ndi khac nhau dé phat hién va ngin chin sy bat thudng tir cac cudc tan

cbng mang va cac hanh vi trinh sat.

1.3.11 Remote access VPNS:
HG tro két ndi VPN tir ngoai internet. Cac két ndi SSL VPNs va IPSec VPNs déu phai

sir dung phan mém h tro.

1.3.12 Site-to-site VPNs:
Hb tro VNPs IPSec site to site.

1.3.13 High availability failover clustering:

Hai ASA cuing dong c6 thé duoc cau hinh dung 15i dé dam bao tinh ludn san sang.

1.3.14 Redundant interfaces:

Nham gia ting tinh san sang, cac redundant interface ludn & trang thai active.

1.3.15 EtherChannel:

ASA c0 kha nang gom céac interface thanh mét interface logic.

1.3.16 Traffic and policy virtualization:
ASA c6 thé cau hinh thanh céc c4 thé ao hay con goi 1a security context, mdi cac thé ao
c6 vai tro nhu mot firewall doc 1ap va c6 cac logic interface riéng, cac chinh sach bao

mat riéng.

1.3.17 Rich IP routing functionality:
Hd tro dinh tuyén tinh va cac giao thuc dinh tuyén dong nhu RIPv1, RIPv2, EIGRP,
OSPF
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1.3.18 Powerful network address translation:
ASA theo dbi va chuyén tiép goi tin, va ¢ chirc ning NAT gitip dich dia chi nguon
sang dia chi dich.

1.3.19 Transaparent (bridged) operation:
ASA c6 thé duoc cau hinh transparent firewall dé tré thanh cau néi gitra cac cong
interface. & ché do transparent mode, firewall cd thé chen vao mang dang ton tai ma

khong can phai dit lai dia chi IP.

1.3.20 Integrated DHCP, DDNS, and PPPoE:

ASA c6 thé ciu hinh nhu mot DHCP client nhan dija chi IP dong hay DHCP server dé
cap phat IP dong, két ndi PPP qua moi trudng Ethernet, va DNS client dong gilp ghi
nhan lai thdng tin phan phai tir tén host thanh dia chi IP.

1.3.21 IPv6 support:
Ho tro IPV6.

1.3.22 IP multicast support:
ASA hd tro cac giao thiac IGMP and PIM trong cac traffic ho tro multicast.
Management ocontrol and protocols: ASA hd trg nhiéu cach quan ly gom cong

console, telnet, ssh, https, va snmp.

1.3.23 Simples software management:
ASA hd tro cac hé thong file cuc bo va truyén tai file tir xa trong viéc nang cap phan

mém. viéc nang cap han mém co thé duoc thuc hién mot cach tu dong hay tha cong.

1.3.24 Configuration flexibility and scalability:
Céc chinh sach bao mat va cac quy luat c6 thé tai sir dung. thdng qua Modular Policy

Framework, cac tinh ning bao mat c6 thé duoc ciu hinh va &p dung mat cach linh hoat.
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1.3.25 Cisco security management suite:
ASA c6 thé quan ly véi nhiéu b cong cu khac nhau gitp viéc quan tri d& dang hon.
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1.4 CAC DONG CISCO ASA 5500

ASA 5505 la dong san pham thap nhat vé mat cau hinh ciing nhu hiéu suéat. N6 dugc
thiét ké danh cho vin phong nho. Trong doanh nghiép vira, nd thuong hd trg nguoi
dung truy cap tur xa.

C6 8 cong FastEthernet dung dé ndi vao switch, va 2 cong PoE, ASA khong duoc cap
nguon qua PoE. Mic dinh, 8 cong dugc két ndi vai switch ciing 1 VLANs dé cho phép
cac thiét bi c6 thé giao tiép truc tiép véi nhau & tang 2.

Céc cdng co thé duoc chia thanh nhiéu VLANSs nham phan chia vin phong nhé thanh
cac khu vuc hay céc chic nang khac nhau. ASA két véi vai mdi VLANS thdng qua
cong logic riéng biét. Tat ca céc traffic qua VLANS phai di qua firewall véi chinh sach
bao mat cua no.

ASA 5505 mot khe cam SSC cho phép cam AIP-SSC-5 IPS module dé c6 thém tinh
nang IPS.

R oy S g A, 5y |

atfien)n,

CISCO LINKIACT O /,//) Power  Status  Active VPN ssC
100 MBPS ’ : i

CISCO ASA 5505 senes
Adaptive Security Appliance

SSC Module Slot

PoE Ports 6-7 FastEthernet Ports 0-5
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ASA 5510, 5520, va 5540 c6 khung va cong két ndi gidng nhau nhung c6 hiéu suat
khac nhau.

ASA 5510 danh cho doanh nghiép vira va nhé, hd tro 1am viéc tir xa cho doanh nghiép
vua.

ASA 5520 danh cho doanh nghiép vira, ASA 5540 danh cho doanh nghiép vira va Ién
va c4c nha cung cép dich vy mang.

ASA 5520 va 5540 c6 4 cong FastEthernet 10/100/1000 dung dé két ndi vai ha tang
mang. Mic dinh ASA 5510 c6 toc d6 10/100. Néu mua giay phép security plus license,
s& ¢ 2 cong duogc kich hoat thanh cong GigabitEthernet 10/100/1000 va 2 cong con lai
van la FastEthernet. Cong management ciing dugc kich hoat dé sir dung.

ASA 5510, 5520, 5540 c6 1 khe SSM c6 thé cam 1 trong 3 thiét b sau:

Four-port Gigabit Ethernet SSM: module nay cho phép thém4 cong interface ¢ toc do
10/100/1000 véi chuan RJ45 hay cong SFP.

Advanced Inspection and Prevention (AIP) SSM: module nay cho phép thém tinh nang
IPS.
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Content Security and Control (CSC) SSM: Module nay thém tinh niang kiém soét noi
dung va dich vu antivus.

ASA 5510, 5520, 5540 c6 1 cong AUX c6 thé duoc dung nhu c6ng out-of-band
management thdng qua két ndi serial hay modem. Ngoai ra, ¢6 1 cong FastEthernet

ding dé quan Iy nhung c6 thé cau hinh lai.

Out-of-Band Management 10/100 Console

|11

- - — a-

| | Y i e
T

L7727 mOASA |

Security Services Module Slot  10/100/1000 Ports 0-3 Aux

ASA 5550 danh cho doanh nghiép I6n va nha cung cip dich vu mang. ASA 5550 nhin
gidng ASA 5510, 5520, va 5540. Su khéc biét cua ASA 5550 1a ¢ thém module (4GE-
SSM) khéng thao roi dugc.

ASA 5550 c6 cac interface vat 1y duoc chia thanh 2 nhém, méi nhém tuong (rng Voi
slot 0 va slot 1, mdi slot twong ting véi bus 0 va bus 1. Slot 0 gom (4GE-SSM)

Slot 1 gdm (4GE-SSM) va 4 cdng gigabit ethernet SFP mic du chi c6 4 trong 8 cng
c6 thé dung duogc & bat ¢t thoi diém nao.

ASA 5550 c6 hiéu suat cao, ASA cd thé chuyén tiép traffic hiéu qua hon tir bus nay

sang bus khac bing cach cho traffic di tir cong bus 0 dén bus 1.
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Fixed SSM Slot
4GE-SSM Bus 0 Olut-of-Band Management 10/100 Console

Four SFP Ports Four 10/100/1000 Aux
Four 10/100/1000 RJ-45 Ports Bus 1
RJ-45 Ports

ASA 5580 la dong c6 hiéu suat cao danh cho doanh nghiép 16n, data center va cac nha
cung cap dich vu quy md Ié6n. N6 hd trg dén 24 cong Gigabit Ehternet, day 1a mot
trong hai dong c6 khung 16n hon céc rack tiéu chuan.

ASA 5580 cé 2 dong: ASA 5580-20 (thong lugng 5 Gbps) va 5580-40 (théng lugng 10
Gbps) déu dugc tich hop 2 cong interface Gigabit Ethernet c6 toc do 10/100/1000
thuong dang cho viéc quan Iy, va c6 2 bo ngudn dé du phong.

ASA 5580 c6 tong cong 9 khe cam PCI Express. Khe cam s 1 dé danh cam
cryptographic accelerator module ho tro két néi VPNSs vai hiéu suat cao. Khe cam s6 2
va s6 9 dé danh, con lai 6 khe cim danh cho céc card mang sau:

4 cong gigabit ethernet 10/100/1000 BASE-T dung cho cap dong.

4 cong gigabit ethernet 1000 BASE-SX duing cho cép quang.

2 cong gigabit ethernet quang 10G BASE-SR
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ASA 5580 c6 2 1/0 bridge cung cap két ndi cho cac khe cam mé rong,, khac véi ASA
5550, chi c6 1 1/0 bridge. Céc cong cua ASA 5580 cua khe ciam sé 7 va 8 dugc diéu
khién boi 1/0 bridge 1 va cac cong & khe cdm s6 3,4,5 va 6 duoc diéu khién bai 1/0
bridge 2.

Céc cong ethernet c6 toc do 10 Gigabit nén dugc cam vao khe cam s6 5,7,hoic 8 vi cac

khe cdm nay hd trg chuan cim PCle-x8.

Power Slupplies
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Reserved Slot9  Six PCI Express Console
Expansion Slots Two 10/100/1000

Reserved Slots 1, 2 RJ-45 Ports
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ASA 5585-X

ASA 5585-X 13 dong cao cap nhat duoc thiét ké cho cac doanh nghiép 16n va data
center. ASA c6 khung gom 2 khe cam rack va 2 ngudn cung dy phong, mdi khe cam
hd trg SSP.

ASA 5585-X gdm c6 4 dong, tly thudc vao SSP duge cai dat véi tinh ning VPN-SSP:
SSP-10 (thong lwong 3Gbps), the SSP-20 (thdng lrong 7Gbps) SSP-40 (thong luong
12Gbps) va SSP-60 (thong lugng 20 Gbps). Tuy vao mdi dong, tinh ning VPN SSP c6
thé cung cap 10 Gbps két noi Ethermet trong d6 c¢6 6 cong 10/100/1000 va 2 cong ding
dé quan Iy management 10/100/1000.

ASA 5585-X con cung cap tinh ning IPS hiéu suat cao vai 4 dong thong qua khe cim
s6 1 vai thiét bi mo rong IPS SSP.

IPS SSP-10 (thong lugng 2 Gbps)

IPS SSP-20 (théng lugng 3 Gbps)

IPS SSP-30 (thong lugng 5 Gbps)

IPS SSP-60 (théng lugng 10 Gbps)

IPS SSP

nm'm lnnnn ._J" :aamaac::a s

Firewall/'VPN SSP
Hinh minh hoa cho thiy VPN SSP dugc cim ¢ khe cam s6 0 va IPS SSP ¢ khe cim s6
1. 2 thiét bi nhin bé ngoai gidng nhau nhung cé tinh ning khac nhau. Khi IPS SSP
duoc thém vao, 4 cong két ndi Ethernet c6 téc do 10 Gbps va 6 cong véi tée do
10/100/1000 dugc diéu khién boi VPN SSP.
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ASA 5585-X yau cau Cisco ASA phién ban 8.2(3) trg 18n. Tuy nhién, néu cai IPS SSP,
ASA phai duoc nang cap I1én phién ban 8.4(2) hay cao hon va Cisco IPS 7.1(1)E tro

Ién.

Power Supplies
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Sssnssas:

Four 10Gbps Six 10/100/1000 SSP Slot 0

SFP+ Ports RJ-45 Ports

Two 10/100/1000
Management RJ-45 Ports

Console

1.5 CAC MODULE DICH VU BAO MAT

Security services modules

Céc dong ASA déu hd trg mot module SSM. SSM cho phép cam thém c6 phan cing
chuyén dung giup giam tai cdng viéc cho bo vi xur ly.

Cisco cung cap module AIP-SSM, CSC-SSM, va 4GE-SSM.

Module AIP-SSM va CSC-SSM c¢6 bé ngoai giong nhau nhung duoc cai chuwong trinh
khac nhau.

AIP-SSM
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AIP-SSM duoc cai CISCO IPS va thuc hién chirc nang phat hién ngan chan xam nhap.
AIP-SSM c6 thé cau hinh & inline mode cho phép traffic dugc chuyén hudng dén
module xir 1y trude khi goi tin duoc chuyén di, AIP-SSM con duoc cau hinh ¢
promiscuous mode cho phép traffic duoc sao luu dén module khi chuyén tiép goi tin.
Pé IPS hoat dong hiéu qua, AIP-SSM phai kip thoi dugc cap nhat chir ky trong co so
dit liéu, va phai dang ky dich vu IPS méi c6 thé cap nhat chit ky qua SIO véi hon
25000 chir ky trong co so dir liéu, khi méi de doa mai duoc phét hién, chit ky mai s&
duoc thém vao va duogc tai vé cho AIP-SSM.

CSC-SSM

CSC-SSM thyc hién tinh ning antivirus, chong spyware, chéng phishing, ngin chin
file, loc va ngan chan URL, loc ndi dung vai hop véi ASA. ASA chuyén huéng traffic
qua CSC-SSM véi chuong trinh Trend Micro Interscan trén hé diéu hanh Cisco CSC-
SSM. Vi duoc tich hop nhiéu tinh ning ngin chin phan mém doc hai nén con duoc goi
la Anti-X module, céc traffic cé giao thac HTTP, FTP, SMTP, va POP3 duoc bao vé
bai CSC-SSM.

CSC-SSM phai duoc cap nhat ndi dung thdng tin bao mat méi nhat tir Trend Micro dé
hoat dong hiéu qua. Viéc cap nhat 1a ty dong va yéu cau phai ding ky giay phép st
dung dich vu tir Cisco.

CSC-SSM ¢6 2 dong, dong CSC-SSM-10 mic dinh hd trg dén 50 nguoi dung, nhung
c6 thé ma rong dén 500 ngudi ding qua viéc mua gidy phép bo sung. Dong CSC-SSM
hd tro 500 ngudi ding va ¢ thé mo rong dén 1000 nguoi ding véi gidy phép b sung.
Ca 2 dong véi giay phép chuan c6 bao gom tinh ning antivirus, antispyware, va chan
file. Néu mua gidy phép bo sung, CSC-SSM c6 thém tinh ning antispam, antiphishing,
loc hay ngin chan URL va kiém tra noi dung.

4GE-SSM
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4GE-SSM cho phép gia gia 4 cng gigabit Ethernet trén dong ASA 5510, 5520, hay
5540, mic du dugc tich hop sin 4 cdng RJ-45 ¢6 tée do 10/100/1000 va 4 cong SFP

quang nhung chi ¢6 4 cong dugc sir dung & moi thoi diém.

Cisco ASA AIP-SSM or Cisco ASA 4GE-SSM
Cisco ASA CSC-SSM
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1.5.1 Thong sb ky thuat cia cac dong ASA

5505 5510 5520 5540 5550 5580-20 5580-40
Typical Small Small to Medium Medium to  Large en-  Large Large
applica- office, medium  sized en- large enter-  terprise, enterprise, enterprise,
tion home busi- terprise  prises service data data
office,  nesses, provider Center, CENtEr,
tele- remote SErvice SEIVICE
worker  offices provider provider
Firewall 150 300 450 500-650 1-1.2 5=10 10=20
through- Mbps Mbps Mbps Mbps Gbps Ghps Gbhps
put
Connec- 4000 9000 12,000 25,000 36,000 90,000 150,000
tions per
second
Packets 85,000 190,000 320,000 500,000 600,000 25 M 4 M
per sec-
ond (6d-
byte)
Maxi- 10,000/2 50,000/13 280,000 400,000 650,000 1M 2M
mum 5000 0,000
connec-
tons

P ASA 5505, 5510: Base license/Security Plus license



CHUONG 1 GIOI THIEU FIREWALL CISCO ASA

Hiéu suat caa dong 5585-X

5585-X
SSP-10

5585-X
SSP-20

5585-X
SSP-40

5585-X
SSP-60

Typical applica-  Mission-critical ~ Mission-critical ~ Mission-critical

Mission-critical

tion data centers data centers data centers data centers
Firewall through- 3 Gbps 7 Gbps 12 Gbps 20 Gbps
put
Connections per 65,000 140,000 240,000 350,000
second
Packets per 1.5 M 32 M 6 M 105 M
second (64 byte)
Maximum 1M 2 M 4 M 10 M
connections
Céc cong interface trén mdi dong
5505 5510 5520 5540 5550 5580-20 5580-40
Defaultin- 8§ FE SFEor2 GE+ 4GE+ 4GE+ 8GE 2 GE 2GE
terfaces switch (2 3FE 1FE 1FE
PoE)
Maximum &FE 4GE+53FEor 8GE+ BGE+ S8GE+ 24 GE or 24 GE or
interfaces switch (2 6 GE +3FE 1FE 1FE 1 FE 12 10 GE 12 10 GE
PoE)
VELANS 3200 SO0 150 200 250 250 250
' ASA 5505, 5510: Base license/Security Plus license
Céc cong interface trén dong ASA 5585-X
5585-X 5585-X 5585-X 5585-X
SS5P-10 SSP-20 SSP-40 S5P-60

Default interfaces SGE+210GE EGE+210GE 6 GE+410GE

6 GE+4 10 GE

16GE+410GE 16 GE+410GE 12 GE +8 10 GE

Maximum interfaces

12GE + 8 10 GE

VLANs 1024 1024 1024

1024
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Tinh nang virtual firewall va high availability trén cac dong ASA

5505 5510° 5520 5540 5550 ©5580- 5580-

20 40
Virtual firewalls /0 V5 20 50 50 50 50
(security contexts)’
High avai]abi]it}-"* —/State- —/AJA AJA ASA AJA AJA AJA
less A/S  and A/S  and and and and and
ASS AJS AJS AJS AJS

" ASA 5505, 5510: Base license/Security Plus license.

* All models include two security contexts by default, except the ASA 5505 and ASA
5510 Base, which include none.

* AJS = Active/ Standby, A/A = Active/Active.

Tinh ndng virtual firewall va high availability trén dong ASA 5585-X

5585-X 5585-X 5585-X 5585-X
SSP-10 SSP-20 SSP-40 SSP-60
Virtual firewalls (security contexts)’ 100 250 250 250
High availability? AfA and A/Aand A/A and AfAand
AJS AJS AJS AJS

' All models include two security contexts by default, except the ASA 5505 and ASA
5510 Base, which include none.

* A/S = Active/Stand by, A/A = Active/Active.
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Kha niang két ni VPN cua cac dong ASA

5505 5510 5520 5540 5550 5580- 5580-

20 40
Max VPN through- 100 170 225 325 425 1 Gbps 1 Gbps
put Mbps Mbps Mbps Mbps Mbps
Max [Psec VPN ses-  10/25° 250 750 5000 5000 10,000 10,000
510085
Max SSL VPN ses- 25 250 750 5000 5000 10,000 10,000
510085
" ASA 5505: Base license/Security Plus license.
Kha nang két ndi VPN cua dong ASA 5585-X

5585-X 5585-X 5585-X 5585-X

SSP-10 SSP-20 SSP-40 SSP-60
Max VPN throughput 1 Gbhps 2 Gbps 3 Gbps 5 Gbps
Max [Psec VPN sessions 5000 10,000 10,000 10,000
Max SSL VPN sessions 5000 10,000 10,000 10,000

1.6 CAC LOAI GIAY PHEP

Gidy phép cho phép kich hoat dé dung cac chirc nang cao cap cua firewall ASA tly
vao cac loai gidy phép.

Base license: cho phép st dung céc chirc nang mac dinh.

Platform-specific license: dong ASA 5505 va 5510 c6 thé nang cap Ién security plus

license tir base license dé mé khoa thém mot sé chire nang.
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Feature licence:cac chuc nang dugc kich hoat mot cach riéng biét.

Feature License

Description

Botnet Traffic Filter

Enables Botnet Traffic Filtering

Strong Encryption

Enables 3DES and AES encryption algorithms for VPN sessions
(free license)

GTP/GPRS Inspection Enables GPRS Tunneling Protocol inspection (ASA 5520 and
higher)
Cisco IME Enables the Intercompany Media Engine functionality

AnyConnect Essentials

Enables the maximum number of AnyConnect SSL VPN clients
only

AnyConnect Premium

Enables the maximum number of AnyConnect SSL VPN clients,
clientless SSL. VPN, and Cisco Secure Desktop features

AnyConnect for

Enables AnyConnect client access for Windows Mobile touch

Mobile screen devices (also requires AnyConnect Essentials or Premium
license)

Advanced Endpoint Enables enhanced host scanning with Cisco Secure Desktop and

Assessment AnyConnect SSL VPN clients

VPN Shared Licensing

Enables a license with a large number of SSL VPN sessions to be
shared among several ASAs

FIPS Validation
License

Enables Cisco AnyConnect SSL VPN client version 2.4 users for
federal agencies requiring Federal Information Processing Standard
(FIPS) 140-2 compliance
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Virtualization license: mic dinh, tat ca dong ASA chi c6 hai firewall 4o (virtual
firewall) hay hai ngit canh bao mat, gidy phép nay cho phép gia ting bdi canh bao mat
security context ban dau 1a 5,10,20,50 hay 100 hay nang cap tir 5 1&n 10, tir 10 Ién 20,
tur 20 1én 50, hay tir 100 Ién 250 ngir canh context.

Per-user cryptographic UC proxy license: mic dinh ASA cho phép ti da hai nguoi
ding véi chic ning UC proxy, gidy phép cho phép gia ting ngudi dung 1én 24, 50,
100, 250, 500, 750,1000,2000,5000 hay 10000 nguoi dung tuy vao cac dong ASA.
Per-user premium SSL VPN license: gidy phép cho phép gia ting nguoi ding tir 2
nguoi 1én 10, 25, 50, 100, 250, 500, 750, 1000, 2500, 5000, hay 10000 nguoi dung tuy
vao moi dong ASA.
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1.6.1 Yeéu ciu bd nhé cia cac dong ASA

ASA phién ban 8.3 cd nhiéu tinh ning hon nén yéu cau bo nhd nhiéu hon. Cisco hd trg

nang cap bo nhé DRAM dé chay phién ban 8.3 tro Ién.

ASA Model Minimum DRAM Minimum DRAM
Required Required
Prior to 8.3 8.3 and Later

5505 256 MB 256 MB

5505 Unlimited User and Security 256 MB 512 MB

Plus

5510 256 MB 1GB

5520 512 MB 2GB

5540 1GB 2GB

5550 4GB 4GB

5580-20 8 GB 8 GB

5580-40 12 GB 12 GB

5585-X SSP-10 N/A 6 GB

5585-X SSP-20 N/A 12 GB

5585-X SSP-40 N/A 12 GB

5585-X SSP-60 N/A 24 GB



