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sSw TACACS+ Server

_TACACS+ va RADIUS server cung cap cho ban kha nang quan ly truy cap cac thiét bi trong
mang mot cach tap trung véi nhiéu tinh nang bao mat tdi wu. privilege levelstrong router Cisco la su
phan cap vé quyén cua tirng user d6i vgi thiét bi. B ai viét nay dya vao y tudng két hop hai yéu to trén
dé cung cap mot giai phap quan Iy mém déo v a nang cao tinh an toan cho hé thong mang. Ca
TACACS+ va RADIUS déu la hai giao thirc cé chirc nang twong tw nhau.Vay cau héi dat ra la tai sao
tac gia bai viét lai chon TACACS+? DEé tra 10i cau hdi thi ta hdy xem vu diém ctia TACACS+ trong
van dé quan ly router :

_RADIUSkho6Nng cho phép kiém soat nhitng I1énh ma user dwoc va khong duoc phép st dung
trén router. TACACS+ t6 ra mém déo va hitru dung hon trong van dé quan ly router nho vao viéc cung
cap 2 phuong thirc ki€ém soat viéc uy quyén (authentication) ca trén phwong dién user va group:

+ Gan nhitng cau |énh cd thé thuc thi vao privilege | evels va théng qua TACACS+
server dé ap sw phan cap vé quyén nay dén user truy cap vao.

+ Xac dinh nhitng 1énh ma cd thé thuc thi trén router |én user hodc group thong qua
nhi*ng cau hinh trén TACACS+ server.

A.Phan 1: Chisr dung Privilege L evels
Privilege L evels

_Mic dinh trén router c6 san 3 previlege levels:
.Privilege level 0: it str dung. Gom 5 Iénh: disable, enable, exit, help valog out
.Privilege level 1: non-privilege. Twong duong “ router>”
.Privilege level 15: privilege — twvong dwong ban vao ché do enable ( router#)
_Levelstir 2-14 khdng dwoc cau hinh méc dinh nhwng ta cé thé cau hinh dé chuyén doi nhitng
I&énh gilra cac levels v&i nhau. DE biét dang truy cap router & level n 2o, tagd |1énh show privilege. Dé
biét nhitng 1énh c6 thé st dung trong level twong tng thi tagd ? khi dang truy cap & level can xac
dinh.

MO ta yéu cau

_Cai dat, cau hinh chi*rng thuc va uy quyén cho user dua vao privilege levels trénTACACS+
server

_Cau hinh AAA service trén router

_Dung client véi chuong trinh terminal kiém tra két qua.



Thiét bi

_Router Cisco 2691
_M@dt PC ca Windows XP 1am client
_1 may tinh Windows Server 2003 cai chuong tr inh Cisco Secure ACS. Link:
. http://rapidshare.com/files/117780965/Cisco_Secure ACS 4.0.1.27 Full_.rar

. http://www.mediafire.com/?xwmayyaf 2f4

Cac buoc thue hién

1.Cai dat va cdu hinh TACACS+ server:

a.Viéc cai dat khong kho, can chd v cac van dé sau:
+ Dung Internet Explorer 6SP1 hodc Nescape 7 tré 1én
+ Cai dat Java. Link: www.java.com
+ Check tat ca céc 0.
Sau khi cai dat xong. Click vao biéu tvgng ACS admin trén destop dé truy cap vao

server thdng qua trinh duy ét web

Secure ACS - Windows Internet Explorer
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CiscoSecure ACS v4.0 affers support for multiple AnA Clients and advanced TACACS+ and RADIUS
features, [t also supports several methods of authonzation, authentication, and accounting [AL4)
including sevaral one-time- password cards. For morz information on CiscoSecure products and

upgrades, please visit http:/fwww,.cisco.com.
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Bt [proile: Copyrght ©1589, 1993 The Regents of the University of California. &l nghts reserved
Copyright 1986 University of Toronto. All rights reserved.
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Doeuwertstion | properky of their respective owners, Waming: This computer program 15 protected by copyright law and intemational treabes.
Unauthorized reproduction or distribution of this program, or any portion of ik, may result in severe civil and criminal penalties, and
will be prosecutad to the maximum extent possible under tha law.

Hinh 1: Giao dién chinh cta chwong trinh Cisco Secure ACS 4.0
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b.Cau hinh trén TACACS+ Server:

Budc 1: Tao group
O day ching ta sé tao ra 2 nhdm. Nhém mot | a Administrator co quyén

privilege level 15 vanhém guest cé quy én privilege level 0.

.Vao Menu Group Setup


http://rapidshare.com/files/117780965/Cisco_Secure_ACS_4.0.1.27__Full_.rar
http://www.mediafire.com/

Gisco Sysrems

User

EL

E_ Setup
p=ie | Broup
1@_ |Setup

% Shared Profile
Components

Netwark
Configuration
T System
= Configuration
==, | Interface
Configuration

gl N

Hinh 2: Tao Group

.Chon mot group bat ky roi chon Rename Group. Nhap vao
Administrator roi click Submit.

Group IAdministrator I
Group :||2: Group 2 jl [Swmit] cancel |
Users in Group | Edit Settings |

I Rename Group I

Hinh 3: Tao Group mang tén Administrator

Lam twong tv dé tao ra thém mot group nira tén Guest. Ti€p dén ta phan
quyén cho 2 nhdm theo privilege level nhw danai & trén: Trwdc hét ta
phan quyén cho nhém Administrator.

Chon Group la Administrator roi sau d6 chon Edit Settings

Group : [0: Administrator vI
Users in Group || Edit Settings I

Rename Group

Hinh 4: Cau hinh cho tlrng group

Trong ctra s6 Group Setup ti€p theo ta lam lan lwot nhu sau;
. Chon TACACS+ trong muc Jumpto
. Check vao Shell (exec)
. Check vao Privilege L evel vanhap vao thong sb 15
. Chon Submit + Restart



Group Setup
Jump To | I

TACACS+ Settings 2| =
T PPPIP
[T In access control list |
[T ©ut access control list |
T Route I
Routing " Enabled

MNote: PPP LCP will be automatically enabled if this
service is enabled

|[¥  Shell (exec) |

[T Access control list |

T Auto command I

" callback line |

[T Callback rotary I

7 1dle time |

B Mo callback verify ™ Enabled

[T Mo escape ™ Enabled

[T Mo hangup ™ Enabled

¥  Privilege level [15 | hd|
Submit [Submit + Restart| Cancel

Hinh 5: Cau hinh cho nhém Admin & mic Privilege Level 15

Nhuw vay, nhitng user nao thudc group Adminstrator khi két néi vao
router thong qua TACACS+ server sé c6 bd quyén & cap 15.

Viéc cau hinh cho nhém Guest & Privilege Level 0 tvong tw nhw vay.
Bwéc 2: Tao user va add user vao group

Ching ta sé tao user mang tén balcony thuéc group Aministrator va
user mang tén Guest thudc nhom Guest

Vao menu User, nhap vao tén balcony, chon Add/Edit



Cisco SvsTems User Setup

User
Setup

EL

Group
Ea Setup User: |ba|conv |
% Shared Profile Find I I Add/Edit I
Cornponents
MNetwark
Configuration

List users beginning with letter/number:

=g System LECDEEGHISELHM
= Configuration HOPQRSTUVWXY?Z
= 01233561829
nterface
| Configuration
List all users |
Adrinistration
Control
BT T e Remove Dynamic Users |
3{_‘3 | Databaszes

Hinh 6: Thém user mang tén bal cony

Trong man hinh User Setup ti€p theo ta can nhap cac thong so sau:
+ Password authentication: ACSinternet Database
+ Password cho user balcony

+ Chon nhém cho user nay la Administrator .



User Setup

User Setup ﬂ

Password Authentication:
IACS Internal Database j

CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, if the Separate field is not
checked.)

Password |eesssssssssssee

Confirm
Password

[T Separate (CHAP/MS-CHAP/ARAP)

Password I

Confirm I
Password

When a token server is used for authentication,
supplying a separate CHAP password for a token
card user allows CHAP authentication. This is

especially useful when token caching is enabled.

Group to which the user is assigned:

Administrator j

Hinh 7: Cau hinh cho user balcony
Viéc tao va cau hinh cho user Guest va group Guest ta lam twong tu.
Buéc 3: Cau hinh AAA server vaClient:

Vao menu Network Configuration. Tru 6c tién tacau hinh AAA client.
Click vao Add Entry trong phan AAA Client




Gisco Svstems

Uzer
Setup

L
i

Group
Setup

%} Shared Profile
Cornponents

MNetwark
Configuration

o T System
= Configuration
= Interface
Configuration

.| Adminiztration
Control

ﬁ External User
E Databazes
Fasture

moanl| Walidation

Metwyork Becess
u Profiles

Reportsand
Activity

Network Configuration

@Q

AAA Clients hd
AAA Client AAA Client IP Authenticate
Hostname Address Using
Add Entry Search

AAA Servers

AAA Server
Name

AAA Server IP
Address

Add Entry

Sealrch |

Trong ctra so tiép theo ta can nhap cac thong so6 sau:

Sau dé ta chon Submit + Apply

Hinh 8: Chon phan cdu hinh AAA Client

+AAA Client hostname: hostname cuia router (center)

+AAA IP address: dia chi cta router 10.0.0.1

+Key: khoa thuong lwong gilta router va server ( tachon tuy y vacan
phai khép véi gia tri sé nhap khi cau hinh router)
+Authentication Using: Tat nhién lachon TACACS+



Add AAA Client

Afd Client I
center I

Hostname

g 10.0.0.1 —
AAA Client I —I
IP Address _I
Key 123456
el [T/ CACS T (Cioco 105)
Using

Single Connect TACACS+ AAA Client (Record stop in
accounting on failure).

[T Log Update/Watchdog Packets from this AAA Client
[T Log RADIUS Tunneling Packets from this AaA Client

r Replace RADIUS Port info with Username from this AAA
Client

| Submit I Submit + Apply l Cancel

B e T

Hinh 9: Cau hinh cho AAA client

Tiép theo ta sé cau hinh cho AAA Server:
Chon Add Entry trong phan AAA server:

Qﬁ Q AAA Servers ?
AAA Server AAA Server IP AAA Server
Name Address Type

| | |
R

Hinh 10: Chon cau hinh thém mot AAA server.

Nhép vao cac giatri sau:
+ AAA server name: dat tuy y
+ AAA server IP: dia chi IP cia may cai TACACS+

+ Key: khoé giao trw¢c ( trung véi khoa luc nay [a123456)

+ AAA server type: Chon TACACS+
Chon vao Submit + Apply



Ad& AAA Server

AAN Server Name |server I

AfS Server IP Address 10.0.0.254
Key |12345l5 |

r Log Update/Watchdog Packets from this remote AAA

Server
AAL Server Type TACACS+ j
Traffic Type inbound/outbound _'J
Submit | Submit+AppI\_.-'| | Cancel |

Hinh 11: Cau hinh théng s6 cho AAA server

2.Cau hinh trén router:
Sau day la nhitng 1énh cau hinh chinh : Chay lanh{tng Iénh nay dung cho Cisco |OS
12.05 tré vé sau

center (config)#aaa new-model

center (config)#aaa authentication login default group tacacs+

center (config)#aaa authorization exec default group tacacs+

center (config)#tacacs-server host 10.0.0.254 //IP clia TACACS+ server
center (config)#tacacs-server key 123456 //key nhap & trén

Cau hinh nhin chung tvong dbi don gian. Duéi day lalink download toan bo file cau
hinh cta router Center:
. http://www.box.net/shared/5cwvyi 804k
. http://www.mediafire.com/2tqgfyhj4x Qux

3. Kiém tra hoat dong:
Sk dung mot client chay Windows XP v a dung command line telnet vao router Center
dé kiém tra cdu hinh bang hai tai khoan balcony (admin) va Guest (guest)

Trén client tavao CMD vago | énh telnet 192.168.1.10 . Thong bao yéu cau nhap
username va password sé hién 1én. Ta nhap vao balcony va password twong (ng nhw da cau hinh:


http://www.box.net/shared/5cwvyi804k
http://www.mediafire.com/

v Telnet 192.168.1.10

Username: balcony
Pazsword:

centerfienable

centerdiconf t

Enter configuration commands,. one per line. End with CHTL~/Z.
center{conf igri_

www.diendantinhoc.com
Hinh 12: Truy cap vao router vgi tai khoan level 15

Tathdy nhu hinh, véi level 15 khi login vao router da & ché do privilege.

Tiép theo ta thir login vao véi tai khodn Guest:

Telnet 192.168.1.10

llzername : Guest
Password:

enter>enable
¢ Error in authentication.

center>?
Exec commands:
£1-99> Session number to resume
dizable Turn off privileged commands
enahle Turn on privileged commands
exit Exit from the EREC
help Description of the interactive help system
logout Exit from the EREC

enterr_

www.diendantinhoc.com
Hinh 13: Login bang tai khoan Guest

Hinh trén chiing to user Guest vai level 0 nhu ta da cdu hinh thi chi cé thé sir dung 5
|énh nhu danéu & dau bai

Nhu d& dé cap & trén. Uu diém ctia TACACS+ so véi RADIUS d6 | a chirc nang Command
Authorization. N6i ndm na dé la xac dinh nhi*tng 1énh ma user cd thé hoac khong thé stv dung khi truy
cap vao.

Vay lGc nay thi nhitng Iénh ma mot user khi login vao thiét bi cé thé thuc hién chinh la nhiing
I&nh nam trong Privilege Levels cla ho trir di nhitng 1énh m & ching ta cdu hinh trong Command
Authorization.

MO ta yéu cau:

Dua trén hai group san c6 & trén |a Administrator ta cdu hinh thém nhu sau:
+ Administrator véi Level 15 nhung khong thé xoa startup-config
+ Guest lUc nay ta set Ién level 15 ludn nhwng chi cé phép sk dung 1énh Show



Cac buoc thuc thue hién

Nhu dandi & trén, trvde hét ta set quyén cliia nhom Guest & mirc 15. Viéc set | én Level 15 bay
gio chi co y nghta d6 la maximum Level. Tt ca déu phu thudc vao Command Authorization maban
S8 set sau nay.

Group Setup
Jump To

Shell (exec)

]

Access control list

Auto command

Callback line

Callback rotary

Idle time

No callback verify " Enabled
Mo escape ™ Enabled

0 I 0 O S O S |

No hangup ™ Enabled

<l

Privilege level 15

Timeout !

L}

Hinh 14: Chinh Level cla group Guest 1én 15

-

Budc 1: Tao nhitng mau Command Authorization — mdt nhém nhitng 1énh c6 thé hoic ko
thé thuc thi danh cho user.

Trwdc tién ta vao menu Shared Profile Components. Click vao Shell Command
Authorization Sets

Gisco SrsTems

Shared Profile Components

Metwork Access Filtering
Group 2 :
ﬁ | Setup RADIUS Authorization Components

User
Setup

EL

% |SharedF’rnﬁle Shell Command Authorization Sets
..................................................... e e ———

Netwark
Configuration
=Heol Sustem ? Eack ta Help
= Configuration

Hinh 15: Chon chiic nang cdu hinh Command A uthorization




Bdm vao nit Add dé thém vao mdt mau méi. Noi dung cdu hinh gdm céac phan véi y
nghta nhu sau:

Shared Profile Components

Shell Command Authorization

Set
MName: |
Description: ‘
I .
Unmatched Commands: Reain
% Deny
i_ Permit Unmatched Args

Add Command | Remove Command |

Hinh 16: Khung cdu hinh Command Authorization

.Name: Tén clia mau cdu hinh ban s& dét.

.Unmatched Commands: Chi dinh cach ma server sé thyc hién véi nhirtng 1énh maban
khong nhé&p bén duai. ( 2 tuy chon la Permit vaDeny )

Args. argument. Vi du ip route, ip interface brief.. laargs cta Iénh show

.Permit Unmatched Args: Cho phép cac args maban ko nhap vao. Néu ban khong
check vao thi mdy tu hiéu la Deny.

.Add Command: Thém vao mot Iénh méi. DE thém vao mot 1énh thi ban nhap vao va
sau d6 nhan Add Command. Tiép theo laban sé nhap thém nhitng Args cla Iénh do6
v@i cau tric : permit/Deny arg. D€ nhap thém mdt Arg thi ban nhan enter dé xudng
dong. DE dé hiéu thi tadi vao cdu hinh nhu sau:

Tao mau cho nhém Admin: Tao mau cho nhém Admin. Nném Admin d woc st dung tit
ca cac lénh & Level 15 trir Iénh erase startup-config. Ta lam nhu sau:

.Nhép vao Name la Admin

.Unmatched commands: chon permit — tirc 1a cho phép tét ca cac Iénh.

.Nhap erase roi chon Add command

.Click vao erase, gb vao khung bén phai deny startup-config

.Check vao per mit unmatched Args néu ko may sé cam ca cac Args khac cla Iénh
erase



Xong tanhan Submit
Shared Profile Components

Edit

Shell Command Authorization
Set

MName: IAdmin I

‘ =

Description:

* Permit
Unmatched Commands:

' Deny

I I\/Permit Unmatched Args |

deny starup-co nfig| -

Add Command | Remowe Command |

Submit I De[eteJ Cancel l

Hinh 17: tao mau command authorization cho group Admin

Tao mau cho nhém Guest:

Nhém Guest hién dang & Level 15, tirc la cé day di quyén han clia Admin nén tathuc
hién theo y twdng la per mit mot s Iénh, con lai ladeny all. Cu thé la chi cho phép Guest thuc
hién 2 I&énh: show ip route va show ip interface brief

.Nhép vao Name la Guest

.Unmatched commands. Chon Deny

Add command Show. Khung bén phai nhap vao deny run; permit ip route; per mit
ip interface brief

.Thyc ra nhap vao deny run lathira bdi viéc khdng check vao Permit unmatched Arg
da ngam thuc hién Iénh nay.

.Click vao Submit.



Mame:

Description:

Unmatched Commands:

IGuest |

" permit

sha [ Permit Unmatched frgs

parmit ip interface brief ﬂ
permit ip route
deny run

Add Command Remowve Command I

Submit

Delete | Cancel |

Hinh 18: Tao mau cho group Guest

Buwéc 2: Cau hinh Command Athorization cho tirng group

Budc 1 ta chi cdu hinh nhitng mau cho tirng group, sang b uéc nay ta sé &p nhitng mau

d6 vao tirng nhdm thich hop.

CAau hinh cho nhédm Admin:

+Vao menu Group Setup. Chon group name la Administrator nhw da cu hinh.

Click vao Edit Setting

+K éo thanh cudn xudng. O’ phan Shell Command Author azation Sets ta chon
Assign Shell Command Authorization Set for any network devices. Click

vao vachon Admin ngay bén duwoi.
+Click vao Submit + Restart




Group Setup
Jump To

"G" Shell {exec}l

[T Access control list I

T Auto command |

" callback line |

T Callback rotary I

[ Idle time |

[T Mo callback verify ™ Enabled
[T MNo escape ™ Enabled
[T Mo hangup ™ Enabled
¥ Privilege lavel |15

[T Timeout I

Shell Command Authorization Set
" Mone

- | Assign a Shell Command Authorization Set for any
network device

" Per Group Command Authorization

Unmatched Cisco 105 commands

T Dicicamat

| Submit ISubmit + Restartl | Cancel

Hinh 19: Cau hinh cho nhém Admin.

Cau hinh cho nhém Guest :
Ta lam tuong tu:




=l

Shell {exec)

Access control list

Auto command

Callback line

] 1m) T i

Callback rotary

™ Idle time
T No callback verify ™ Enabled
[T No escape ™ Enabled
[T No hangup " Enabled

¥ Privilege level |15
T Timeout |

Shell Command Authorization Set
i None

Assign a Shell Command Authorization Set for any
network device

IGuest vI

" Per Group Command Authorization

Unmatched Cisco I0S commands
" permit

Submit ISubmit + Restara Cancel

Hinh 20: Cau hinh cho nhoém Guest

Buwéc 3: Cau hinh trén router

center (config)#aaa new-model

center (config)#aaa authentication login default group tacacs +

center (config)#aaa authorization exec default group tacacs+

center (config)#aaa authorization commands 15 default group tacacs+

center (config)#tacacs-server host 10.0.0.254
center (config)#tacacs-ser ver key 123456

Budc 4: Kiém tra hoat dong
Trén PC, tam@ command line va telnet vao dia chi 192.168.1.10 cUa router:

Tai khodn Admin cho ta két qud:

Nhu ta thdy hinh bén dudi thi két qua clia 1énh erase startup-config la
authorization failed



o Telnet 192.168.1.10 www.diendantinhoc.com

sername: halconwy
Pazzword:

centerficonfig terminal

Enter configuration commands,. one per line. End with CHNIL-/Z.
center{config>flexit

centeriferasze

centerfterasze startup—config

Command authorization failed.

t By

# Invalid input detected a marker .

centerd

Hinh 21: Login bang tai khoan nhom Admin

Tai khodn Guest:

s Telnet 192.168.1.10 Www.diendantiniog:

seprname: Guest
Pazzword:

enterficonf t
Cummandhauthurizatiun failed.

t '™ marker.

< Invalid input detected a
enterfizhow ip interface hrief

Interface IP-Address 0OK? Method Status
pcol

FaztEthernetf- @ 122.168.1.18 ¥YES NURAM up

FastEthernetB- 1 18.8.8.1 YES HURAM up

centerifzhow run
Command authorization failed.

¥ Incomplete command.

enterdt

Hinh 22: Login bang tai khoan Guest

Hinh trén cho tathdy tai khoan Guest chi cd thé st dung 2 Iénh nhu d& cau hinh.

Han Ché:

Do khong c6 diéu kién thwc hanh trén thiét bi that nén minh sir dung 2 chwong trinh gia
lap rat uy tin d6 la Dynamip va Microsoft Virtual PC 2007

Bai viét trén chi la hwdng dan str dung. Céc ban khi sir dung phai tuy bién dé ph 0 hop
v0Oi yéu cau minh can.

[ balcony — www.diendantinhoc.com ]







