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Giéi Thiéu

Dé gitip cac ban hiéu ré hon trong nhirng chwong thiét ké vé sau (cang vé sau
dd kho vé thiét ké mot hé thong mang sé tang dan lén), toi xin liét ké cac thuat
nglr dwoc siv dung truwdc hét trong phan chuyen mach (Switching). Nhadm gitp
cac ban nghién clru sau hon qua cac tai liéu tiéng anh, t6i xin phép giir nguyén
céc thuat ngir nay & English ma khong dich sang tiéng viét.

Céac Chu Y Tr wéc Khi Poc Tai Li éu
- Nguwdi doc nén c6 chirng chi CCNP hoéc kién thire twong dwong CCNP.

- Thong tin dugc dé cap trong tai liéu nay c6 thé dwoc thay déi béi tac gia
khdng can théng bao trwéec.

Céac Quy Uéc
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Céac Thu at Ng ir Trong Switching

Dé c6 thé thiét ké tét ha tAng mang, ngoai viéc hiéu cac tinh nang (feature) dwoc
hoc trong cac khéa CCNA, CCxP, CCIE, mét yéu to khac rat quan trong khong
thé thiéu do 1a hleu ré vé thiét bi (phan cirng): thiét ké, tinh nang, ..cUa twrng loai
thiét bi. Viéc nédm virng cac kién thirc nay gilp cac ban co thé hleu rd trong cac
chuwong vé sau (nhw da dé cap trwdc, cang vé sau do phtrc tap trong thiét ké sé

cang tang Ién, do phai dap tng nhiéu doi hdi trong hé théng mang Enterprise:
dam kha nang High Availability, bang théng tir Access Ién Distribution, Ién Core,
b&o mat ...), nhixng phan duéi day sé tap trung tim hiéu nhirng kién thirc can
thiét nay.

Vé kién trdc ¢ ta Switch : thdng thwdng co 2 dang thiét k& 1a Modular va Fix.
Klen truc Modular cho phép hé tre nhiéu khe cdm nén cho phép mé rong sbé
cbng két ndi nhiéu hén, hon niva c6 thé chon céc loai linecard phi hep cho tirng
thiét k&, hd tro cac tinh nang dw phong trén ciing 1 Switch, do d6 kién tric
Modular duwgrc rng dung cho céac Switch & I&p Core/Distribution (cac dong
Switch dwoc thiét ké & dang Modular: Catalyst 6500/4500, Nexus 7000). Nguoc
lai thiét ké & dang Fix khong cho phép thay ddi hay nang cép céac thanh phan
trén Switch, mudn thay dbi hay nang cap phai thay Switch (cac dong Switch thiét
ké & dang Fix: Catalyst Switch 3750/3750-X/3750-E/3560/3560-X/3560-
E/2960/2960S/IE3000/IE3010, Nexus 5000/4000/3000/2000).

Chi ti ét vé cac thanh ph an Modular Switch: ’
Chassis : 1a thanh phan ket ndi tat ca cac module con lai v&i nhau, néu so sanh
mdt cach gan duang thi Chassis twong tw voi PC case da gan san Mainboard.

http://www.cisco.com/en/U S/ products/hw/switches/ps708/prod_view_selector.html

Cisco Catalyst 6500 Series Chassis

Super Visor : la thanh phan trung tam diéu khién hoat dong toan bo Switch,
quyét dinh d6 manh (switching performance) va tinh nang cua Switch. Neu so
sanh mét cach gan dung thi Super Visor twong tw véi CPU trén PC.
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http://www.ci sco.com/en/US/prod/coll ateral/modul es/ps2797/ps11878/images/data._sheet c78-
648214-1.jpg

Supervisor Engine 2T

Line Card : 1a thanh phan cung cép céc giao dién (Interface) dé két nbi vao

mang, dwoc phan thanh cac loai Ethernet (LAN) Module va WAN Module, trong

d6 Ethernet Module hé tro' cac chudn két néi Ethernet trong LAN, nguoc lai WAN

Module hd trg' cac chuén két ndi trén WAN (SONET, HSSI, T1/T3, ...).

http://www.cisco.com/en/US/prod/coll ateral/switches/ps5718/ps708/images/product_data sheet09186
a00801dce34-2.jpg

Cisco Catalyst 6900 Series 8-Port 10 Gigabit Ethernet Fiber Module

Service Card : la moét loai Line Card dac biét, khac véi LAN/WAN Line Card
thdng thweng cung clp céc giao dién két ndéi mang, Service Card cung cap “Dich
Vuy” cho mang nhu: Firewall (Firewall Service Module — FWSM), Wireless LAN
(Wireless Service Module — WiSM), IDS/IPS (Intrusion Detection System
Services Module — IDSM-2), Server Loadbalancing (Application Control Engine
Module — ACE), VPN (SSL Service Module).

http://www.ci sco.com/en/US/prod/coll ateral/modul es/ps2706/ps6526/images/product_data_sheet0900
aecd80364340-1.jpg
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Cisco Catalyst 6500 Series WiSM2 Controller

Power Supply : cung cap ngudn cho toan bd Switch, théng thwdng 1 Chassis sé

hd tro tr 2 dén 3 Power Supply dé thiét 1ap dy phong trong trwéng hop 1 Power

Supply hw hédng hoac 1 Power Grid gap sw cb. Thong thudng thyc tén Power

Supply sé duoc két ndi vao UPS (Uninterrupt Power Supply) nham cung cap

ngudn tam théi cho Switch khi ngudn dién chinh gap sw cb.

http://www.cisco.com/en/US/prod/coll ateral/switches/ps5718/ps708/images/0900aecd801c5¢84 null
null_null_11 19 04-1.jpg

Cisco Catalyst 6500 Series Chassis

Fans Tray : lam mat toan b Switch, thong thwong 1 Chassis sé ¢d 1 hoac vai
Fans Tray v&i nhieu Fans lam mat, cung cap kha nang dw phong trong tredng
hop 1 Fans hw hong.

WS-C6509-E-FAN Catalyst 6500 Fan tray
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Vé performance ¢_Ga Switch : performance (hiéu nén na 1a d manh mé) cta
Switch phu thudc vao cac chi s6 sau:

Switching Capacity: ~ Switching capacity hodc Switching Fabric (d6i véi Fixed
Switch) , Centralized Switching Capacity, Distributed Switching Capacity, Per-
Slot Switching Capacity (d6i v&i Modular Switch 4500, 6500) => don vj tinh clta
cac thdong so nay la Gigabit per second (Gbps). Thong sb nay dwoc hiéu la kha
nang chuyen mach “NOI TAI” cGia Switch d6. Pé dé hiéu, c6 thé so sanh vi von
Switch véi 1 chiéc xe hoi, thi théng s nay twong dwong véi cong sudt may cia
0 t6 (vi du Camry 2.4L co6 cong suat may (xi lanh) 1a 2.4 lit).

Forwarding Rate / Through : Forwarding rate (dwgc dung v&i Fixed Switch).
IPv4 Throughput va IPv6 Throughput (dwoc dung véi Modular Switch) => don vi
tinh clia cac thong sb nay 1a Mega packet per second (Mpps). Théng sé nay
dwoc hiéu la kha nang chuyen mach “THUC SU” ddi voi tng loai packet ra/vao
cac cdng két ndi trén Switch, nhw vay 1 Switch manh can phai c6 Switching
Capacity da I&n va Forwarding Rate hop ly. D& dé hiéu, c6 thé so sanh vi von
v&i 1 chiéc xe hoi thi théng sb nay twong dwong voi téc d6 can truc clia xe, toc
do quay cang cao thi xe chay cang nhanh. Va tbc d6 can truc xe lai phu thudc
vao cong suat may cua chlec xe, thudng thwong, cong suat may cang Ion thi sé
hd tro tbc d6 quay cda can truc xe cang cao, dan dén chiéc xe chay cang nhanh.
Hardware Forwarding : la kha nang chuyén mach (switching) goi tin vé&i tdc do
rat cao, do dwgc phan cirng chuyén dung thwc hién (Cisco goi phan crng nay
v&i tén chung la ASIC — Application Specific Integrated Circuits), tbc d6 thuwéng
lén dén hang vai chuc, vai trdm Gigabit per second (Gbps) tham chi la vai Tetra
bit per second (Tbps). N6i tom lai cai gi dwoc hé tro tryee tiép tlr phan cirng thi sé
rat nhanh. Vi du: trén Switch 3560, tat ca tinh ndng Routing/QoS/ACL déu duoc
hé tro’ tlr phan cirng (Hardware Forwarding), do d6 téc d6 chuyén mach rét cao
vai chuc Gbps. Tuy nhién c6 vai tinh ndng khoéng dwoc hd tro tir phan cirng, voi
tbdc do6 chuyén mach chi vai chuc dén vai tram Mbps (vi du: Policy-Based
Routing), do d6 néu ciu hinh céc tinh nang nay, can phai can trong dé& Switch
khéng bi qua tai CPU cho cac muc dich khac (chay dinh tuyén, Spanning-tree,
arp, ...). Vi du vé cac ASIC trén Switch la:

CAM: hoat déng & L&p 2, chiu trach nhiém van chuyén cac Frame.

TCAM: hoat déng & 1&p 3, chiu trach nhiém tang tdc cac feature nhw: Quality of
Services (QoS), Access Control List Filter (ACL)

CEF: hoat ddng & I&p 3, chiu trach nhiém tang toc viéc dinh tuyén géi tin (tim
output Interface, rewrite IP Packet header,...). CEF cé 2 phién ban: Centralized
CEF va Distributed CEF.

Centralized CEF : trong phién ban nay, tat ca cac tac vu tang téc goi tin do 1
thanh phan CEF trung tam d&m nhiém (thwéng nam trén SuperVisor), LineCard
khéng hé tro tang téc xtr ly goi tin, LineCard chi don gian forward packet can
dinh tuyén vé SuperVisor théng qua két ndi “Switching Fabric”, SuperVisor sé& xt
ly packet va g¢&i tra lai LineCard. Do viéc xt ly tap trung nhw vy nén CCEF kho
c6 thé mé réng va phu thudc hoan toan vao “d6 manh” cta SuperVisor. CAc thiét
bi dworc thiét ké dung CCEF la: cac Fix Switch (3560/3750/...) va Modular Switch
4500.
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Distributed CEF : twong tw v&i CCEF, tuy nhién trong kién trac nay, Line Card
cung tham gia vao tang tbc gai tin (xt ly goéi tin qua CEF glong v&i SuperVisor),
do vay tbc d6 chuyén mach dwoc nang cao rat nhiéu trong kién tric nay. Kién
trac nay dwoc wng dung trong Cisco Catalyst 6500 (tuy nhién khi order Line Card
can phai Order thém Daughter Card dé& hé tro DCEF, néu khéng cé Daughter
Card nay Line Card sé khong hé trog DCEF ma chi hd tro CCEF) va Cisco Nexus
7000.

Software Forwarding : nguoc lai véi “Hardware Forwarding”, day la chuyén
mach géi tin dwa hoan toan vao CPU trung tam ctia Switch/Router dé forward goi
tin, day la tinh nang théng thwéng trén nhirng thiét bi khéng hd tro “Hardware
Forwarding”, mét vi du trén Router 2800, packets dwoc chuyén mach nhd vao
phan ctrng chuyén dung goi la CEF, do d6 packet dwoc forward véi te d6 rat
nhanh (vai trdm Mbps), tuy nhién trong 1 vai trwérng hop yéu cau mudn xem
“debug” xem géi tin dworc X ly ra sao, lic nay cé thé tam thoi tat tinh nang CEF
(“no ip cef” ttr global configure mode, hoac “no ip route-cache cef” ti Interface
configure mode).

Vé céc feature :

Virtual Switching System (VSS) :la cong nghé ao hoa, giup 2 Switch 6500 khi
dwoc ciu hinh VSS sé hoat dong nhw 1 Switch do (Unified control plane) va c6
throughput bang téng throughput cta 2 Switch (Vi du: néu dung Sup720 dé tao
VSS thi sé& cé 1 Switch ao hé tror Forwarding Fabric |a 1440Gbps = 1.4Thb),
Switch dworc két ndi véi nhau qua céng két ndi 10Gbps goi la VSL (Virtual Switch
Link).Tuy nhién tinh ndng nay chi dwoc hd tro trén nhirng Supervisor nhat dinh
sau: Sup720-10G-3C, Sup720-10G-3C-XL, Sup2T-10G, Sup2T-10G-XL. Vé&i tinh
nang nay Két ndi tiv Distribution Switch hodc Access Switch 1én 2 Switch 6500
cau hinh VSS c6 thé dwgc ciu hinh Ether Channel, két néi nay dwoc goi la
Multichassis Ether Channel (MEC). Gilp loai trir viéc str dung STP va tang bang
thong két ndi tr Access/Ditribution 1én 6500-VSS Switch (v&i thiét ké cd, chi cé 1
Uplink dwoc active do Uplink con lai bi block b&i Spanning Tree nhw mé hinh
dwdi day).

Chi tiét co thé tham khao & link sau:

http://www.cisco.com/en/U S/docs/sol utions/Enterprise/ Campus/V SS30dg/V SS-dg_ch2.html

http://www.cisco.com/en/US/i/200001-300000/220001-230000/227001-228000/227020.jpg

Virtual Switch Domain

Virtual :
; . Switch Link Ei_n‘:li
Switch 1 + Switch 2 = VSE-Single ﬁ

Logical Switch
VSS Conceptual Diagram

http://www.cisco.com/en/US/i/200001-300000/220001-230000/226001-227000/226938.jpg
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Stack-Wise Plus (StackWise+) : 1a cong nghé cho phép lien két 9 Switch
Catalyst 3750-X hoac 3750-E lai v&i nhau va hoat ddng nhw 1 Switch ao théng
qua két nbi dac biét goi la Stack-Ring, dung cdng nghé déc quyén cua Cisco c6
toc d6 1én dén 64Gbps (full-duplex), cong nghé StackWise+ cho phép packet
trong Stack-Ring di chuyén theo 2 hwéng (thuan va ngwoc chiéu kim déng hé)
dong thei, gitp tang hiéu qua forward packet trong stack-ring. Trong Stack, sé c6
1 Switch dong vai tro 1a Master Switch, day la Switch chiu trach nhiém diéu khién
hoat déng toan bd Stack, tr Layer 2 (hardware) dén Layer 3 (hardware), so sanh
gan dung thi Master Switch gan giéng nhw chirc ndng ctia SuperVisor trong kién
trac Modular Switch. Cac Switch con lai trong Stack goi la Member Switch, mét
diéu quan trong la néu Master Switch bi hw héng vi Iy do nao dé, toan bd switch
trong Stack sé tw déng reboot dé& bau chon Master Switch mai, Stack khong bi
anh huéng néu 1 Member Switch bi hw hdng. Ciing gidng véi cong nghé VSS,
Catalyst StackWise+ hé tro MEC. Cong nghé nay chi dwoc hé trg trén dong
Switch Catalyst 3750-X, 3750-E.

Chi tiét c6 thé tham khao & link sau:
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps5023/prod_white_paper09186a00801b096a.
html

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps5023/images/prod white paper09186a0080
1b096a-03.jpg

Cisco StackWise Technology Resilient Cabling

Stack-Wise : 1a phién ban dau tién, giong v&i Stack-Wise+, tuy nhién c6 mét vai
han ché sau so v&i Stack-Wise+: toc do Stack-Ring la 32Gbps (full-duplex), chi

Tai liéu thiét ké mang — Ha Burc Binh — Singapore 2011
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cho phép packet trong Stack-Ring di chuyén theo 1 hwéng nhat dinh. Céng nghé
nay dwoc ho trg trén dong Switch Catalyst 3750 series.

Flex-Stack : 1a cong nghé cho phép lién két 4 Switch Catalyst 2960S lai vé&i nhau
va hoat ddng nhw 1 Switch &o thdng qua két ndi dic biét goi la Stack-Ring, ding
céng nghé doc quyén cla Cisco c6 tdc do 1én dén 20Gbps (full-duplex). Trong
stack sé co 1 Switch dong vai tro la Master Switch, day la Switch chiju trach
nhiém diéu khién toan bd Stack (gidng v&i StackWise+) tir Layer 2 (hardware
forwarding) dén Layer 3 (chi hé tro software forwarding) cta Stack. Master
Switch trong Flex-Stack c6 chirc nang hoan toan gidng véi Master Switch trong
StackWise+. Cac Switch con lai trong Stack goi la Member Switch, néu Master
Switch bi hw héng vi ly do nao do, toan bd switch trong Stack sé tw dong reboot
dé bau chon Master Switch méi, Stack khéng bi anh hwéng néu 1 Member
Switch bi hw héng. Ciing giéng v&i cong nghé Stack-Wise+ trén 3750X, Catalyst
2960S Flex-Stack hé trgg MEC. Tinh ndng nay dwoc hé tro trén dong Switch
Catalyst 2960S series.

Chi tiét c6 thé tham khao & link sau:
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps6406/white_paper ¢11-578928.html

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps6406/images/white_paper c11-578928-
01.jpg
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Phan lo ai Cisco 10S va I0S license lién guan
Hién tai Cisco phét trién cac dong 10S nhv sau:

Cisco 10S Software : la thé hé 10S dwoc thiét ké dé& chay trén nhitng dong san pham
thong dung cutia Cisco va st¥ dung chinh cho mai trwdng Enterprise.

Chi tiét 6 thé tham kh&o & link sau:

http://www.cisco.com/en/US/products/sw/iosswrel/products ios_cisco_ios_software_releases.html
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Cisco 10S XE Software : la thé hé 10S dwoc phét trién sau nay, muc dich st dung trén
cac dong thiét bi mai véi nhivng doi hdi khét khe: nang cao kha nang tich hop dich vu
(VPN/Firewall/Routing/Switching/...), hd trg khéd nang san sang cao (High Availability) tt
hardware/software (dwoc dung trén thé hé Catalyst Switch 4500 Series véi SuperVisor7-
E va Cisco ASR 1000 Series), hd tror kha nang trién khai nhanh chong 1 dich vu m&i va
dwoc dong go6i & dang Universal Image. C6 2 phién ban trong dong nay: Cisco 10S XE
3S (dworc str dung cho Cisco Router ASR 1000 Series) va Cisco I0S XE 3GS (dwoc st
dung cho Cisco Switch 4500 Series SuperVisor7-E).

Chi tiét c6 thé tham khao & link sau:
http://www.cisco.com/en/US/products/ps9442/Products_Sub_Category Home.html

Cisco 10S XR Software : la thé hé 10S dwoc phét trién dé hoat déng trén thiét bi Router
Cisco Carrier Routing System dting trong mdi truong mang nha cung cap dich vu (ISP).
Chi tiet co thé tham khao & link Sau:http://WWW.cisco.com/en/US/products/035845/index.html

Cisco NX-OS Software : la thé hé 10S dwoc phét trién dé& hoat déng trén dong thiét bi
SAN Switch MDS 9500/9200 Series va DataCenter Switch Nexus Series,

Chi tiét c6 thé tham khao & link sau:
http://www.cisco.com/en/US/products/ps9494/Products _Sub_Category Home.html

Trong tai liéu thiét ké sé tap trung vao dong Cisco I0S Software, cac dong con lai sé
dwoc dé cap trong cac chuyén dé khéc. Chi tiet cac dong Cisco 10S Software dwoc de
cap nhw duwéi day:

Cisco I0S Software Release 15.2 M&T, 15.1 M&T, 15.0 M, 12.4 M&T: la dong 10S
dworc thiét ké dé chay trén céc thiét bi Cisco Router Integrated Services Router - ISR (
800, 1800, 2800, 3800 Series) va ISR-2 (Cisco Router 1900, 2900, 3900 Series). Dac dié
cGa dong I0S nay la duoc thiét ké dé hd tro “da dich vu” nhw: Routing, Switching, VPN,
Firewall, IPS, QoS, Wireless, Unified Communication. Trong méi dong sé chia ra ky hiéu
“M” va “T", trong d6 cac Version (phién ban) cé mang ky hiéu “M” la nhirng phién ban
dwoc phat hanh dé fix bugs (va cac 16i version 10S hién tai) ma khdng hd tro' thém tinh
nang hoac phén clrng nao maoi, Version mang ky hiéu “T” dwgc phat hanh véi muc dich
chinh dé hé tro' thém tinh nang/ phan ctrng mai va fix bugs. Nhw vay sw thay ddi (h6 tror
thém phan ctrng, tinh nang méi) sé rat I&n néu nang cép tir 15.0 Mlén 152 T, do d6 khi
muén nang cap 10S cho thiét bi, can lwu y muc dich khi nang cap: dé fix bugs => nén
nang cap lén dong “M” trong cling phién ban (vi du: 15.1(3)M Ién 15.1(7)M). Can hé tro
thém hardware ho3c feature méi => can nang cap Ién dong “T” cao hon, c6 thé st dung
Cisco Features Navigator dé tim 10S phi hop. Trong series nay, phién ban méi nhét 1a
15.2 M&T, phién ban 15.0 M Ia phién ban nang cap truc tiép tr 12.4 M&T.

Chi tiét c6 thé tham khao & link sau:
15.2 M&T : http://www.cisco.com/en/U S/products/ps11746/index.html
15.1 M&T : http://www.cisco.com/en/U S/products/ps10592/index.html

Tai liéu thiét ké mang — Ha Burc Binh — Singapore 2011
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15.0M . http://www.cisco.com/en/US products/ps10591/index.html
Feature Navigator:  np: //tools.cisco.com/I TDI T/CEN/jsplindex.jsp

Cisco |0S Software Release 15.1 S, 15.0 S : 1a dong 10S duoc thiét ké dé chay trén
dong thiét bi dinh tuyén Cisco Router 7600 Series, hé tro' cac features duoc st dung
trong hé théng mang clia ISP nhw: MPLS encapsulation, Multicast Label Distribution
Protocol (MLDP), Multicast VPN (MVPN), Virtual Private LAN Service (VPLS)... Trong do
version méi nhat trong series nay 14 15.1 S

Chi tiét c6 thé tham khao & link sau:

15.1 S: http://www.cisco.com/en/US/products/ps11280/index.html

150S: http://www.cisco.com/en/US/products/ps10890/index.html

Cisco 10S Software Release 15.0 SY : la dong 10S duworc thiét ké dé chay trén Catalyst
Switch 6500 véi SuperVisor Engine 2T, day la version nang cap ctia 12.2 SX, hé tro' kha
nang chuyén mach tir phan cirmg véi cac feature sau: IP Address version 6 (IPv6),
Multiprotocol Label Switching (MPLS) and VPN, Generic Routing Encapsulation (GRE),
Advanced IP Routing and Multicast, Bidirectional Protocol Independent Multicast
(Bidirectional PIM), Nonstop Forwarding with Statefull Switch Over (NSF/SSO).

Chi tiet c6 thé tham khao & link sau: pitp://www.cisco.com/en/US/products/ps11845/index.html

Cisco 10S Software Release 12.2 SX : la dong 10S duworc thiét ké dé chay trén Catalyst
Switch 6500 v&i cac SuperVisor Engine: Sup-32, Sup-720, Sup-720-3B/3BXL, Sup720-
3C/3CXL, dworc str dung trong mang Campus va Service Provider Edge v&i cac feature
dwoc hé tro truc tiép tr Hardware: MPLS and VPN, IPv6, Advanced IP Routing and
Multicast, Integrated Security, NAT/PAT, GRE, Bidirectional PIM, NSF/SSO. Phién ban
moi n’hét hién tai dang dwoc st dung la 12.2(33)SXI.

Chi tiét c6 thé tham khdo & link sau: http://www.ci sco.com/en/US/products/ps6017/index.html

C4u Tric Pong Goi ¢ ta Cisco 10S Software :

Céch thire dong géi cac tinh nang 10S (I0S Feature Package) c6 thé phan loai nhw sau:
D6ivéi 12.2 SXva 15.0 SY:

Phién b 4n IP Base : ho tro’ cac tinh ndng co ban: RIP, EIGRP Stub, PIM Stub, cac Layer
2 feature, cac tinh nang dé& quan ly (SSH, Telnet, SNMP, ...), céc tinh nang bdo mat co
ban, QoS va IPv6 host.

Phién b dn IP Services : c6 day du cac feature hé tro' trong phién ban IP base va hd tro
day du céc giao thirc dinh tuyén (OSPF, EIGRP, BGP, PIM), Cisco TrustSec Security,
Control and Monitoring Processor (CMP), Web Cache Communication Protocol (WCCP).
Phién b én Advanced IP Services : c6 day di cac feature hd tro' trong phién ban IP
Services va hé tro thém Advanced IPv4 / IPv6, Secure group ACL, Layer 3 VPN and
MPLS.
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Phién b an Advanced Enterprise Services hé tror day du cac feature co trong cac
phién ban trwdc, va ho trg thém Ethernet over MPLS (EoMPLS) va Virtual Private LAN
Services (VPLS).

Chi tiét c6 thé tham khao & link sau:
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps8802/ps5460/prod bulletin0900aecd80281b17.html

D6i véi 15.0M, 15.1M&T and 15.2M&T :

Phién b an IP Base / IP Base without Crypto : 1a dong thap nhat dwoc cung cap méc
dinh trén Router va mién phi. Cung cip cac tinh nidng co’ ban nhat nhw: SSH, Static
Routing, RIP, OSPF, SNMP, ...

IP Voice / IP Voice without Crypto : c6 day céc feature hd tro' trong phién ban IP Base
va ¢ thém céac feature ho trg' x&r Iy Voice (Example: FXS, FXO, H323,...)

Advanced Security : bao gdbm day du céc feature hd tro’ trong IP Base va bd xung thém
cac tinh nang bao mat (Example: IPSEC VPN, SSL VPN, 10S Firewall, IPS/IDS, NAC)
SP Services : bao gdm day du céc feature hé tror trong phién ban IP Voice va bd xung
thém céc tinh nang dung trong mang cua ISP (Example: ATM, VoATM, MPLS, ...)
Enterprise Base / Enterprise Base without Crypto  : bao gbém day da cac feature hé tro
trong phién ban IP Base va bd sung thém céc giao thirc khac: IPX, Apple Talk, IBM.
Advanced IP Services : Bao gdbm day du céc tinh nang c6 trong phién ban Advanced
Security va SP Services va hé tro' thém giao thirc IPV6.

Enterprise Services : bao gébm céc tinh nang c6 trong phién ban SP Services va
Enterprise Base

Advanced Enterprise Services : bao gdm day d tat ca tinh nang hé tro trong cac phién
ban trén.
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http:/Amww.cisco.com/image/jpa/en/us/guest/products/ps5460/c1167/ccmigration 09186a00801af2c6 09186a0080843375

Advanced Enterprise Services
{Full Cisco 105 Software)
* 5B
Advanced IP Services | Enterprise Services®*,
[Merge Advanced Security & SP Services) Enterprise Services wio Crypto®***
Pvé ' [Merge Enterprise Base & SP Services)
L s - * s
Advanced Security SP Services Enterprise Base,
(Add Sec/VPN to Data) (Add SP Services Enterprise Base w/o Crypto®*
Cisco 105 FW, IDS/IPS, NAC, to Volce & Data) {Add Multiprotocol
SSH/SSL, IPSec, efc, SEH/SSL, ATM, VoATM, Services to Data)
MPLS, etc Enmerprise Layer 3
Routed Protocols
IP Vioice®, IP Voice w/o Crypio®*
{Add Volce to Data)
VolP and UaFﬂ‘
IP Base®, |P Base wio Crypto®*
Entry Level Cisco 105
Softwara Image
{Classic IP Data +
Trienking and DSL

Mote: Differences with 12.3 (below) apply to: 1700, 1841, 2600XM, 2601, 2800, 3700, 3800
Some featuresffeaturs sets may not apply to all families. Please refer to the Cisco 103
Feature Navigator: hitoJfwww.cisco comigafin

New images as of 124 homonymic 12.3 images plus SSH/SSL/SNMPY3 for secure management
(K8 Indicator in image/part number)

Same leature set s coresponding 12.3 IPBAPWEB images, now enamed to fieflect the missing
securs managemaent support

This image simply gets the standard K9 indicator in image/part number
5jpg **** Mew image as of 12.4: Enterprise Services without SSH/SSL/SNMPv3 secure management

Chi tiét c6 thé tham khao & link sau:
http://www.cisco.com/en/US/products/sw/iosswrel/ps5460/products _ganda_item09186a00801af2c6.shtml

Khai ni @m Universal IOS Image:

Trong qué khir, mdi khi mudn nang cap feature cho Switch / Router nham hé tro’ cac tinh
nang méi, cach duy nhét la phai nang cap 10S (vi du: tir IP Base lén Advanced IP
Service), nghia la phai Copy I0S mé&i vao Flash: clia Router/Switch, d6i khi phai delete
IOS cii do khéng dt chd dé chtra cung ldc I0S cli va m6i, sau do can phai reboot lai
Router/Switch véi [0S méi, diéu nay twéng chirng rat don glan khi thyre hién véi vai thiét
bi. Nhung hay twéng twong, diéu gi sé sdy ra néu sb lwong thiét bj can nang cép 1én dén
hang trdm, tham chi hang nghin... rd rang viéc nay sé doi héi va tiéu tén rat nhiéu thoi
gian va nhan lwc. Do do cac phién ban vé sau (tv 10S version 15.0 tr& vé sau), Cisco hd
tro dong gobi tat ca cac feature vao 1 phién ban I0S duy nhét goi la “Universal 10S
Image”, va dwoc “active” sng cac feature cé trong phién ban IP Base, Itc nay khi khach
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hang can st dung thém céac tinh nang nao khac (vi du: can st dung thém IPSEC VPN)
thi chi can “install license” cho phién ban “Advanced Security” dé “active” cac feature co
trong phién ban Advanced Security nay.
http:/AMww.cisco.com/en/US/i/200001-300000/200001-210000/202001 -

203000/202464.jpg

Example of Universal Image Components

Universal image Feature set license Fixed feature images
T @ Advanced IP services
Advanced IP

services licenze

Advanced IP servicez
IP services |y -|— — % IP services
IP base |
IP
services license
i @ IP base
IP

A5

baze licenze

Tham khao thém & link sau:
http://www.cisco.com/en/U S/docs/i os/csalconfiguration/guide/csa_overview.html
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Phan Lo ai VVa Tim Hiéu Cac Chung Lo ai Cisco Switch

Nhin chung c6 thé phan Cisco Switch thanh 2 nhém chinh:

Cisco Nexus Series Family : day la thé hé Switch m&i dwoc phat minh trong
thi gian vai ndm tré lai day va dwoc thiét ké dé hoat dong trong cac trung tam
dir lidu thé hé mai (Next Generation Data Center), Cisco da rat wu ai cho dong
Switch nay véi kién tric hoan toan méi va khac biét so voi series Catalyst
Switch, nho vay dong Nexus hé tro rat nhiéu tinh ndng méi cling nhw hé tro' téc
dd chuyén mach 1én dén hang chuc Tbps (1 Tbps = 1000 Gbps). C6 thé néu 1
vai d&c diém ndi bat cla dong Nexus nhw sau:

- Hb tro full range product family, bao gém: Nexus 7000 Series Switch
(Core/Distribution Layer), Nexus 5000 Series, 2000 Series Fabric Extend
(dung cho mé hinh ToR: Top of Rack trong Data Center), Nexus 3000
Series Switch (dung trong High Frequency Trading — HFT vén doi héi do
delay cuc thap), Nexus 4000 Series (Ia 10 module ding cho cac may chi
IBM Blade Center) va Nexus 1000V (la giai phap Software Switch dung
trong moi trwong ao héa VMWare).

- Téc d6 chuyén mach cwc cao (vi du: dong Switch Nexus 7000: hé tro' dén
17+ Tbps, 550Gbps per Slot, hé tro céng 10Gbps, 40Gbps, 100Gbps).

- Hb trg nhiéu tinh nang tién tién nhu: Fabric-Path (twong (ng véi chuan
m¢& la TRILL), OTV, FCoE (cung cap kha ndng encapsulation FC frame
trong Ethernet frame va van chuyén trong méi trwéng mang LAN), Unlfled
Ports (hé trg FCoE frame va Standard Ethernet frame trén cung 1 céng
két ndi vat 1), Data Center Bridging — DCB (dung dé bridging frame tir
Native-FC sang FCoE va nguorc lai)...

- Va nhiéu tinh nang khac nira, khi c6 diéu kién toi sé co 1 bai viét chi tiét
hon vé dong san pham nay.

Cisco_Catalyst Switch Series Family : la dong Switch dwoc thiét k& cho hé

thong mang Enterprise, vi day la dong SW|tch dwoc dé cap chinh trong series bai

viét, nén sé duwoc dé cap chi tiét.

C6 thé liét ké tat ca cac dong Switch trong Family nay nhw duéi day:

- Cisco Catalyst 6500 Series: dwoc thiét k& & dang Modular (gébm co:

Chassis, SuperVisor, Linecard, Service Module, Power Supply, Fans
Tray) dé hoat déng & I&p Core/Distribution, hd tro tbc d6 chuyén mach
2Tbps (VO’I Sup-2T) hoac 720Gbps (v&i Sup-720) hoac 32Gbps (v&i Sup-
32) tat ca tr Hardware, hd tro Service Module (FWSM, WiSM, NAM,
IDSM, ACE,...) day la dac diém duy nhét trén dong thiét bj nay, dac biét
hd tror cong nghé VSS (Virtual Switch System) gitp ao héa 2 Switch 6500
hoat ddng nhw 1 Switch véi tec dd chuyén mach gap 2 1an binh thwéong va
hdé tro MEC (Multichasis Etherchannel) gitp loai bé hoan toan STP, dac
diém nay sé dwoc dé cap chi tiét trong cac series bai viét “thiét ké hé
théng mang dy phong day da cho Enterprise”.
Chi tiét:

http://www.cisco.com/en/US/products/hw/switches/ps708/prod_models _comparison.htmi
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- Cisco Catalyst 4500 Series: dwoc thiét ké & dang Modular (gdbm co:
Chassis, SuperVisor, Linecard, Power Supply, Fans Tray), hé tro chuyén
mach I&p 3 Hardware, hoat déng & I&p Core/Distribution, hé tror tbc do
chuyén mach 848Gbps (v&i Sup-7E), 520Gbps (v&i Sup-7LE), 320Gbps
(v&i Sup-6E), 280Gbps (v&i Sup-6LE) va 136 Gbps (v&i Sup-V-10GE) tat
ca tir Hardware. Diém khéac biét cta dong Switch nay so v&i 6500 Series
la: yéu hon, khong hd trg' Service Module, chuwa hé trg cong nghé twong
tw VSS.

Chi tiét:

http://www.cisco.com/en/US/products/hw/switches/ps4324/prod_models_comparison.html

- Cisco Catalyst 3750-X: day la phién ban nang cép cta 3750-E va 3750.
Puoc thiét k& & dang Fix 1U, hoat ddéng & mé hinh Collapse
Core/Distribution (thwong dung trong SMB), hoac Access trong
Enterprise, ho tro. tdc d6 chuyén mach 160Gbps Hardware & 16p 3, PoE+
(30W per port), céng Uplink 10Gbps chuan SFP, va downlink port 1Gbps,
va dac biét hd tro cong nghé StackWise+ v&i tbc dd StackRing lén dén
64Gbps, nhdm ao hoa dén 9 Switch 3750 trong 1 Stack hoat déng nhw 1
Switch do, day la 1 dic diém gan gibng v&i VSS sé dwoc dé cap chi tiét
trong cac series bai viét thiét ké sau.

Chi tiét:
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps6406/data_sheet c78-584733.html

- Cisco Catalyst 3750-E: tinh nang giéng v&i Catalyst 3750-X, tuy nhién day
la dong Switch cii hon Catalyst 3750-X, twong lai sé dwoc thay theé boi
Catalyst 3750-X, nén sé khong dwoc de cap chi tiét.

- Cisco Catalyst 3750: tinh nang giébng véi Catalyst 3750-X, tuy nhién c6
mot vai khac biét nhw: khong hé trer cong uplink tdc d& 10Gbps, chi hé tro
StackWise (khdng phai StackWise+) vé&i tbc d6 StackRing 32Gbps va hd
tro téc dd downlink port 1a 100Mbps.

Chi tiét:
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps5023/data_sheet ¢78-531031.html

- Cisco Catalyst 3560-X: la phién ban nang cip cua Catalyst 3560-E va
Catalyst 3560, tinh ndng giéng véi Catalyst 3750-X (Buoc thiét ké & dang
Fix 1U, hoat dong & md hinh Collapse Core/Distribution (thwéng dung
trong SMB), hodc Access trong Enterprise, hd tro tbc dd chuyén mach
160Gbps Hardware, PoE+ (30W per port), cdng Uplink 10Gbps chuén
SFP, va downlink port 1Gbps) diém khéac biét duy nhét ctia dong nay so
voi Catalyst 3750-X 1a khéng hd tro cong nghé StackWise hay
StackWise+, do d6 khéng thé dung tinh ndng MEC trén dong Switch nay,
tuy nhién gia thanh ré hon so véi Catalyst 3750-X & cing model.

Chi tiet:

http://www.cisco.com/en/US/products/ps10744/index.html
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- Cisco Catalyst 3560-E: twong ty voi Catalyst 3750-E, dong Switch sé
dwoc thay thé b&i Catalyst 3560-X, nén sé khong dwoc de cap chi tiét.

- Cisco Catalyst 3560: tinh nang giébng véi Catalyst 3560-X, tuy nhién c6
mot vai khac biét nhw: khéng hé tre cdng uplink tdc d6 10Gbps, hé tro tbc
dod downlink port la 100Mbps.

Chi tiét:

http://www.cisco.com/en/US/products/hw/switches/ps5528/index.html

- Cisco Catalyst 3550: dong Switch nay dugc thay thé bdi Catalyst 3560
Series nén sé khéng dwgc dé cap chi tiet.

- Cisco Catalyst 2975: dong Switch nay dwoc thay thé béi Catalyst 2960-S
series

- Cisco Catalyst 2960-S: la phién ban nang cao cua dong Catalyst 2960,
dong Switch nay dwoc thiét ké cho I&¢p Access trong mo hinh thiét ké 2
I&p, hoé tro chuyén mach & 16p 2 tlr Hardware tbc do6 88Gbps va mot vai
tinh nang han ché & I&p 3 tir software. H6 tro tdc dd chuyén mach uplink
port 1Gbps hodc 10Gbps, downlink port tdc d6 1Gbps, PoE+ (30W per
port), Full PoE (15.4W per port) trén model 48 Ports. Dac biét thiét bi nay
hd tro cdong nghé Flex-Stack voi tbc dd Flex-Port 20Gbps (twong tw
Stack-Wise) cho phép gom dén 4 Catalyst 2960-S trong 1 nhém va hoat
dong nhw 2 Switch do, day la tinh nang quan trong nham thiét ké hé théng
mang méi (loai bd hoan toan STP) véi nhiéu wu diém nbi troi & 16p
Access.
Chi tiét:
http://www.cisco.com/en/US/products/ps12200/index.html

- Cisco Catalyst 2960: la phién ban nang cap cta Catalyst 2950, dworc thiét
ké dé hoat dong & 1&p 2, véi téc dd uplink port 1Gbps va downlink port
100Mbps (d6i v&i 2960) va 1Gbps (dbi véi 2960G), hd tro chuyén mach &
I&p 2 t Hardware tbc d& 16Gbps (ddi v&i 2960) va 32Gbps (dbi voi
2960G).

Chi tiét:
http://www.cisco.com/en/US/products/ps6406/index.html

- Cisco Catalyst 2955: tinh nang twong tw véi 2960, tuy nhién dwoc thiét ké
& dang rat gon (chi bang 1/3 so v&i 2960) va c6 kha nang chéng chiu tbt
trong diéu kién thoi tiét khat nghiét (nhiét do, d6 &m cao, ...), thuwong
dwoc dung trong méi trwdng: nha may, bén cang, gian khoang, ... Tuy
nhién dong Switch nay sé dwoc thay thé b&i IE3000 nén sé khong dwoc
dé cap chi tiét.

- Cisco Catalyst 2950: la Switch doi dau so voi 2960 va da dwoc thay the
b&i 2960, nén sé khéng dwoc dé cap chi tiét.
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- Cisco Catalyst 3560-C Series: tinh nang twong ty véi catalyst 3560 (I6p
3), tuy nhién day |a phién ban thu gon vé kich c& so v&i 3560 (chi bang vz
3560) va hoat dong khong can quat tan nhiét, hé tro’ tv 8 dén 12 downlink
port. Mot d&c diém “la” Ia dong switch nay cé thé hoat dong khéng can
nguén dién tr bén ngoai (Adapter), ma thay vao d6 n6 sé& nhan ngudn
théng qua cbéng Uplink PoE+ dwoc cung cap tr Switch khac cé hé tro
PoE+ (nhw Catalyst 3560-X, 3750-X, 4500, 6500).

Chi tiét:
http://www.cisco.com/en/US/products/ps11290/index.html

- Cisco Catalyst 2960-C Series: tinh ndng twong tw v&i Catalyst 2960 (hd
tro cac tinh nang & 16p 2), tuy nhién gibng véi Catalyst 3560-C la phién
ban thu gon vé kich c& cta 2960 (chi bang ¥ 2960) va hoat dong khong
can quat tan nhiét, hd tro tv 8 dén 12 downlink port. Twong tw VO
Catalyst 3560-C, dong switch nay ciing c6 thé hoat dong dwa trén ngudn
cung cap t&r Switch khac thdng qua cdng Uplink PoE+.

Chi tiét:
http://www.cisco.com/en/US/products/ps11289/index.html

- Cisco IE 3000: la phién ban hoat dong & Layer 2 v&i cac tinh nang twong
tw Catalyst 2960, tuy nhién day 1a dong Switch dwoc thiét ké dé& hoat dong
trong méi trwong khac nghiét: nhiét d6 cao, dd 4m I&n, khdng can quat
tan nhiét, ... Nén dwoc lwa chon khi st dung &: nha may, bén cang, gian
khoan dau ngoai bién, ...

Chi tiét:
http://www.cisco.com/en/US/products/ps9703/index.html

- Cisco IE 3100: la phién bao hoat dong & Layer 3 v&i cac tinh nang twong
ty Catalyst 3560, gibng véi IE3000, dong Switch nay dwoc thiét ké dé
hoat déng trong méi trwdng khac nghiét: nhiét dd cao, dé &m I&n, khéng
can quat tan nhiét, ... Nén dwoc lwa chon khi st dung &: nha may, bén
cang, gian khoan dau ngoai bién, ...

Chi tiét:
http://www.cisco.com/en/US/products/ps11245/index.html

Catalyst Switch Product Buyer Guide:
http://www.cisco.com/en/US/products/hw/switches/products cateqgory buyers quide.html

Phan Lo ai Va Tim Hi éu Cisco Router cho Enterprise

Trong series bai viét thiét ké, vi chi tap trung vao mang Enterprise, do d6 cac
dong thiét bi sau sé dwgc de cap trong bai viét nay:

Cisco Integrated Services Router first generation(ISR-1): 800, 1800, 2800, 3800
Series.

Tai liéu thiét ké mang — Ha Burc Binh — Singapore 2011
20



Cisco ISR-2 (ISR second generation): 1900, 2900, 3900 Series.
Va Cisco Aggregation Services Router (ASR) 1000 Series.

Khai niém ISR, hiéu mét cach don gidn, ngoai tinh nang théng thuéng cia 1
Router, dong thiét bi nay con c6 hé tro thém céac chirc ndng khac nhu: I0S VPN,
SSL VPN, IOS Firewall, Switching, Unified Communication, Wireless LAN. Do d6
dong thiét bi nay rat phi hop cho mang doanh nghiép c& vira va nhé (SMB) dén
mang cda doanh nghiép c& I&n (Enterprise) véi két néi WAN, Internet vira vai
Mbps dén tdi da 350Mbps (v&i ISR-2). Duéi day dé cap dén, lam sao dé ISR ¢o
thé hd tro cac Services ké trén:

IOS VPN/ SSL VPN: tinh ndng nay dwoc hé tro trong 10S Advanced Security,
riéng déi véi SSL VPN can phai mua license cho tirng két ndi SSL VPN.

IOS Firewall: tinh ndng nay dwoc hd tro sén trong 10S Advanced Security.
Switching: bang cach két néi cac module L2 hodc L3 switching vao cac khe c&dm
HWIC hoac Network Module.

Unified Communication (tén cu thé hon Ia Unified Communication Express): tic
la ISR sé& hoat ddng nhw mét Call Manager dé diéu khién hoat dong cla cac

Khai niém ASR, ciing gan giéng v&i ISR, nhung ASR khéng dwoc thiét ké dé hé
tro qua nhidu cac Services nhuw vay, ASR dwoc thiét k& dé hé tro Routing va
VPN trén mang WAN véi yéu cau téc dd két ndi rat cao (hang Gigabit Per
Second).
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