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Gisi Thiéu

Céc Cha Y Truéc Khi Poc Tai Liéu
- Nguwdi doc nén c6 chirng chi CCNP hoéc kién thire twong dwong CCNP.

- Thong tin dugc dé cap trong tai liéu nay c6 thé dwoc thay déi béi tac gia
khdng can théng bao trwéec.

Cac QuyUéc
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So'Po Mang (Network Diagram)
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Hé théng mang duoc thiét ké dwa trén nguyén tdc module héa cac thanh phan.

Viéc module héa khi thiét ké c6 nhivng ddc diém ndi bat sau:
- Dongian, rdrang. )
- C6 thé mé rong hé théng mang dé dang.

- Téch biét rd rang chirng nang cla tirng module, tr d6 c6 ddy dd théng tin

dé chon Iya ding thiét bi mang cho trng module:

o Core/Distribution Block: & module trung tdm ctia hé théng mang,
chiu trach nhiém két ndi cac module con lai v&i nhau. Tir day c6
thé thay wu tién chon thiét bi & I6p nay la “cang nhanh cang tot”,

0 Access Layer Block: la module cung cap két ndi cho ngwoi dung
cu0| U'u tién khi chon thiét bi thuéc module nay la “cung cap nhleu
cbng két néi downlink cho ngudi ding, déng théi phai cé két nbi
Uplink tc d6 cao dé két ndi Ién module Core/Distribution”, va téi wu
hoa chi sé “gia thanh / cdng downlink”. Théng thwéng thiét bi st

dung tai module nay chi can hé tro' cac tinh nang & 16p 2.

o Server Farm Block: day la module cung cép két n6i cho cac may
chu (Servers) cung cap dich vy trong mang ndi b, vi du: AD, DNS,
DHCP, File, Application, Database. Thiét bj chon & I&¢p nay can co
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cbng két ndi downlink téc do téi thidu 1a 1Gbps va hoat déng & 16p
2.
o WAN Block: Ia module cung cép két ndi dén cac chi nhanh khac.
Théng thuwong, thiét bi trong module nay can hé tro:
= CA&c cbng giao tiép WAN: Serial, FTTH, ADSL, ...
= CAc tinh nang: dinh tuyén déng, ma héa VPN & phan cirng
(VPN supported in hardward).
o Internet Access Block: [a module nam & ngoai cung ctia hé théng
mang, cung cap két ndi Internet cho ngwdi dung ndi bd. Théng
thweng thiét bj dwoc chon & module nay can hd tro cac tinh nang:

= Dinh tuyén.
= NAT/PAT.
=  Firewall.

= Remote Access VPN.
o DMZ Block: 1a module két néi tryc tiép véi module “Internet Access
Block”. Chirc nang cta module nay:
= Cung cép cac dich vu ra ngoai Internet: Mail, Web.
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So d6é mang k ét ndi vat ly
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Hé thdng mang dwoc xay dwng dua trén tiéu chi khdng hé tro tinh ndng séng
sang cao (HA), do do chi tiét thiét bj d& xuét cho cac module nhw sau:
- Core/Distribution Block: 1 x Switch c6 cdng két néi téc do tdi thidu 1Gbps
va hoat dong & lop 3.
- Access Layer Block: n x Switch c6 cdng két néi downlink tbc do tdi thiéu
100Mbps va Uplink 1Gbps, hoat déng & I6p 2.
- Server Farm Block:
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o 1 x Firewall: c6 céng két ndi téc do téi thiéu 1Gbps va c6 Firewall
Throughput téi thiéu 1Gbps.
o 1 x Switch c6 cbéng két nbi téc dd téi thiéu 1Gbps va hoat dong &
lop 2.
- WAN Block: 1 x Router c6 cdng két ndi LAN/WAN twong ¢ng.
- DMZ Block: 1 x Switch c6 tbc d6 téi thiéu 100Mbps va hoat déng & 16p 2.
- Internet Access Block:
o 1 x Firewall: hd tro IPSEC VPN hoac SSL VPN (néu yéu cau).
o 1 x Router (tuy chon): c6 céng két néi LAN/WAN twong &ng.
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So dé mang két ndiluan ly
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g dwoc str dung:

Core/Distribution Switch:

Spanning Tree: Rapid-PVST, STP Root Bridge
Trunking: Dot1Q

Create VLAN.

Ether Channel.

VTP: Mode Transparent

InterVlan Routing.

Static Routing.

Device Security Hardening.
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- Access Switch:
0 Spanning Tree: Rapid-PVST, Portfast
Create VLAN
Trunking: Dot1Q
Ether Channel.
VTP: Mode Transparent
Assign Port to VLAN
o Device Security Hardening.
- Internal Firewall:
o Static Routing.
o Firewall Policy.
o Device Security Hardening.
- Server Switch:
0 Spanning Tree: Rapid-PVST, Portfast
o Create VLAN.
o VTP: Mode Transparent
0 Assign Port to VLAN
o Device Security Hardening.
- DMZ Switch:
0 Spanning Tree: Rapid-PVST, Portfast
o Create VLAN.
o Device Security Hardening.
- Internet Firewall:
o Céu hinh Interface.
o Static Routing.
0 Remote Access VPN/ SSL VPN.
o Firewall Policy.
- Internet Router:
0 CAu hinh LAN/Internet Interface.
o Static Routing.
- WAN Router:
0 CAu hinh LAN/WAN Interface.
o Static Routing.

O O O0OO0oOo
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So db dinh tuy én
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Boi v&i hé thong mang don gian va khdng doi héi tinh nang sang sang cao (HA),
viéc chon va st dung dinh tuyén tinh (Static Routing) la hoan toan cé thé chap
nhan.

Core Switch s& chiu trach nhiém dinh tuyén gitra cac VLAN nguwdi dung
va cac module khéac. Chi tiét dinh tuyén tham khdo md hinh trén.
External Firewall: ngoai viéc dinh tuyén cac traffic ra/vao Internet, thiét bj
nay con dwoc ciu hinh thém:
o Firewall: loc cac packets ra/vao gilra cac vung: TRUSTED (con goi
& INSIDE Zone), DMZ va UNTRUSTED (con goi la OUTSIDE
Zone). Thoéng thwdng traffic tte Internet chi cho phép truy cap vao
céc tai nguyén dwoc publich tai module DMZ, nghiém cam céac két
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néi dwoc khdi tao twr Internet vao TRUSTED hoac tw DMZ vao
TRUSTED. Chi tiét céac firewall rule nay con phu thuéc cu thé vao

tirng chinh sach bao mat cua tirng céng ty.

0 Remote Access VPN: phuc vu cho nguwoi dung lam viéc tr xa

thdng qua Internet.
o Dynamic NAT PAT: traffic ti ngwoi dung truy cap Internet.
o Static NAT PAT: nham publich dich vy tr DMZ ra Internet.

0 NO-NAT: khéng NAT céc yéu cau truy cap (néu cd) tr mang ndi bo

ra/vao DMZ.

Thao Luan Vé Thiét Bi Mang Sir Dung Trong Thiét K é

Core/Distribution Switch:

o Cisco Catalyst 3560-X, 3650, 3750-X, 3850.
Access Switch:

o Cisco Catalyst 2960-Plus, 2960X.
Internal Firewall:

0 Cisco ASA5525-X, ASA5545-X, ASA5555-X hoac twong duong.
Server Switch:

o Cisco Catalyst 2960X, 3560-X, 3650, 3750-X, 3850.
DMZ Switch:

o Cisco Catalyst 2960-Plus, 2960X.
Internet Firewall:

0 Cisco ASA5506-X, ASA5515-X hoac ASA5525-X.
Internet Router:

o Cisco Router 1900, 2900.
WAN Router:

o Cisco Router 800, 1900, 2900.

References links:

Cisco 3850 series switch:
http://www.cisco.com/c/en/us/ products/switches/ catal yst-3850-seri es-switches/index.html

Cisco 3750-X series switch:
http://www.cisco.com/c/en/us/products/switches/catal yst-3750-x-seri es-switches/index.html

Cisco 3650 series switch:
http://www.cisco.com/c/en/us/products/switches/catal yst-3650-seri es-switches/index.html

Cisco 3560-X series switch:
http://www.cisco.com/c/en/us/products/switches/catal yst-3560-x-seri es-switches/index.html

Cisco 2960X series switch:
http://www.cisco.com/c/en/us/products/switches/catal yst-2960-x-seri es-switches/index.html
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- Cisco 2960-Plus series switch:
http://www.cisco.com/c/en/us/products/switches/catal yst-2960-pl us-seri es-switches/index.html

- Cisco ASA5500-X firewall:
http://www.cisco.com/c/en/us/products/security/asa-5500-seri es-next-generati on-
firewallsindex.html

- Cisco 800 series router:
http://www.cisco.com/c/en/us/products/routers/800-seri es-routers/index.html

- Cisco 1900 series router:
http://www.cisco.com/c/en/us/products/routers/1900-series-integrated-services-routers-
isr/index.html

- Cisco 2900 series router:
http://www.cisco.com/c/en/us/products/routers/2900-seri es-integrated-services-routers-
isr/index.html

Céu Hinh M4u (Configuration Template)

Core/Distribution Switch Cisco Catalyst 3650/3560-X
ICéu hinh VLAN

Switch(config)# vlan <Vlan-ID>

Switch(config-vlan)# name <Vlan-Name>

IC4u hinh VTP mode transparent
Switch(config)# vtp mode transparent

ICAu hinh STP
IS dung Rapid PVST+ hoac MST
Switch(config)# spanning-tree mode rapid-pvst

IC4u hinh Core/Distribution [a STP Root Bridge
Switch(config)# spanning-tree vlan 1-4094 priority 8192

ITSi wu hda cac tinh nang ctia STP

Enable BPDU Guard, BPDU Filter mét cac tw déng trén nhirng port dwoc ciu
hinh Spanning-!Tree Portfast

Switch(config)# spanning-tree portfast bpduguard default

Switch(config)# spanning-tree portfast bpdufilter default

ICAu hinh UDLD

IEnable UDLD trén céc két ndi fiber nham phong tranh hién twong “unidirectional
connection”

Switch(config)# udld aggressive

Tai liéu thiét ké mang — Ha Burc Binh — Singapore 2011
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IC&u hinh Broadcast Storm

IC4u hinh Storm-Control (10%) trén cac céng Uplink (va Downlink déi véi
Core/Dist)

Switch(config-if)# storm-control broadcast level 10

IC4u hinh Port

IC&u hinh Trunk dbi vé&i cac Port két nbi vdi Access Switch
Switch(config-if)# switchport mode trunk

I Nham phong tranh tan céng VLAN-Hopping, cau hinh native VLAN 999, la
VLAN dwoc tao ra nhwng khéng st dung.

Switch(config-if)# switchport trunk native vian 999

IC4u hinh Access dbi vé&i nhivng céng két ndéi dén WAN Router, Firewall
Switch(config-if)# switchport mode access

Switch(config-if)# switchport access vlan <Vlan-1D>

Switch(config-if)# spanning-tree portfast

IShutdown nhung port khéng st dung hién tai
Switch(config-if)# shutdown

ICAu hinh Ether Channel

Switch(config)# interface range GiO/x-y

Switch(config-if)# channel-protocol lacp

Switch(config-if)# channel-group <group-number> mode active
Switch(config)# port-channel load-balance src-dst-ip

IC&u hinh InterVlan Routing and Static Routing
IC4u hinh Layer 3 Interface va InterVian Routing
Switch(config)# Interface vlan <VLAN-ID>
Switch(config-if)# ip address X.x.X.x y.y.y.y
Switch(config-if)# no shutdown
Switch(config-if)# no ip proxy-arp
Switch(config-if)# no ip unreachables
Switch(config-if)# no ip redirects
Switch(config-if)# no ip mask-reply
Switch(config-if)# no ip directed-broadcast

|

Switch(config)# Interface loopback 0
Switch(config-if)# ip address x.x.x.x 255.255.255.255
Switch(config-if)# no ip proxy-arp

Switch(config-if)# no ip unreachables
Switch(config-if)# no ip redirects

Switch(config-if)# no ip mask-reply

Switch(config-if)# no ip directed-broadcast

|
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Switch(config)# ip routing
!
Switch(config)# ip route <IP-Subnet> <IP-Subnet-Mask> <IP-Next-Hop>

IC4u hinh Device Hardening

ICAu hinh password

Switch(config)# service password-encryption
Switch(config)# no enable password

Switch(config)# enable secret <password>

Switch(config)# username <admin user> secret <password>

IDisable cac d ich vu khéng ¢ an thi ét
Switch(config)# no service tcp-small-servers
Switch(config)# no service udp-small-servers
Switch(config)# no ip bootp server
Switch(config)# no ip finger

Switch(config)# no service finger
Switch(config)# no service config
Switch(config)# no boot host
Switch(config)# no boot network
Switch(config)# no boot system
Switch(config)# no service pad
Switch(config-if)# no ip proxy-arp
Switch(config-if)# no ip unreachables
Switch(config-if)# no ip redirects
Switch(config-if)# no ip mask-reply
Switch(config-if)# no ip directed-broadcast
Switch(config)# no ip domain-lookup

IDisable ip source-route trong IP header
Switch(config)# no ip source-route

ISet timeout cho console laf 5 phut
Switch(config)# line console 0
Switch(config-line)# exec-time 5 0

IChi cho phép truy ¢ ap vao Switch théng qua SSH
Switch(config)# access-list 11 permit X.X.X.X y.y.y.y
Switch(config)# access-list 11 deny any log
Switch(config)# line vty 0 4

Switch(config-line)# transport input ssh
Switch(config-line)# transport output none
Switch(config-line)# privilege level 1
Switch(config-line)# exec-timeout 5 0
Switch(config-line)# access-class 11 in
Switch(config-line)# login local
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Switch(config)# line vty 0 15
Switch(config-line)# transport input none

ITat dich vu HTTP Server
Switch(config)# no ip http server

INgan chan tan céng vao t chdi dich vu vao Switch Processor lam Switch khdng
thé xt ly cac management traffic hop 1& (STP, VTP, DTP, CDP, Routing, ...)
Switch(config)# scheduler interval 500

IC4u hinh Syslog
Switch(config)# no logging console
Switch(config)# logging buffered 128000

IC&u hinh NTP

Switch(config)# ntp server <IP Address> key <Secret-key>

Switch(config)# ntp source loopback 0

Switch(config)# clock timezone GMT +7

Switch(config)# service timestamps log datetime msec localtime show-timezone
Switch(config)# service timestamps debug datetime msec localtime show-
timezone

ICAu hinh CDP
IMac dinh CDP da dwoc tw dong bat trén trén Switch.

IC&u hinh SNMP

C4u hinh SNMP Community Read-Only string dé cac Management Server
(Solarwind, WhatsUpGold, ...) c6 thé truy xuat vao thiét bj nham muc dich
Imonitor.

Switch(config)# snmp-server community <SNMP-String> RO 10
Switch(config)# access-list 10 remark Permit Read-Only SNMP Access from
NMS only

Switch(config)# access-list 10 permit X.X.X.X y.y.y.y

Switch(config)# access-list 10 deny any log

Switch(config)# snmp-server location <Server Room A> <5 Floor>

ICAu hinh Banner

IcAu hinh banner d& canh bao méi khi c6 ngwdi truy cap vao thiét bi
Switch(config)# banner motd »

*kkkkkkkkkkkhkkkhkkkkkkkkhkkkkkhkk NOTICE kkkkkkkkkkkkkkkkhkkhkkkhkkkkkkkhkkk

This is a private network facility protected by a security system.
Access to and use of this facility requires explicit written,

current authorisation and is strictly limited to the purposes of

this organization's business.

Unauthorised or any attempt at unauthorised access, use, copying,
alteration, destruction, or damage to its data, program, or
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equipment may result in criminal or civil liability or both.

kkkkkkkkkkkkkkkkkhkkkkhkkkkhkkkhkhkkkkhkkkkhkkkhkkkhkkkkkkkhkhkkkkhkkkhkkkkhkkkhkkkkhkkkkkkkkkk

AN

Access/DMZ/Server Switch Cisco Catalyst 2960-Plus/2  960X:
ICAu hinh VLAN

Switch(config)# vlan <Vlan-ID>

Switch(config-vlan)# name <Vlan-Name>

IC4u hinh VTP mode transparent
Switch(config)# vtp mode transparent

IC&u hinh STP
IS dung Rapid PVST+ hoac MST
Switch(config)# spanning-tree mode rapid-pvst

IT6i wu hoa cac tinh ndng cta STP

Enable BPDU Guard, BPDU Filter mét cac tw déng trén nhirng port dwoc cau
hinh Spanning-!Tree Portfast

Switch(config)# spanning-tree portfast bpduguard default

Switch(config)# spanning-tree portfast bpdufilter default

IC&u hinh UDLD

IEnable UDLD trén céc két ndi fiber nham phong tranh hién twong “unidirectional
connection”

Switch(config)# udld aggressive

IC&u hinh Broadcast Storm

IC4u hinh Storm-Control (10%) trén cac cdng Uplink (va Downlink dbi véi
Core/Dist)

Switch(config-if)# storm-control broadcast level 10

IC&u hinh Layer 2 Port

IC4u hinh Trunk dbi véi cac Port két ndi véi Access Switch
Switch(config-if)# switchport mode trunk

I Nham phong tranh tan céng VLAN-Hopping, cau hinh native VLAN 999, la
VLAN dwoc tao ra nhwng khéng st dung.

Switch(config-if)# switchport trunk native vlan 999

IC4u hinh Access dbi vé&i nhivng céng két ndéi dén WAN Router, Firewall
Switch(config-if)# switchport mode access

Switch(config-if)# switchport access vlan <Vlan-1D>

Switch(config-if)# spanning-tree portfast

IShutdown nhung port khéng str dung hién tai
Switch(config-if)# shutdown
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IC&u hinh Ether Channel

Switch(config)# interface range GiO/x-y

Switch(config-if)# channel-protocol lacp

Switch(config-if)# channel-group <group-number> mode active
Switch(config)# port-channel load-balance src-dst-ip

IC4u hinh Device Hardening

ICAu hinh password

Switch(config)# service password-encryption
Switch(config)# no enable password

Switch(config)# enable secret <password>

Switch(config)# username <admin user> secret <password>

IDisable cac d ich vu khéng ¢ an thi ét
Switch(config)# no service tcp-small-servers
Switch(config)# no service udp-small-servers
Switch(config)# no ip bootp server
Switch(config)# no ip finger

Switch(config)# no service finger
Switch(config)# no service config
Switch(config)# no boot host
Switch(config)# no boot network
Switch(config)# no boot system
Switch(config)# no service pad
Switch(config)# no ip domain-lookup
Switch(config-if)# no ip proxy-arp
Switch(config-if)# no ip unreachables
Switch(config-if)# no ip redirects
Switch(config-if)# no ip mask-reply
Switch(config-if)# no ip directed-broadcast

IDisable ip source-route trong IP header
Switch(config)# no ip source-route

ISet timeout cho console laf 5 phut
Switch(config)# line console 0
Switch(config-line)# exec-time 5 0

IChi cho phép truy ¢ ap vao Switch théng qua SSH
Switch(config)# access-list 11 permit X.X.X.X y.y.y.y
Switch(config)# access-list 11 deny any log
Switch(config)# line vty 0 4

Switch(config-line)# transport input ssh
Switch(config-line)# transport output none
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Switch(config-line)# privilege level 1
Switch(config-line)# exec-timeout 5 0
Switch(config-line)# access-class 11 in
Switch(config-line)# login local
Switch(config)# line vty 0 15
Switch(config-line)# transport input none

ITat dich vu HTTP Server
Switch(config)# no ip http server

INg&n chan tan céng vao t chdi dich vu vao Switch Processor lam Switch khéng
thé xt ly cac management traffic hop 1& (STP, VTP, DTP, CDP, Routing, ...)
Switch(config)# scheduler interval 500

ICAu hinh Management

ICAu hinh Syslog

Switch(config)# no logging console
Switch(config)# logging buffered 128000

ICAu hinh NTP

Switch(config)# ntp server <IP Address> key <Secret-key>

Switch(config)# ntp source loopback 0

Switch(config)# clock timezone GMT +7

Switch(config)# service timestamps log datetime msec localtime show-timezone
Switch(config)# service timestamps debug datetime msec localtime show-
timezone

IC4Au hinh CDP
IMac dinh CDP da dwoc tw dong bat trén trén Switch.

ICAu hinh SNMP

C4u hinh SNMP Community Read-Only string dé cac Management Server
(Solarwind, WhatsUpGold, ...) c6 thé truy xuat vao thiét bj nham muc dich
Imonitor.

Switch(config)# snmp-server community <SNMP-String> RO 10
Switch(config)# access-list 10 remark Permit Read-Only SNMP Access from
NMS only

Switch(config)# access-list 10 permit X.X.X.X y.y.y.y

Switch(config)# access-list 10 deny any log

Switch(config)# snmp-server location <Server Room A> <5 Floor>

ICau hinh Banner ) ]
IcAu hinh banner d& canh bao méi khi c6 ngwdi truy cap vao thiét bi
Switch(config)# banner motd »

kkkkkkkkkkkkkkkkkhkkkkhkkkkkkkkx NOTICE kkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkk

This is a private network facility protected by a security system.
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Access to and use of this facility requires explicit written,

current authorisation and is strictly limited to the purposes of

this organization's business.

Unauthorised or any attempt at unauthorised access, use, copying,
alteration, destruction, or damage to its data, program, or
equipment may result in criminal or civil liability or both.

kkkkkkkkkhkkkkkkkhkkkhkkkkhkkhkkhkkkkhkkkhkkkhkkkhkkkhkkkkkkkhkkkkhkkkhkkkkhkhkkhkkkkhkkkkkkkkk

AN

WAN Router Cisco 2900 ISR2 :
IC&u hinh WAN Interface
Router(config-if)# encapsulation ppp
Router(config-if)# no cdp enable
Router(config-if)# ip address x.X.X.X y.y.y.y
Router(config-if)# no ip proxy-arp
Router(config-if)# no ip unreachables
Router(config-if)# no ip redirects
Router(config-if)# no ip mask-reply
Router(config-if)# no ip directed-broadcast

IC4u hinh LAN Interface
Router(config-if)# ip address x.x.X.x y.y.y.y
Router(config-if)# no ip proxy-arp
Router(config-if)# no ip proxy-arp
Router(config-if)# no ip unreachables
Router(config-if)# no ip redirects
Router(config-if)# no ip mask-reply
Router(config-if)# no ip directed-broadcast

IC&u hinh Static Route
Router(config)# ip route <IP-Subnet> <IP-Subnet-Mask> <IP-Next-Hop>

ICAu hinh VTI IPSEC VPN Site-to-Site

ICAu hinh VPN Policy Phase 1 (ISAKMP)

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# encr 3des

Router(config-isakmp)# authentication pre-share

Router(config-isakmp)# group 2

Router(config)# crypto isakmp key <secret-key> address <IP-Address> <Subnet-
Mask>

Router(config)# crypto isakmp keepalive 10
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IC4u hinh VPN Policy Phase 2 (IPSEC)

Router(config)# crypto ipsec transform-set TRAN_TEST esp-3des esp-sha-hmac
Router(config)# crypto ipsec profile VTI

Router(config-vti)# set transform-set TRAN_TEST

ICAu hinh Interface VTI va apply IPSEC profile

Router(config)# interface tunnel O

Router(config-if)# ip address x.X.X.X y.y.y.y

Router(config-if)# tunnel source <IP-WAN-Interface> <SubnetMask>
Router(config-if)# tunnel destination <IP-Router-Next-Hop> <SubnetMask>
Router(config-if)# tunnel protection ipsec ipv4

Router(config-if)# tunnel protection ipsec profile VTI

IC4u hinh Device Hardening

ICAu hinh password

Router(config)# service password-encryption
Router(config)# no enable password

Router(config)# enable secret <password>

Router(config)# username <admin user> secret <password>

IDisable cac d ich vu khéng c an thi ét
Router(config)# no service tcp-small-servers
Router(config)# no service udp-small-servers
Router(config)# no ip bootp server
Router(config)# no ip finger

Router(config)# no service finger
Router(config)# no service config
Router(config)# no boot host
Router(config)# no boot network
Router(config)# no boot system
Router(config)# no service pad
Router(config)# no ip domain-lookup

IDisable ip source-route trong IP header
Router(config)# no ip source-route

ISet timeout cho console la 5 phut
Router(config)# line console 0
Router(config-line)# exec-time 5 0

IChi cho phép truy ¢ ap vao Router théng qua SSH
Router(config)# access-list 11 permit X.X.X.X y.y.y.y
Router(config)# access-list 11 deny any log
Router(config)# line vty 0 4

Router(config-line)# transport input ssh
Router(config-line)# transport output none
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Router(config-line)# privilege level 1
Router(config-line)# exec-timeout 5 0
Router(config-line)# access-class 11 in
Router(config-line)# login local
Router(config)# line vty 0 15
Router(config-line)# transport input none

ITat dich vu HTTP Server
Router(config)# no ip http server

IC4u hinh Device Management

ICAu hinh Syslog

Router(config)# no logging console
Router(config)# logging buffered 128000

IC&u hinh NTP

Router(config)# ntp server <IP Address> key <Secret-key>

Router(config)# ntp source loopback 0

Router(config)# clock timezone GMT +7

Router(config)# service timestamps log datetime msec localtime show-timezone
Router(config)# service timestamps debug datetime msec localtime show-
timezone

IC4Au hinh CDP
IMac dinh CDP da dwgc tw dong bat trén trén Router.

ICAu hinh SNMP

C4u hinh SNMP Community Read-Only string dé cac Management Server
(Solarwind, WhatsUpGold, ...) c6 thé truy xuat vao thiét bj nham muc dich
Imonitor.

Router(config)# snmp-server community <SNMP-String> RO 10
Router(config)# access-list 10 remark Permit Read-Only SNMP Access from
NMS only

Router(config)# access-list 10 permit X.X.X.X y.y.y.y

Router(config)# access-list 10 deny any log

Router(config)# snmp-server location <Server Room A> <5™ Floor>

ICAu hinh Banner

IcAu hinh banner d& canh bao méi khi c6 ngwdi truy cap vao thiét bi
Router(config)# banner motd

*kkkkkkkkkkkhkkkkkkkkkkhkkkkkhkk NOTICE kkkkkkkkkkkkkkkkhkkhkkkhkkhkkkkkkkkk

This is a private network facility protected by a security system.
Access to and use of this facility requires explicit written,

current authorisation and is strictly limited to the purposes of

this organization's business.

Unauthorised or any attempt at unauthorised access, use, copying,
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alteration, destruction, or damage to its data, program, or
equipment may result in criminal or civil liability or both.

kkkkkkkkkhkkkkkkkhkkkhkkhkkhkkkkhkkkkhkkkhkkkhkkhkkkhkkkkkkkhkkkkhkkkhkkkkhkkkkhkkkhkkkhkkkkkkk

AN

Internet Router Cisco 1900 ISR2:

IC&u hinh Internet Interface

Router(config# interface GiO/1

Router(config-if)# no cdp enable

Router(config-if)# ip address 203.162.123.2 255.255.255.252
Router(config-if)# no ip proxy-arp

Router(config-if)# no ip unreachables

Router(config-if)# no ip redirects

Router(config-if)# no ip mask-reply

Router(config-if)# no ip directed-broadcast

IC4u hinh LAN Interface

Router(config)# interface Gi0/0

Router(config-if)# ip address 203.162.100.1 255.255.255.240
Router(config-if)# no ip proxy-arp

Router(config-if)# no ip proxy-arp

Router(config-if)# no ip unreachables

Router(config-if)# no ip redirects

Router(config-if)# no ip mask-reply

Router(config-if)# no ip directed-broadcast

ICAu hinh Static Route
Router(config)# ip route 0.0.0.0 0.0.0.0 203.162.123.1

ICAu hinh Device Hardening

IC4u hinh password

Router(config)# service password-encryption
Router(config)# no enable password

Router(config)# enable secret <password>

Router(config)# username <admin user> secret <password>

IDisable cac d ich vu khéng ¢ an thi ét
Router(config)# no service tcp-small-servers
Router(config)# no service udp-small-servers
Router(config)# no ip bootp server
Router(config)# no ip finger

Router(config)# no service finger
Router(config)# no service config
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Router(config)# no boot host
Router(config)# no boot network
Router(config)# no boot system
Router(config)# no service pad
Router(config)# no ip domain-lookup

IDisable ip source-route trong IP header
Router(config)# no ip source-route

ISet timeout cho console la 5 phut
Router(config)# line console 0
Router(config-line)# exec-time 5 0

IChi cho phép truy ¢ ap vao Router théng qua SSH
Router(config)# access-list 11 permit X.X.X.X y.y.y.y
Router(config)# access-list 11 deny any log
Router(config)# line vty 0 4

Router(config-line)# transport input ssh
Router(config-line)# transport output none
Router(config-line)# privilege level 1
Router(config-line)# exec-timeout 5 0
Router(config-line)# access-class 11 in
Router(config-line)# login local

Router(config)# line vty 0 15

Router(config-line)# transport input none

ITatdich vu HTTP Server
Router(config)# no ip http server

IC&u hinh Device Management

IC4u hinh Syslog

Router(config)# no logging console
Router(config)# logging buffered 128000

IC&u hinh NTP

Router(config)# ntp server <IP Address> key <Secret-key>

Router(config)# ntp source loopback 0

Router(config)# clock timezone GMT +7

Router(config)# service timestamps log datetime msec localtime show-timezone
Router(config)# service timestamps debug datetime msec localtime show-
timezone

ICAu hinh CDP
IMac dinh CDP da duwoc ty déng bat trén trén Router.

ICAu hinh SNMP
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C4u hinh SNMP Community Read-Only string dé& cac Management Server
(SolarWind, WhatsUpGold, ...) c6 thé truy xuat vao thiét bj nham muc dich
Imonitor.

Router(config)# snmp-server community <SNMP-String> RO 10
Router(config)# access-list 10 remark Permit Read-Only SNMP Access from
NMS only

Router(config)# access-list 10 permit X.X.X.X y.y.y.y

Router(config)# access-list 10 deny any log

Router(config)# snmp-server location <Server Room A> <5™ Floor>

IC4u hinh Banner

IcAu hinh banner d& canh bao méi khi c6 ngwdi truy cap vao thiét bi
Router(config)# banner motd

*kkkkkkkkkkkhkkkkkkkkkkhkkkkkhkk NOTICE kkkkkkkkkkkkkkkkhkkhkkkkhkkkkkkkkkk

This is a private network facility protected by a security system.
Access to and use of this facility requires explicit written,

current authorisation and is strictly limited to the purposes of

this organization's business.

Unauthorised or any attempt at unauthorised access, use, copying,
alteration, destruction, or damage to its data, program, or

equipment may result in criminal or civil liability or both.
*kkkkkkhkkhkkhhkhkhhhhhhhhhhhhkhhkhhhhkhhhhhhhhhhhhhhhhrhhkhhhhhhhhrhhrixk

N

Internet Firewall ASA5515-X:

IC&u hinh Interface

ASA5510(config)# interface Gi0O/0

ASA5510(config-ify# nameif TRUSTED

ASA5510(config-if)# ip address 192.168.10.1 255.255.255.0
ASA5510(config-if)# security-level 100

I

ASA5510(config)# interface Gi0O/1

ASA5510(config-if)# nameif DMZ

ASA5510(config-if)# ip address 192.168.20.1 255.255.255.0
ASA5510(config-if)# security-level 50

I

ASA5510(config)# interface Gi0/2

ASA5510(config-ify# nameif UNTRUSTED
ASA5510(config-if)# ip address 203.162.100.2 255.255.255.240
ASA5510(config-if)y# security-level 0

IC4u hinh Static Route
ASA5510(config)# route UNTRUSTED 0.0.0.0 0.0.0.0 203.162.100.1
ASA5510(config)# route TRUSTED 192.168.0.0 255.255.0.0 192.168.10.2
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IC4u hinh Remote Access VPN

IC4u hinh VPN policy phase 1 (ISAKMP)
ASA5510(config)# crypto isakmp policy 1
ASA5510(config-isakmp)# authentication pre-share
ASA5510(config-isakmp)# encryption 3des
ASA5510(config-isakmp)# group 2

ICAu hinh VPN policy phase 2 (IPSEC)

ASA5510(config)# crypto ipsec transform-set 3DES-SHA esp-3des esp-sha-
hmac

ASA5510(config)# crypto dynamic-map DYMAP 1 set transform-set 3DES-SHA
ASA5510(config)# crypto dynamic-map DYMAP 1 set reserve-route
ASA5510(config)# crypto map CRYPMAP ipsec-isakmp dynamic DYMAP

IApply VPN policy phase 1 va phase 2 vao Interface UNTRUSTED
ASA5510(config)# crypto isakmp enable UNTRUSTED
ASA5510(config)# crypto map interface UNTRUSTED

IC4u hinh VPN Group Policy cho Group IT Admin

ASA5510(config)# access-list ACL_SPLIT_TUNNEL standard permit 192.168.0.0
255.255.0.0

ASA5510(config)# access-list ACL_VPN_IT extended permit ip any 192.168.0.0
255.255.0.0

ASA5510(config)# ip local pool VPN_IPPOOL_IT 192.168.50.21-192.168.50.254
mask 255.255.255.0

ASA5510(config)# group-policy VPN_IT internal

ASA5510(config)# group-policy VPN_IT attributes

ASA5510(config-vpn-att)# dns-server value 192.168.11.11 192.168.11.12
ASA5510(config-vpn-att)# vpn-filter value ACL_VPN_IT
ASA5510(config-vpn-att)# ip-comp enable

ASA5510(config-vpn-att)# split-tunnel-policy tunnelspecified
ASA5510(config-vpn-att)# split-tunnel-network-list value ACL_SPLIT_TUNNEL
ASA5510(config-vpn-att)# address-pools value VPN_IPPOOL_IT

IC4u hinh VPN tunnel-group

ASA5510(config)# tunnel-group TG_IT type remote-access
ASA5510(config)# tunnel-group TG_IT general-attributes
ASA5510(config-vpn-tunnel-ge)# address-pool VPN_IPPOOL_IT
ASA5510(config-vpn-tunnel-ge)# default-group-policy VPN_IT
ASA5510(config)# tunnel-group TG_IT ipsec-attributes
ASA5510(config-vpn-tunnel-att)# pre-shared-key 123456

ITao VPN user

ASA5510(config)# Username vpn-userl password <password>
ASA5510(config)# Username vpn-userl attributes
ASA5510(config-user-att)# vpn-group-policy TG_IT

Tai liéu thiét ké mang — Ha Burc Binh — Singapore 2011
26



ASA5510(config-user-att)# service-type remote-access

ICAu hinh NAT Publich Web (TCP:80) va Mail (POP3) ran goai Internet
ASA5510(config)# static (DMZ,UNTRUSTED) tcp interface 80 192.168.20.20 80
netmask 255.255.255.255

ASA5510(config)# static (DMZ,UNTRUSTED) tcp interface 110 192.168.20.20
110 netmask 255.255.255.255

ICAu hinh NAT n-1 cho phép ng w&i dung cé th é truy ¢ ap Internet
ASA5510(config)# global (UNTRUSTED) 1 interface

ICAu hinh NAT Exempt traffic tu DMZ->TRUSTED, DMZ->VPN , TRUSTED-
>DMZ, TRUSTED->VPN

ASA5510(config)# access-list DMZ_natO remark NO NAT Traffic DMZ->VPN,
DMZ->TRUSTED

ASA5510(config)# access-list DMZ_nat0 extended permit ip 192.168.20.0
192.168.10.0 255.255.255.0

ASA5510(config)# access-list DMZ_nat0O extended permit ip 192.168.20.0
192.168.50.0 255.255.255.0

!

ASA5510(config)# access-list TRUSTED _natO remark NO NAT Traffic
TRUSTED->DMZ, TRUSTED->VPN

ASA5510(config)# access-list TRUSTED_nat0O extended permit ip 192.168.10.0
192.168.20.0 255.255.255.0

ASA5510(config)# access-list TRUSTED_nat0O extended permit ip 192.168.10.0
192.168.50.0 255.255.255.0

ASA5510(config)# nat (DMZ) 0 access-list DMZ_natO
ASA5510(config)# nat (TRUSTED) 0 access-list TRUSTED_nat0

IC4u hinh Firewall Policy

ICAu hinh ACL

ASA5510(config)# access-list TRUSTED _IN remark Permit traffic from Internal
Network access Internet

ASA5510(config)# access-list TRUSTED _IN extended permit ip any any

|

ASA5510(config)# access-list DMZ_IN remark Permit Servers from DMZ zone to
access Internet and Internal IP Address 192.168.11.11

ASA5510(config)# access-list DMZ_IN extended permit ip any host
192.168.11.11

ASA5510(config)# access-list DMZ_IN extended deny ip any 192.168.0.0
255.255.0.0 log

ASA5510(config)# access-list DMZ_IN extended permit ip any any

|

ASA5510(config)# access-list UNTRUSTED_IN remark Permit Some traffic
(mail,web) access to DMZ Zone from Internet
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ASA5510(config)# access-list DMZ_IN extended permit tcp any host
203.162.100.2 eq 80

ASA5510(config)# access-list DMZ_IN extended permit tcp any host
203.162.100.2 eq 110

IApply ACL to Interface

ASA5510(config)# access-group TRUSTED_IN in interface TRUSTED
ASA5510(config)# access-group DMZ_IN interface DMZ
ASA5510(config)# access-group UNTRUSTED_IN interface UNTRUSTED

ICau hinh Management
ICho phép ping dén TRUSTED interface dé troubleshoot
ASA5510(config)# icmp permit any TRUSTED

IC4u hinh PC ¢6 IP 192.168.44.44 dwoc phép telnet vao ASA
ASA5510(config)# telnet 192.168.44.44 255.255.255.255 TRUSTED

IC4u hinh cho phép PC c6 IP 192.168.44.44 quan ly ASA théng qua ASDM (TCP
port 4443)

ASA5510(config)# http server enable 4443

ASA5510(config)# http 192.168.44.44 255.255.255.255 TRUSTED

Internal Firewall ASA5555-X:

IC&u hinh Interface

ASA5550(config)# interface Gi0/0

ASA5550(config-ify# nameif TRUSTED

ASA5550(config-if)# ip address 192.168.100.1 255.255.255.0
ASA5550(config-if)# security-level 100

I

ASA5550(config)# interface GiO/1

ASA5550(config-ify# nameif UNTRUSTED
ASA5550(config-if)# ip address 192.168.101.1 255.255.255.0
ASA5550(config-if)# security-level 0

ICAu hinh Static Route
ASA5550(config)# route UNTRUSTED 0.0.0.0 0.0.0.0 192.168.101.2

IC4u hinh no NAT-Control
ASA5550(config)# no nat-control

IC4u hinh Firewall Policy

ASA5550(config)# access-list TRUSTED _IN remark Permit traffic from Server
Farrm access outside network

ASA5550(config)# access-list TRUSTED IN extended permit ip any any
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ASA5550(config)# access-list UNTRUSTED_IN remark Permit traffic access
from outside to some Servers in Server Farm

ASA5550(config)# access-list UNTRUSTED_IN extended permit tcp any host
192.168.100.10 eq 443

ASA5550(config)# access-list UNTRUSTED_IN extended permit tcp any host
192.168.100.10 eq 445

ASA5550(config)# access-list UNTRUSTED_IN extended deny ip any any

IApply ACL to Interface
ASA5550(config)# access-group TRUSTED _IN in interface TRUSTED
ASA5550(config)# access-group UNTRUSTED_IN in interface UNTRUSTED

ICau hinh Management
ICho phép ping dén TRUSTED interface dé troubleshoot
ASA5550(config)# icmp permit any TRUSTED

IC4u hinh PC ¢6 IP 192.168.44.44 dwoc phép telnet vao ASA
ASA5550(config)# telnet 192.168.44.44 255.255.255.255 TRUSTED

IC4u hinh cho phép PC c6 IP 192.168.44.44 quan ly ASA théng qua ASDM (TCP
port 4443)

ASA5550(config)# http server enable 4443

ASA5550(config)# http 192.168.44.44 255.255.255.255 TRUSTED
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Thao Luan Vé Uu / Khuyét Diém Trong Thiét K é Ké Trén

Uu biém:
- Chi phi dau tw thip nhét.
- Trién khai don gidn, nhanh chéng.
- Thiét ké dang module, cé thé mé rong hé théng mang khi can thiét.

Khuyét Diém: , o ,
- Khong co6 tinh dw phong, hé thong mang deé bi ton thwong khi co sy cO.
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