f= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe topic bo seatch

afa]n
cisco

o |
(]
B Clear Hits B || 2
MAT Ruls Interface: — §
o Destinati n
i Action: () Permit () Deny Destination
Source Criteria _ IS
i @ dnyles || =
= Source: |any ﬂ 3
----- Threat D 3
..... Identity 4| | jcer: | ﬂ @ anyles || 3
2
Security Group: | ﬂ
Destination Criteria @ any

Destinakion: |anv

Security Group: |

BB

Service: |i|3

Descripkion:

Enable Logging

Logging Level: | Default .

More Options

| oK I [ cancel |[ Hep |

apply [ Reset H Advanced. .. ]

15 @ | (e)E

Device configuration refreshed successFully, <adminz |1,|'1,|'03 12:37:36 AM UTC
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g MAT Rule

& || i Q, Service P

)| &' AA Rule
228 Filker Rul
----- [E} Public 5e

UKL "
----- = UL Filke:

----- 35 Threat D
----- Identity

-fi0, Unified C

Advance

Interfa

Ackion:

Source
Source:
User:

Securit

Desking

Desting
Securik

Service

Descripl

Ena

Lag

More|

wpe topic bo seatch

% add - [ Edit [ Delete  Q Where Used @ Not Used
Filker: | |Filter|Clear|
Mame 1 1P Address Metrnask Description Object MAT Address
(=1 Mebwork Objects
g any
. 17z2.16.0.0 295.255.255.0
1o o [ | |

[=-Interfaces

- B outside

manage...

- g outside-..,

192.1658.1.0
209.165.200.224

255,255.255.0
£55.255,255.224

Selected Source

[ source -» ]|anv|

QK

|

Cancel

[ safiuey au) [E” [ S831AIEG [E”

Device configuration refreshed successFully,
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Tools

File

Wigw

----- 0, Service B
----- &' AA Rule
228 Filker Rul

|m’y| Device List

----- [E} Public 5e

UKL "
----- = UL Filke:

----- 35 Threat D
----- Identity

Firewwal

‘Wizards

,f‘_% Remote A

Interfa

Ackion:

Source
Source:
User:

Securit

Desking

Desting
Securik

Service

Descripl

Ena

Lag

More|

m_ Device Management

Window  Help

& Add - B Edic ] Delete

& Where Used

wpe topic bo seatch

[ safiuey au) [E” [ S831AIEG [E”

Filker: | |Filter|Clear|
Manne Pratocol | Source Parts Destination Porks  ICMP Descripkion
-1 cifs tep default (1-65535) 3020
- citriz-ica ke defaulk (1-65535) 1494 :
- Tk ctigbe [{us] default (1-65535) 2745
- 1eee davtinme tcp default (1-65535) 13
- ek discard tep default (1-65535) 9
- 12k domain tcp default (1-65535) 53
- 18 echo tep defaule (1-65535) 7
- TERr EEr tcp default {1-65535) 512
-1 finger tcp default (1-65535) 79
- ek fip tcp default (1-65535) 21
- 12k Fkp-data tcp default {1-65535) 20
- 128 gopher tep default (1-65535) 70
- Tk h323 [{us] default {(1-65535) 1720
12k hostname  kcp default (1-65535) 101
http o

-T2k htbps tcp default (1-65535) 443
- 18 idenk tep default (1-65535) 113
- Tk imapd tcp default (1-65535) 143
- T2Br T tcp defaul; {1-65535) 194
-1k kerberos tep default (1-65535) 750
12 Hagin tep default (1-65535] 543

Selected Service

[ Service - ] |tc|3| |
I CK | [ Cancel ]
<admin: 15 [ E | | (@& s 1z:smse amure

Device configuration refreshed successFully,




f= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe topic bo seatch

afa]n
cisco

o |
(5]
B Clear Hits B || 2
MAT Rulsll 1 oeare: ——] §
o Destinati n
" Action: () Permit () Deny Destination
Source Criteria _ IS
@p by les || o
_ Source: 10.0.0.0/24 ﬂ z
----- Threat D =
..... Identity 4| | jcer: | ﬂ @ anyles || 3
3
Security Group: | ﬂ
Destinakion Criteria @ any

Destinakion: |anv

Security Group: |

BB

Service: |tcp,|'htt|3

Descripkion:

Enable Logging

Logging Level: | Default .

More Options

| oK I [ cancel |[ Hep |

apply [ Reset H Advanced. .. ]

15 @ | (e)E

Device configuration refreshed successFully, <adminz |1,|'1,|'03 12:39:26 AM UTC




IEﬂ Cisco AU or ASA = AT a6 1

File Wiew Tools izards Window Help wpe bopic ko search
I — ol I 1ol I I
Forward CISCO
Firewall o 7 Configuration = Firewall > Access Rules O EJ
7
= 1
Edit Delete R - Find F2+ Diagram Expart ~ Clear Hits £] 5t || 2
2| e nes [# add-[f eoe Wocke + & F M- Q aren (Jeport - 6 B |4
2 -0, Service Policy Rules Source Criteria: Destlnatlon 3
£ A4 Rl # Enabled Service  Action L Description
E| gan UTS Source L Destlna i}
=g Filker Rules o . (=
3 @ Public Servers I_? .F' dmz {1 implicit incoming rule) - . y E!
- BEL 5y Fitering Servers 1 @ any @ any ... Fip o” Permit Implicit rul,.. =
.55 Threat Detection B ¥ inside (1 incoming rule) i
Identity Options @ hitp | 2 pemit | [ [ [ JlIE
- &g§ Identity by TrustSec - B management (0 implicit incoming rules) a
£ Biokniek Traffic Filter : .F' outside {01 implicit incoming rules) —
2 b.];c;s o E| 5% clabal (1 implicit rule)
E3l . Unified Communications i @ any @ any =i @ Deny Tmplicit rule
-, Advanced
Device Setup
p Device Management
Apply [ Reset ] [ Advanced.. . ]

Configuration changes saved successfully, <admin = |15 | |@ |E| | | |@ |1,|'1,l'03 12:40:56 AM UTC




E= Cisco ASDM 7.1 for ASA - 192.168.1.1

More Options
Enable Rule

¥

= = ulu] i
B="Add Access Rule '|||.|I|'
cIsco
4 Action: () Permit (3 £ =
= i
E o Clear Hits &] st || &
3 Source Criteria Z
=} . b
E| £ And Rules || Source: |any I:” ... Description |
088
=5 Filter Rules N
User: | IE” EJ
IEL ilkeri Implicit rul... =
G LURL Filkeriry Security Group: | I:” 3
g Threat Dek %
- &gg Identity byl Destination Criteria 3
[+ Botnet Tral |
& biects Destinakion: |any IZ”
[+ Unified Con i -
Security Group: Implicit rule
- Advanced v F | I:” P
Service: |i|:| I:”
Description:
Enable Logging

Traffic Direction: (&) In () Out
Source Service: | [:H (TCP ar UDP service only) ()
Logging Interval; |300 seconds
[ ox  J[ coamcel |[ Help |
T
Configuration changes saved successfully, | |<admin> |15 | |@ |E| | | = |1,|'1,l'03 1Z:44:16 AM UTC




IEﬂ Cisco AU or ASA = AT a6 1

File Wiew Tools izards Window Help wpe kopic ko search [t | I b
Farwatd '@' Help CISCO
Firewall o 7 Configuration = Firewall > Access Rules O EJ
7
] : ) ; ; &
B || 3 narres & Edic [ Delete 4+ & % [ - @ Find B Diagram [ Export ~ (8 Clear Hits £] st ?
- In)
2 -0, Service Policy Rules Source Criteria: Destlnatlon 3
£ A4 Rl # Enabled Service  Action L Description
E| gan UTS Source L Destma...
=g Filker Rules o . (=
3 @ Public Servers I_? .F' dmz {1 implicit incoming rule) - . y E!
- BEL 5y Fitering Servers 1 @ any @ any ... Fip o” Permit Implicit rul,.. =
.55 Threat Detection B ¥ inside (1 incoming rule) i
Identity Options % 1 EF“', inside-network (24 @ anv mee- http & Permit O §
- &g§ Identity by TrustSec - B management (0 implicit incoming rules) a
[+ Botnet Traffic Filker = _“ outside {1 incaming rulel |
=] bjects - 1 -
53] Unified Communications = 'F Global (1 implicit rule) ]
-, Advanced .

Device Setup

p Device Management

Apply [ Reset ][ Advanced.. . ]

Configuration changes saved successfully, <admin = |15 | |@ |E| | |

= |1,I'1,I'03 12:44:36 AM UTC




E= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe bopic ko search
i
Cisco
I E="hddiiccess Hule (=1
(2l il § L
Clear Hits sko|| 2
MAT .RUIES Interface: ﬁ
o -0, Service Pol Descrinti s
2| g manRules| acion: (3 Permit (O Deny s DESCTIpEON
=g Filter Rule
Public Serd|  Source Criteria —— E!
= LRL Filkerin fpliee Ful.. 3
: El
31 Threat Det| St |any ﬂ 2
Tdentity Ofl | joaes | ﬂ §
&' Identity b o
[+ Botnet Tra|| Security Group: | ﬂ
& biects
53] Unified Cao ._
T Advanced || Destination Criteria

Implicit rule

Destination: |anv

Security Group: |

BB )

Service! |ip
Description:
Enable Logging

Logging Lewel: | Default .

More Options

[ o ] CanM[ HEL]

[ Appl ][ Reset ][ Advanced. .. ]

Configuration changes saved successfully, |<admin> |15 | |@ |E| | |

11003 12048126 AM UTC




E= Cisco ASDM 7.1 for ASA - 192.168.1.1

Interf

-0, Service Pol
g AAARules|  Action

ong .
=g Filter Rules

|m 1| Device List

Sourc
FL URL Filkerin

-3 Threat Det) saure
o Identity Of e

53 Identity b
[+ Botnet Tral| Securi
& biects
53] Unified Cao
-, Advanced || Destin
Drestiry
Securi
Servic
Descri
En
Ly
Mor|

p’_ Device Management

% add » [ Edt [ Delete

Q, Where Used @Q Mot Used

wpe bopic ko search

Filter: | |Filter|claar|
hame a1 1P Address Metmask. Description Object MAT Address
[=-Metwork Objects

L@ any
- G anwd
- G anyb

- mlfh dmz-network
EF“; inside-network.

EF“; outside-network,

- Interfaces

- B3 drz

- B3 inside

- 53k management

- G5 outside

172.16.0.0
10.0.0.0

- mfh management-network  192,168.1.0

209.165.200.224

£55,255.255.0
255,255.255.0
£55,255.255.0

255,255.255....

[ safiuey aw) @l [ =RIEN=l @]

Selected Destination

[ Destination - ]|any|

Ok

|[ Canicel ]

Configuration changes saved successfully,

<admin >
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= |1,I'1,I'03 12:49:06 AM UTC




= Cisco ASDM for ASA - 192.168

File Wiew Tools izards  Window Help wpe bopic ko search

| B Browse Service

g & odd - B Edic i Delete | @ Whers Used =
o
g =
= Inkerf Filter: | |Filter|claar| =3
& -0, Service Pol &
E| £ and Rules|  ackion Marme Protocol  Source Ports Destinakion Ports  ICMP Description |
B Fite e m (o555 112 | | |
- o I Sourc - uner peanywwh, ., udp defaulk (0-65535) 5632 3
g URL Fiterin) -t pim-auto-rp udp default (0-65535) 496 =
g IT:reta.E Dgu -k radius udp default (0-65535) 1645 z
entity , 3
o ety by o radius-acct udp default (0-65535) 1646 £
3
-5 Botnet Tral Secur - W Tip udp default (0-65535) 520
=] bjects bk secureid-.,, udp default (0-65535) 5510
# Unified Cao - UDE- Sip udp default (0-65535) 5060
-, Advanced || Destin - W ST udp defaulk {0-65535) 161
Dizstin - uk- snmptrap  udp default (0-65535) 162
| - 0B SUNFPC udp default (0-65535) 111
S - Wbk Sysing udp defaulk {0-65535) 514
Servic - bk bacacs udp default {0-65535) 49
- ks balk udp defaulk {0-65535) 517
— - ks Eftp udp defaulk (0-65535) 69
- bk~ birnie udp default {0-65535) 37
- unk- wha udp default {0-65535) 513
- : Er - bk xdmcp udp default {0-65535) 177
i Tirewa o - B cifs tepudp  default (1-65535) 3020
,ﬁ% Remote Acc - ek discar_d tcp-udp default (1-65535) 9
: — B domain bepudp  defaul (1-65535) 53
Selected Service
[ Service - = ] “.ldp,l'ntp |
p Device Management
P Jut
| Ok, | [ Cancel ]

Configuration changes saved successfully, <admin = 15 | |@ |E| | | |E |1,|'1,l'03 12:49:36 AM UTC




E= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe bopic ko search
i
Cisco
I E="hddiiccess Hule = =4
(2l il § L
Clear Hits sko|| 2
MAT .RUIES Interface: ﬁ
o -0, Service Pol Descrinti s
2| g manRules| acion: (3 Permit (O Deny s DESCTIpEON
=g Filter Rule
Public Serd|  Source Criteria —— E!
= LRL Filkerin fpliee Ful.. 3
: El
31 Threat Det| St |any ﬂ 2
Tdentity Ofl | joaes | ﬂ §
&' Identity b o
[+ Botnet Tra|| Security Group: | ﬂ
& biects
53] Unified Cao ._
T Advanced || Destination Criteria

Implicit rule

Destination: |time.nist.gov

Security Group: |

BB E)

Service: |udp,|'ntp
Description:
Enable Logging

Logging Lewel: | Default .

More Options

[ o ] CanM[ HEL]

[ Appl ][ Reset ][ Advanced. .. ]

Configuration changes saved successfully, |<admin> |15 | |@ |E| | |

11103 1242046 AM UTC




-Il'ﬂ Cisco AU or ASA = AT a6 1

File Wiew Tools izards Window Help wpe bopic ko search
i
2 Forward CISCO
Ei:ﬁﬂi" o 7 Configuration = Firewall > Access Rules O EJ
7
] L
E 5 NAT Rul & add - [ Edic [ Delete 4+ & % [ - O Find B Diagram [ Expart ~ @ Clear Hits & st || 2
g o ules =1
2 -0, Service Policy Rules Source Criteria: Destlnatlon 3
£ A4 Rl # Enabled Service  Action L Description
E| gan UTS Source L Destlna
=g Filker Rules (=
= .F' inside (1 incoming rule) E!
= @ Public Servers : — -
%L LRy Fitering Servers 1 B8 inside-netwarkiz4 @ any ek http 7 Permit O g
.55 Threat Detection = 5 outside (1 incoming rule) i
i Tdentity Options % 1 @@ any @@ any R ip @ oeny 0E §
&' Identity by TrustSec = .F' Global {2 rules) [
g oot T e ISR O |
2 biects @ any ] Implicit rule
53] Unified Communications
- T Advanced
Device Setup
p Device Management
Apply [ Reset ] [ Advanced.. .
Configuration changes saved successfully, <admin = |15 | |@ |E| | | |@ |1,|'1,l'03 12:50:16 AM UTC




& ASA-Hyperienminal
File Edit “iew Call Transfer Help

ciscoasalconfig)# object network time.nist.gov
ciscoasalconfig-network-object)# host 192.43.244.18
ciscoasalconfig-network-object)}# access-list global-acl permit udp any object $
ciscoasalconfig)# access—group global-acl global

ciscoasalconfig)# _

Connected 0:00:43 Auto detect 9600 8-N-1 SCROLL | caps | wum | Capture | Print echo




= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe kopic ko search
alien]n
CIsco

Configuration > Firewall = Public Servers

] = :;c-re:s :Qules Define the servers and services that you would like to expose ko an outside interface.
- ules

----- Q, Service Policy Rules Private Interface
gl ABA Rules

i Filter Rules £ Add Public Server

Private IP Address  Private Serwice  Public Interface  Public IP Address  Public Service

LRL Filtering Servers Use this panel ko define the server that wou wish to expose ko a public inkerface, You will need to
Threat Detection specify the private interface and address of the server and the service to be exposed, and then the
Identity Options public interface, address and service that the server will be seen at.

Private Interface:

Ohjects Private IP Address: |

| Unified Communications
B 1 Advanced Private Service: |

- -E
BBl -
= I

Public Inkerface: | dmz

Public IP Address: |

Opkions
[] Specify Public Service if different fram Private Service. This will enable the static PAT,

Fublic Service | | {TCP or UDP service only) @

| OK |[ Cancel ][ Help ]

Configuration changes saved successfully, <adminz= |15 | |@ |E| |

J1/03 1:06:36 AM UTC
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..... qQ
..... i;

I |!@{3 Configuration I

0o Wizard

Access Rules
MAT Rules
Service Policy Rules
Al Rules

otret Traffic Filker
Ohjects

| Unified Communicatiof
T, advanced

= Cisco ASDM 7.1 for ASA - 192.168.1.1

% add [F Edit [ Delete

E='Browse Private’|P Address

Q, where Used @, Mok Used

Filker: |

|Filter| Clear|

Marme

a1 1P Address

Metmask.

Description

Objeck NAT Address

Selected Private IP Address

[ Private IP Address -

J1

ok | |

Cancel

=)
alien]n
cisco

m]

Edit

Delete

Apphy

h Reset I

Configuration changes saved successfully,

<adrminz

|is
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Tools  ‘Wizards

File

Wi

% odd + @ Edic i Delete

@, Wwhere Used

alien]n
cisco

k- -
g :;c-re:su:zles Filter:| |Filter|CIear|
& ] - Q, Service Policy Rules Marne Protocol Source Porks Destination Parks  ICMP Description 4
E| 3 i‘ Abd Rules (= Predefined -~ gi
55 Fiker Rules e anl tep default {1-65535) 5190 Edt
LRL Fiering Servers -1k bgp tep default {1-65535) 179 = Delete
Threat Detection - 7ek chargen tep default {1-65535) 19
..... Identity Optians - T2k cifs tcp default {1-65535) 3020
% Tdentity by TrustSec - Teks Cibtix-ica tep default {1-65535) 1494
=+ Botret Traffic Filker -1tk chighe tep default (1-65535) 2748
£ Objects - 72k daytime tep default {1-65535) 13
£ 0 Unified Communicatios . 1ee discard tep default {1-65535) 2
- [} Advanced 5t domain bcp defaulk {1-65535) 53
- 72k echo tep default {1-65535) 7
- TEE BXEC tep default {1-65535) 512
- T2k finger tep default {1-65535) 79
0 ] tep default {1-65535) 21
- meks Frp-data tep default {1-65535) 20
- mekr gopher tep default {1-65535) 70
- geke h323 tep default {1-65535) 1720
Device Setup - 7ek- hostname  kop default {1-65535) 101
- : ; o ] | |
Firewall - ek https default {1-65535) 443
- Tek- ident default {1-65535) 113
Remote Access YPN
Selected Private Service
igsitegtorsitalilhl [ Private Service - ] |tcp,|’http| |
I Ok I [ Cancel ]
Apply Reset
Configuration changes saved successfully, <adrmin= |15 | |@|E| | | 11103 1:07:56 AM UTC




= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe kopic ko search

alien]n
cisco

Configuration > Firewall = Public Servers

Define the servers and services that you would like to expose ko an outside interface,

- MAT Rules
----- Q, Service Policy Rules

Private Interface  Private IP Address  Private Service  Public Interface  Public IP Address  Public Service

E="Add Public Server

Use this panel ta define the server that you wish to expose to a public interface. You will need to
3 specify the private interface and address of the server and the service to be exposed, and then the
----- public interface, address and service that the server will be seen at.

Private Interface: | dmz

=]
E Private IP Address: |DMZ-WEB-SERVER B
(-, Unified Communications
-1, Advanced Private Service: |tcp,|'http E|
Public Inkerface: | outside
Public P Address: |209.165,200,232 &
Opkions

[] Specify Public Service if different fram Private Service. This will enable the static PAT,

Fublic Service | | {TCP or UDP service only) @

| OK |[ Cancel ][ Help ]

Configuration changes saved successfully, <admin= |15 | |@ |E| | |

J1/03 1:08:46 AM UTC




File Wiew Tools ‘Wizards ‘Window

Help wpe kopic ko search

- MAT Rules
Q, Service Policy Rules

lﬂ Drewvice Lisk

| Unified Communications
] Advanced

- -E
BBl -
= I

Device Setup

p_’_ Device Management

Configuration changes saved successfully,

alien]n
Faryard @ Help CcIsco
Configuration > Firewall = Public Servers O
Define the servers and services that you would like to expose ko an outside interface,
Private Interface  Private IP Address  Private Service  Public Interface  Public IP Address Public Service Add

E—

Delete

Apphy

<adrminz |15 |

ER

J1/03 1:09:16 AM UTC




£1asd - Hypenlenminal
File Edit “iew Call Transfer Help

ciscoasalconfig)# access-list outside-in permit tcp any object dmz-web-server %
ciscoasal{config)# object network dmz—web-server
ciscoasalconfig-network-object)# host 172.16.0.23
ciscoasalconfig-network-object)}# nat {(dmz,outside) static 209.165.200.232
ciscoasalconfig—network-objectl# _

Connected 0:00:20 Auto detect 9600 8-N-1 SCROLL | CAPS | yyM | Capture | Print echo




= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe kopic ko search
alien]n
CIsco

E=Add Time Range

Time Range Mamne: |contractor—to-web—server |

[s] - Public 54

* URL Filt
Threat g Start Time End Tirne

() Mever end

% Tdentity () Start now
----- Identity
(%) End at {inclusive)

[+-F5) Botnet 1] (%) Start at
=-ifz§ Objects -
" et Manths Day: Months Day:
-5 Ser Hour: Mirute: Hour: Minute: m

Locg

‘fear: ‘fear:

Recurring Time Fanges
‘au can further constrain the active time of this range by specifyving recurring ranges. The recurring time ranges will be active within the

= E 9 start and stop time specified.

EJ--E Insp
-[R] Reaq Add
% TCp
= ) Edit
< Delete
<5 Firewall

| [s]4 |[ Cancel ][ Help ]

)

<admin> (15  ERE (e

J1/03 1:34:56 AM UTC

Device configuration refreshed successfully,




= Cisco ASDM 7.1 for ASA - 192.168.1.1

Q, Service

29 Filker Ru
(£l Public Se

- Threat O
- g Identity
--E3g Tdertity
[+-F5) Batnet 1]
EJ--% Objects
ﬂ Met

I8 Ser
il Locg
g E Locg

g & Sect
[ Clas

EJ--E Insp
IEl Reg

lﬂ Drewvice Lisk

% TCR

Firewall

= Edit Time Range

Time Range Mame: conkrg

Skark Timne
() Start now

(%) Skark at

Month: | April
Hour: |00

Recurring Time F.anges —|

You can further constra
skart and stop kime spe

)

wpe kopic ko search

Far example, use this option when you want the time range ko be active every
Monday through Thursday, from 8:00 through 16:59, only,

Days of the Week
() Every day
() Weekdays
() Weekends
(%) On these days of the week:

Mon ] Tue wed [ Thu Fri []s5at []5un

Daily Start Time Daily End Time (Inclusive)

Haour Mirke: Mirte

() Specify a weekly interval when this recurring range will be active

Hour

Far example, use this option when you want the time range to be active
continuously From Monday at &:00 through Friday at 16:59,

Wweekly Interval

alien]n
cisco

‘ear:

e active within the
Edit

Delete

Configuration changes saved successfully,

From: |Monday Haour: |00 Minuke: |00
Frarm: | Friday Hour: (23 Minuke: |59
| o ][ cancel |[ Hep |
<admin |15 | |@|E| | | 11703 1:37:16 &M UTC




= Cisco ASDM 7.1 for ASA - 192.168.1.1

wpe kopic ko search
alien]n
CIsco
i} z
- -
2 Service o
= % E= Edit Time Hange
3 % Filker R
E| ] ! e.r 4 Time Range Mame: conkractor-to-web-server
(£l Public S8
: Threatg] St Time End Time
- Identity () Start now () Never end
3 Identity
EJ--% Eotnet T (%) Skark at (%) End at {inclusive)
&- Year: Month: Davy: Year:

gﬁti Morith: Day:
el
- T5 Ser Haur: Mirute:

E Locs
i Local  Recurring Time Ranges

) & Sed ‘fou can further constrain the active time of this range by specifyving recurring ranges. The recurring time ranges will be active within the
EJ"@ Clas start and stop time specified,
EJ--E Insp
IEl Reg

Edit
:

Hour: Minute:

fednesday Friday | through 12:

-to-Si Lel4 ] [ Cancel ] [ Help

)

Configuration changes saved successfully, <admin= |15 | |E |E| | |

J1/03 1:37:36 AM UTC




Tools  ‘Wizards

File  View

Q, Service Policy Rules
g Anh Rules
299 Filker Rules
-[Ely Public Servers
L |RL Filkering Servers
- Threat Detection
- g Identity Options
3 %‘ Identity by TrustSec
(-5 Botnet Traffic Filter
E—Jg Objects
EE Mebwark Objects/Groups
- g Service Objects/Groups
-] Local Users
- E Local User Groups

- % Security Group Object G
EJ--@ Class Maps

lﬂ Drewvice Lisk

EJ--E Inspect Maps
|E| Reqgular Expressions

- [E@) TCP Maps
= @Y Time Ranges

Configuration changes saved successfully,

00:00 16 Apri

Window  Help wpe kopic ko search
alien]n
CIsco
Configuration > Firewall = Objects = Time Ranges O
& Edit [ Delete
Mame Skart Time End Time Recurring Entries

[ Apply

] [ Reset ]

|<admin>

ER

J1/03 1:37:46 AM UTC
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lﬂ Drewvice Lisk

F= Cisco ASDM 7.1 for ASA - 192.168.1.1
File Wiew Tools WizardsWEgetfs tee st Hij 1

l |!m C@ Configuratic

- MAT Rules
----- Q, Service Policy Rul
gl ABA Rules

22 Filker Rules
----- @ Public Servers
- #EL AL Filkering Ser
- FH) Threat Detection
----- g Identity Options
- %‘ Tdentity by Trust:
[-F5) Botnet Traffic Fily
EJ--% Objects
- B Metwork Obje
- diks Service Obje
-] Local Users
E Local User G
g & Security Grod
EJ--E Class Maps

EJ--E Inspect Maps)
|E| Reqular Expr

R TrD Mare

< 1l
|, Device Setu

Firewall

"% Remote Access VP

,,fl‘é Site-to-Site VRN

p’_ Dievice Manageme

Action: (&) Permit () Deny

Source Criteria

Source: |an¥' E|
User: | E|
Security Group: | [:”

alien]n
cisco

O
Hits Show Log o Packe

Destination Criteria

Destination: |dmz-web-server

[J

Security Group: |

[

Service: |tcp,|’htt|3

[J

Descripkion:

Enable Logging

Logging Level: | Default

More Options
Enable Ruls

Traffic Direction:

Source Service:

E| {TCP ar UDP service only) (0

Logging Interval:

Time Range:

J {

Help ]

scripkion

licit rul...

licit rul...

Configuration changes saved successrully,
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- MAT Rules
----- Q, Service Policy Rules

gl ABA Rules

- B28 Filker Rules

----- @ Public Servers

L |RL Filkering Servers

- FH) Threat Detection

----- g Identity Options

- %‘ Identity by TrustSec

[+-F5) Botnet Traffic Filter

E—Jg Objects

- mB Metwork Objects/Groups
T Service Objects/Groups

Local Users
Local User Groups

lﬂ Drewvice Lisk

& Security Group Object Gnl |

"% Remote Access YPN

G2} Sterto-site VPN

2=

E Dievice Management

¥

File view Tools ‘Wizards Window Help ype kopic ko search G o I o I I
@ Horne G Configuration e Monitaring Save Refresh Back. Farwward @ Help CcIsco
wall o 8 Configuration > Firewall = Access Rules O
iad & Edit ﬂ Delete 4+ & & B - qFnd m gExport - ﬁ Clear Hits Show Log o Packe

Source Criteria: Destination

# Enabled - - Service  Action
Source v Destinan,
= y dmz {1 implicit incoming rule)
il @ any @ Any ...  1ep ” Permit
= y inside (1 implicit incoming rule)
[ @ any @ Any ...  1ep ” Permit

y management (0 implicit incarming rules)
= y outside (1 incoming rule)

E] 5 Global {1 implicit rule)
[ @ any

v vuv oo Descripkion

Implicit rul...

Implicit rul...

Implicit rule

sabuey aw| @ E

2

any ek http dmz-web-server

------’ o Permit ------*

172.16.0.23

Apply [ Reset

][ Advanced. .. ]

Configuration changes saved successfully,

|<admin> |15 |
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# asa - HyperTerminal

File  Edit ‘“iew Call Transfer Help

ciscoasalconfig)# time-range contractor—to—web-server
ciscoasa{config-time-range)# absolute start 8:00 16 April 2014 end 12:00 30 Ap$
ciscoasal{config-time-range)# access- list outside-in permit tcp any object dmz-%
ciscoasalconfig)# access—group outside-in in interface outside
ciscoasalconfig)#

Connected 0:00:51 Auto detect 9600 8-M-1 SCROLL CAPS | yum | Capture | Print echo

perTerminal

Fil= Edit “iew Call Transfer Help

ciscoasalconfig)# show access-list outside-in

access-list outside-in; 1 elements; name hash: Ox4cd?d86a

access—1list outside-in line 1 extended permit tcp any object dmz—web-server eq w

ww time-range contractor—to—web-server (hitcnt=0) (inactive) 0x1e56b333
access-list outside-in line 1 extended permit tcp any host 172.16.0.23 eq wuw

time-range contractor-to-web-server (hitcnt=0) (inactive) 0x1e56b333

ciscoasalconfig)#

Connected 0:00:11 Auto detect 9600 8-N-1 SCROLL CAPS | pgum | Capture | Print echo




wall o 8
—
-~

- MAT Rules

----- Q, Service Policy Rules

gl ABA Rules

- B28 Filker Rules

----- @ Public Servers

L |RL Filkering Servers

- FH) Threat Detection

----- g Identity Options

- %‘ Identity by TrustSec

[+-F5) Botnet Traffic Filter

E—Jg Objects

- mB Metwork Objects/Groups

T Service Objects/Groups
Local Users

E Local User Groups

& Security Group Object Gnl |

lﬂ Drewvice Lisk

Configuration > Firewall > Access Rules
% add - [ Edic {ff Delete 4 & %

File view Tools ‘Wizards Window Help ype kopic ko search G
_ alien]n
@ Horne G Configuration | | | Manitaring Save Refresh Back. Farwward @ Help CcIsco
O

Source Criteria:
E Enabled
Source

= y dmz {1 implicit incoming rule)
il @ any
= y inside (1 implicit incoming rule)
[ @ any
y management (0 implicit incoming rules)
= y oukside {1 incoming rule)
U5
E] 5 Global {1 implicit rule)
[ @ any

"% Remote Access YPN

G2} Sterto-site VPN

B - qFnd m |l Export ~ (9 Clear Hits Show Log o Packe
Destination
— Service  Ackion + vev oo Descripkion
v Destinan,
@ Any...  1cip & Permit Implicit rul,..
@ Any...  1cip & Permit Implicit rul,..

I

Implicit rule

e p

2=

E Dievice Management

any ek http dmz-web-server

2

------’ JPermit------* 172,16.0.23

¥

[

Apply

Resek ][ Advanced. .. ]

I

sabuey aw| @ E

Configuration changes saved successfully,
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< asa - HyperTerminal
File  Edit ‘“iew Call Transfer Help

ciscoasalconfig)# $it tcp any object dmz-web-server eq http inactive

Connected 0:00:06 Auto detect 9600 8-N-1 SCROLL CAPS | pgum | Capture | Print echo

&a - Hyperlenminal

File Edit Wiew Call Transfer Help

ciscoasalconfig)# show xlate
1 in use, 2 most used
Flags: D - DNS, e - extended, I - identity, 1 - dvnamic, r - portmap,
s — static, T - twice, N - net-to-net
NAT from dmz:172.16.8.23 to outside:209.165.200.232
flags s idle B:41:47 timeout O:00:00
ciscoasalconfiglt _

Connected 0:00:03 Auto detect 9600 8-N-1 SCROLL CAPS | pgum | Capture | Print echo




“&al - Hyperienmnal
File Edit “iew Call Transfer Help

ciscoasalconfig)# show access-list
access—1list cached ACL log flows: total B, denied @ (deny-flow—max 4096)
alert-interval 308
access—-list outside-in; 1 elements; name hash: Ox4cd?d86a
access—1list outside-in line 1 extended permit tcp any object dmz-web-server eq w
ww inactive (hitent=0) (inactive) Bx1e56b333
access-list outside-in line 1 extended permit tcp any host 172.16.0.23 eq wuw
inactive {(hitcnt=0) {inactive) Bx1e56b333
ciscoasalconfigl# _

Connected 0:00:12 Auto detect 9600 8-N-1 UM

“&'a - HyperTerminal

File Edit Wiew Call Transfer Help

Tupe: UN-NAT

Subtype: static

Result: ALLOW

Config:

object network dmz-web-server

nat (dmz,outside) static 209.165.200.232
Additional Information:

HAT divert to egress interface dmz

Untranslate 209.165.200.232/80 to 172.16.0.23/80

Phase: 2

Tupe: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—group outside—-in in interface outside

access—-1list outside-in extended permit tcp any object dmz-web-server eq www
Additional Information:

Phase: 3

Tupe: HAT

Subtype: per—session
Result: ALLOW

<-—- More ——->_

Connected 0:00:06 Auto detect 9600 8-N-1 UM




“ga - Hyperlenminal

File Edit “iew Call Transfer Help

Phase: 7

Tupe: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with 1d 574, packet dispatched to next module

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
<-—- More ——->_

)

Additional Information:

Phase: &

Tupe: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 5

Tupe: NAT

Subtype: rpf-check

Result: ALLOW

Config:

object network dmz-web-server

nat (dmz,outside) static 209.165.2008.232

Additional Information:

Phase: 6 =

Tupe: NAT

Subtype: per-session

Result: ALLOW

Config:

{——— More ——>_ L]
Connecked 0:00:19 Aukodetect 9600 8-N-1 ML .
“ga - Hyperlenminal : E E
File Edit Wiew Call Transfer Help
O = 5 =hE =

]

Connected 0:00:27 Auto detect 9600 8-N-1 UM

]




“ga - Hyperlenminal
File Edit “iew Call Transfer Help

Tupe: IP-0PTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Tupe: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

Hew flow created with id 574, packet dispatched to next module

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

ciscoasal{config)# _

Connected 0:00:38 Auto detect 9600 8-N-1 UM

E]




Cisco ASDM Packet Tracer - 192.168.1.1

Select the packet bype and supply the packet parameters, Click Start to krace the packet,

Interface: Packet Type () TCP (JUDR (OICMP (IR

), start
Source: | IPAddress v | [172.16.0.1 | Destination:  |IF Address | [209.165.200.232 |

Source Pork: |1065 vl Destination Port: |SD vl By Clear

Show animation

outeide  4-MAT | Access list | MAT Lookupl IP Coptions MAT Lookupl IP Coptions | Flow | dmz
skup Loakup okup Loakup creation
4] ]

. Phase Ac...
L4
v
L4
v
L
L4
L
L4
= L
L Input Inkerface:  outside Line € Link €

Cutput Interface:  dmz Line €@ Link &
Info:

£ Close l [ ? Help




