C4au hinh static nat v&i object tir phién ban 8.3 tr& 1én

Type topic ko search
afual

cisco

Mame: ‘dmz-web-pri\r
Access Rules

MAT
] -0, Service Policy Rules
i‘ ARA Rules

& Fiter Rules IFAddress: 172.16.0.5 |
[ Public Servers d
URL Filtering Servers Description: \ |
@ Threat Detection

g Identity Options

&‘ Identity by TrustSec
Botnet Traffic Filter
Objects

il
B Edit . Delete| @, Where Used @ Not Used

Filter|Clear

Type: [Hcst v]

2 1P Version: @ IPv4 () IPvE

dmz-network/24

NAT & inside-network| 24
Unified Communications
b T, Advanced Add Automatic Address Translation Rules management-nekwork/24

outside-network/27

Type:
Translated Addr: B|

Use one-to-one address translation

[ PAT Paal Translated Address: B|

[] Round Robin

["] Extend PAT uniqueness to per destination instead of per interface

["] Translate TCP and UDP ports into flat range 1024-65535 [ | Include range 1-1023

["] Fall through ta interface PAT(dest intf): |dmz -

[] Use IPv6 For interface PAT

Device configuration refreshed successfully. ‘ |<admin> |15

1/1/03 12:48:23 AM UTC




(T8 Cisco ASDMI 71 for ASA - 0206801 (= =T 2

- @, Service Policy Rules
- i‘ AAARules

[ Public Servers
% |URL Filkering Servers
@] Threat Detection
~4# Tdentity Options
= Q‘ Identity by TrustSec

Baotnet Traffic Filter
Objects

-
E-E-E-B

'E‘a_‘. Advanced

(), Unified Communications

Device configuration refreshed successFully.

4 add ~ [@ Edit - Delete | @, where Used @ Not Used

Type topic to search

N
cisco

clete | @, Where Used @ Not Used

|Filter |Clear|

24
twork/24
27

Filker: | |F|Iter|CIear|
MName IP Address Metmask Description Object NAT Address
E| “Nebwork Objects
-
| [ Add Network Object [ = ]
Name: ‘dmz-web-pub |
Type: [Hnst - ]
IP Version: @ IPv4 () IPv6
IP Address:  |209.165.200.225 |
Description: ‘ |
NAT ¥
ok | [ cancel | Hep |
J
Selected Translated Addr
[ Translated Addr -= ] | |
o] o
T ——
<admin = |15 ‘

1/1/03 12:50:23 AMUTC

———




(TR Cisco ASDM 7.L1ar ASA - 19216810 sy =8 -2

- @, Service Policy Rules
- i‘ AAARules

[ Public Servers
% |URL Filkering Servers
@] Threat Detection
~4# Tdentity Options
= Q‘ Identity by TrustSec

Baotnet Traffic Filter
Objects

-
E-E-E-B

'E‘a_‘. Advanced

(), Unified Communications

Device configuration refreshed successFully.

4 add ~ [F Edit ﬁ Delete | @, where Used € Nat Used

Filter: |

|F|Iter |Clear|

Type topic to search

N
cisco

elete | @, Where Used @ Not Used

)
Name

(=)-Network Objects
: - G any
- ﬂ dmz-network
- ﬂl_ inside-network

ﬂ management-nekwark
= ﬂ outside-netwark

dm:

- Interfaces
B dmz

&l insidz
- B3 management

B3l outside

IP Address

172.16.0.0
10.0.0.0
192.168.1.0
209.165.200.224

Metmask:

255.255.255.0
255.255,255.0
255.255.255.0
255.255.255.224

Description

Object NAT Ad...

Selected Translated Addr

[ Translated addr > | |

|Filter |Clear|

24
twork/24
27

<admin =

s \

1/1/03 12:51:03 AMUTC

——— ————




L

e )

Access Rules

NAT Rules
- @, Service Policy Rules
- i‘ AAARules

Filter Rules

[ Public Servers
% |URL Filkering Servers
&) Threat Detection
~4# Tdentity Options
= Q‘ Identity by TrustSec

Baotnet Traffic Filter
Objects

(), Unified Communications
o5 Advanced

Device configuration refreshed successFully.

f -
[E) Add Network Objel

Type:

1P Version:

MNAT

Type:

IP Address:

Description:

Type topic to search

‘dmz-web-priv

N
cisco

TR X

|Filter |Clear|

[H"St B Edit - Daletel @, Where Used @ Not Used
@ P4 () IPV6
172.16.0.5 |

[] PAT Poal Translated Address: |

[] Use IPve For interface PAT

Add Automatic Address Translation Rules

dmz-network/24
inside-network( 24

outside-nstworkj27
dmz-web-pub

Translated Addr: |dmz-web-pub

B

Use ane-to-one address kranslation

B

[T Round Rabin
["] Extend PAT uniqueness ta per destination instead of per interface
[] Translate TCP and UDP parts into flat range 1024-65535 [ | Include range 1-1023

[] Fall through to interface PAT(dest intf): Idmz

management-nebwork/24

1/1/03 12:52:03 AMUTC




Access Rules
NAT Rules
- @, Service Policy Rules
- i‘ AAARules
Filter Rules

[ Public Servers
% |URL Filkering Servers
@] Threat Detection
= g Identity Options
= Q‘ Identity by TrustSec
Baotnet Traffic Filter
Objects
(), Unified Communications
T Advanced

L

e )

Device configuration refreshed successFully.

Type topic to search
N

[ = | cisco

(Dasdnevonoe

Name: ‘dmz-web-priv

i a #

Type: [Hnst

1P Version:

@ Pvé 7 IPVE

'] - B Edi - Daletel @, Where Used @, Not Used

|Filter |Clear|

[172.16.0.5

1P Address:
Dese | [ Advanced NAT Settings

Translate DNS replies For rule
Disable Proxy ARP on egress interface

[] Lookup route table to locate egress interface

|  Interface
T l Source Interface: [dm:! v]
)| Destination Interface: [ow'slde v]

Service

Protocal: [- tep - ]

Real Part: ‘ |

| Mapped Port: ‘ |

[] Use IPve For interface PAT

rk Objects
P any
P any4

P anys

|\B dmz-nstworkj24

|\B inside-network/24

| management-networl/24
|\B outside-nstwork/27

A dmz-web-pub

(o J[ coxel J[ e |

= 1 == ]

‘ |<admin$ |15

1/1/03 12:53:03 AMUTC

—————




Access Rules
NAT Rules
- @, Service Policy Rules
- i‘ AAARules
Filter Rules
[ Public Servers
% |URL Filkering Servers
@] Threat Detection
= g Identity Options
= Q‘ Identity by TrustSec
Baotnet Traffic Filter
Objects
(), Unified Communications

L

e )

T Advanced

Configuration changes saved successfully.

Type topic to search " I " I .

cisco
=02
g Add - [F Edit ﬂ Delete | + ¥ | & B M- | Q, Find F=] Diagram L Packet Trace E
Match Criteria: Original Packet Action: Translated Packet ;

EE

Source Intf DestIntf  Source Destination Service Source Destination
MNetwork Object” NAT (Rule 1)
outside dmz @@ any ) dmz-web-pub &P any -- Original -- (S) B dmz-web-priv

Opt]
Service

-- QOriginal --
-- Original --

]

‘ |<admin$

1/1/03 12:56:13 AMUTC




File Edit View Call Transfer Help

ciscoasalconfig)l# object network dmz-web-pub
ciscoasalconfig—network-object)# host 209.165.200.228
ciscoasalconfig—network-object)}# object network dmz-web-priv
ciscoasalconfig-network—-object)# host 172.16.8.5
ciscoasalconfig-network-ohject)# nat (dmz,outside) static dmz-web-pub
ciscoasalconfig-network-object}# _

Connected 0:00:39 Auto detect 9600 8-M-1 SCROLL | CAPS | NUM | Capture | Print echo




C4u hinh static pat

Type topic ko search
afual
iE=] etwork Object - [ = | cisco
=0
i Mame: ‘dmz-https-pri\r | E
0
& Type: [Hnst - ] E
-0, Service Policy Rules . | lated Packet 5
gl An s s || Puerson:  @Pvi O E ontl || 5
&
2% Filter Rules 1P Add = Destination Service
a Public Servers =N - |
URL Filtering Servers I Desci .E Advanced NAT Settings Wb, |- original - -- Original -- -
@ Threat Detection | dmz-web-priv -~ Original --
g Identity Options [] Translate DNS replies For rule a2 e
&‘ Identity by TrustSec
=
Botnet Traffic Filter Disable Proxy ARP on egress interface
Objects MNA [] Lookup route table ko locate egress interface
Unified Communications
-7 Advanced || Interface

Source Inkerface: [dmz e ]

Destination Interfaca: [ow.sldse

Service

Prokocal: [- tep - ] |

| RealPort: 8443 |

fl Mapped Port: ‘443 |

Device configuration refreshed successfully. | |<admin> 15 | ‘1,’1,’03 1:13:23 AM UTC

. = ~




Access Rules
NAT Rules
- @, Service Policy Rules
- i‘ AAARules
Filter Rules

[ Public Servers
% |URL Filkering Servers
@] Threat Detection
= g Identity Options
= Q‘ Identity by TrustSec
Baotnet Traffic Filter
Objects
(), Unified Communications
T Advanced

L

e )

Device configuration refreshed successFully.

Type topic to search

(Dasdnevonoe

N
cisco

Name: ‘dmz-https-priv | = [E
Type: [Host - EJ
g
TP Viersion: @ Pvé () IPVE | fated Packet o) %
. 3

P Address:  172.16.0.15 | pestination

l Description: ‘

MNAT
Add Automatic Address Translation Rules

Type: Static -

= dmz-web-priv

Translated Addr: |dmz-pat-outslde

B

Use ane-to-one address kranslation

[] PAT Poal Translated Address: |

B

[T Round Rabin

["] Extend PAT uniqueness ta per destination instead of per interface

[] Translate TCP and UDP parts into flat range 1024-65535 [ | Include range 1-1023

[] Fall through to interface PAT(dest intf): |dmz

[] Use IPve For interface PAT

Advance

[T T p——

| o —

-- Original --

—— == 1

| |<admin>

|is

|1I1I03 1:13:23 AMUTC




Type topic to search

N
cisco

(|

B Edit i Delete | + ¥ | & B M- | Q, Find F=] Diagram I Packet Trace

- @, Service Policy Rules

= dmz-web-pub &P any
= dmz-https-priv & any

= Q‘ Identity by TrustSec [} dmz-pat-ot... E htps

L

(), Unified Communications

e )

Action: Translated Packet

Destination

= dmz-web-pub. .. - Original --

= dmz-web-priv
= dmz-pat-outsi. .. - Original --

= dmz-https-priv

- Original --
-- Original --

saojEs [iu] @

Opt]

l

Configuration changes saved successfully.

|1I1I03 1:18:41 AMUTC



o ASA- HyperTermina o L et
File Edit View Call Transfer Help
D &5 0H

ciscoasalconfig)# object network dmz-pat-outside
ciscoasalconfig—network-object)# host 209.165.200.230
ciscoasalconfig-network-object)# object network dmz-https—priv
ciscoasalconfig-network—-object)# host 172.16.8.15
ciscoasalconfig—network-object)# nat (dmz,outside) static dmz-pat-outside serv$
ciscoasalconfig-network-object}# _

Connected 0:00:32 Auto detect 9600 8-N-1



C4u hinh static trén 10S 8.2 tr& xudng

[ ASA - HyperTermina =S
File Edit View Call Transfer Help
e & & DB

ciscoasalconfig)l# static {inside,outside) 209.165.200.231 10.0.9.10
ciscoasalconfigl# static (inside,dmz) 209.165.2600.231 10.0.0.10
ciscoasalconfig)# _

Connected (:00:12 Aute detect 9600 8-N-1 SCROLL | CAPS | NUM | Capture | Print echo




C4au hinh static v&i 10S 8.3 tr& |1én

5 TAsA - HyperTeming [ =)
File Edit View Call Transfer Help
e & & DB

ciscoasalconfig)l# object network inside-sur-pub
ciscoasalconfig-network-object)# host 209.165.200.231
ciscoasalconfig-network-object)# object network inside-swr—priwv
ciscoasalconfig-network-object)# host 10.0.0.10
ciscoasalconfig-network-object)# nat (inside,any) static inside-swr—pub
ciscoasalconfig-network-object)# _

Connected00034 Aute detect 9600 8-N-1 SCROLL | CAPS | NUM | Capture | Print echo




C4u hinh dynamic NAT

Access Rules
-0, Service Policy Rules
i‘ ARA Rules

& Filter Rules
a Public Servers

URL Filtering Servers
@ Threat Detection

g Identity Options

&‘ Identity by TrustSec
Botnet Traffic Filter
Objects
Unified Communications
-, Advanced

Configuration changes saved successfully.

Mame: ‘inside-seg |

Type: [Netwo(k - ]

1P Version: @ IPv4 () IPvE

IF Address: [10.0.0.0 |

Netmask: 255.255.255.0 -

Description: ‘ |
MAT @

Add Automatic Address Translation Rules

Type:

Translated Addr:

B

[] Use one-to-one address translation

PAT Paool Translated Address:

B

[] Round Robin

["] Extend PAT uniqueness to per destination instead of per interface

["] Translate TCP and UDP ports into flat range 1024-65535 [ | Include range 1-1023

Fall through to interface PAT(dest intF): [dmz

[] Use IPv6 For interface PAT

Type topic ko search

afual
cisco

ed Packet

Destination

Service

Opt

(

|<admin>

15

1/1/03 1:42:31 AMUTC

~




Type topic to search

4 add ~ [@ Edit - Delete | @, where Used @ Not Used

- @, Service Policy Rules F|\ter:| |F|Iter|CIear|
- i‘ AAARules =1
MName IP Address MNetmask: Description Object NAT Ad...
a Public Servers E| -Mebwark Objacts
% |URL Filkering Servers - Bl e b 122 iedE ~
@] Threat Detection | [ Add Network Object | = |
~4# Tdentity Options
~Egg 1dentity by TrustSec Name: ‘0utside-nat-pcc| |
28 Baotnet Traffic Filter
-{f73] Objects Type: [Ranee A ]
-0, Unified Communications )
- . IP Veersion; IPv4 IPve
-, Advanced ElInte @ o
Start Address: |209.165.200.235 |
End Address:  209.165.200.254 |

Description: ‘ |

Lo J[ conel J[ teo ]

Selected Translated Addr

[ Translated Addr - ] |

Service

N
cisco

Opt]

saojaIa5 [-mf [Cu|

[

Configuration changes saved successfully. <adminz |15 | |@|E| |

[t1103 1:42:31 AM

utc
=)

=



[ L R L ————— =it ]

T

- @, Service Policy Rules
- i‘ AAARules

[ Public Servers
% |URL Filkering Servers
@] Threat Detection
~4# Tdentity Options
= Q‘ Identity by TrustSec

Baotnet Traffic Filter
Objects

L

(), Unified Communications
o5 Advanced

e )

Configuration changes saved successfully.

4 add ~ [F Edit ﬁ Delete | @, where Used € Nat Used

Type topic to search

Filker: | |F|Iter|CIear|
MName = IP Address MNetmask: Description Object NAT Ad...
(=)-Network Objects
@ dme-https-priv 172.16.0.15

- B dmz-pat-outside 208.165.200.230
- 1= dmz-web-priv 172.16.0.5
- = dmz-web-pub 208.165.200.228
- 1B inside-svr-priv 10.0.0.10

- B inside-svr-pub
g
- Interfaces

B3 dmz

- B insidz

- B3 management
- B3 outside

209.165.200.231

Selected Translated Addr

[ Translated Addr - ] |uutside-nat-puml|

N
cisco

sa|1a5 @Iﬁ]

Service

- Origina —____|__|

[

<adminz |15 |

Bl |

|1I1I03 1:42:31 AMUTC

=

——— ————




(T3 Cisco ASDN 7.1 for ASA - 102.168.1.1 F L=R 2

Access Rules
NAT Rules
- @, Service Policy Rules
- i‘ AAARules
Filter Rules

[ Public Servers
% |URL Filkering Servers
@] Threat Detection
= g Identity Options
= Q‘ Identity by TrustSec
Baotnet Traffic Filter
Objects
(), Unified Communications
T Advanced

L

e )

Configuration changes saved successfully.

Name: ‘inside-seg |
Type: Network -
1P Version: @ IPvé4 (0 IPv6

P Address:  10.0.0.0 |
Netmask: 255.255.255.0 -
Description: \ |

MNAT @

Add Automatic Address Translation Rules

Cr—

Translated Addr: |outslde-nat-pool B|

Type:

[] Use one-to-one address kranslation

PAT Pool Translated Address: | E]|

[T Round Rabin
["] Extend PAT uniqueness ta per destination instead of per interface

[] Translate TCP and UDP parts into flat range 1024-65535 [ | Include range 1-1023

[outside =

Fall through to interface PAT(dest intf)

Use IPve For interface PAT

Type topic to search

cisco

ed Packet

Destination

s iginal -- - Original -- -

Opt]
Service

sa|AIB5 [ m

[

| |<admin> |15

@R

[t1103 1:42:31 AM

urc

=

=—




Type topic to search

_ _ ina | [ ssve = - xd| D e cisco
Firewal @ % | Configur = Firewall > NAT Rules (m] [E
-e\es & Edit ﬂ Delete | + 4 | & B M- | Q, Find F=] Diagram L Packet Trace E
= 5 w
- &L' Service Policy Rules Match Criteria: Original Packet Action: Translated Packet 2
g ARARUles # opt| || &
i Source Intf DestIntf  Source Destination Service Source Destination Service 3

Filter Rules
a Public Servers [=] "Nebwork Object” NAT (Rule 1) .

25 1URL Filkering Servers i
@] Threat Detection

= g Identity Options

= Q‘ Identity by TrustSec
Baotnet Traffic Filter
Objects

(), Unified Communications
T Advanced

L

e )

4 mn

Apply Reset

Configuration changes saved successfully. | |<admin> |15 | |@|E| | |

|1I1I03 1:42:31 AMUTC




C4u hinh dynamic PAT (HIDE)

-0, Service Policy Rules
i‘ ARA Rules
& Filter Rules
a Public Servers

URL Filtering Servers
@ Threat Detection

g Identity Options

&‘ Identity by TrustSec
Botnet Traffic Filter
Objects
Unified Communications
-, Advanced

Configuration changes saved successfully.

Type topic ko search

afual
cisco

riginal -

Mame: ‘it-seg |
Type: [Netwofk - ]
1P Version: @ IPv4 () IPvE
IF Address: [10.0.1.0 |
Netmask: 255.255.255.0 -
Description: ‘

MAT @

Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Translaked Addrs |172,16.0.25¢

B

[] Use one-to-one address translation

[ PAT Paal Translated Address: |

B

[] Round Robin

[] Use IPv6 For interface PAT

["] Extend PAT uniqueness to per destination instead of per interface

["] Translate TCP and UDP ports into flat range 1024-65535 [ | Include range 1-1023

["] Fall through ta interface PAT(dest intf): [dmz

Options

S30UAIBE [ﬁﬂ-ﬁ

Service

= -

|

1/1/03 1:42:31 AMUTC




B | ASA - HyperTerminal

File Edit View Call Transfer Help
D =3 DO

ciscoasalconfig)l# object network
ciscoasalconfig-network-ohject)#
ciscoasalconfig—network-object)#
ciscoasalconfig—network-object)#
ciscoasalconfig—network-ohject)#
ciscoasalconfig-network-object)#
ciscoasalconfig—network-object)# _

outside-nat-pool

range 209.165.200.235 209.165.200.254
object network inside-seg

nat {any,outside) dynamic outside-nat-pool
object network it- seg

nat (any,dmz) dynamlc 172.16.0.254

Connected 0:02:00 Auto detect 9600 8-N-1

CAPS




| ASA - HyperTermina EE ]

File Edit View Call Transfer Help
D =3 DO

ciscoasalconfig)l# show running-config object
object network dmz-web-—priv

host 172.16.0.5

object network dmz-web-pub

host 209.165.200.228

object network dmz-pat-outside

host 209.165.200.230

object network dmz-https-priv

host 172.16.8.15

object network inside-svr—pub

host 209.165.200.231

object network inside-svr-priv

host 10.06.0.10

object network inside-seg

subnet 10.0.0.8 255.255.255.0

object network outside—nat-pool

range 209.165.200.235 209.165.200.254
object network it-seg

subnet 10.0.1.8 255.255.255.0
ciscoasalconfig)# _

! Connected 0:00:07 Auto detect 9600 8-N-1




