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ciscoasalconfig)# nat (inside) 1 10.0.8.0 255.255.255.0

ciscoasalconfig)# global {outside) 1 209.165.200.235-209.165.200.254 netmask 2%
ciscoasalconfig)# timeout xlate 1:00:00

ciscoasalconfig)#

Connected 0:00:19 Auto detect 9600 8-M-1 SCROLL | CAPS | WUM | Capture | Print echo
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ciscoasalconfig)# nat (inside) 5 10.0.8.0 255.255.255.0
ciscoasalconfig)# nat (dmz) 5 172.16.0.0 255.255.255.0
ciscoasalconfigl# global {outside) 5 interface
INFO: outside interface address added to PAT pool
ciscoasalconfigl# global {dmz) 5 172.16.0.254 netmask 255.255.255.255
INFO: Global 172.16.8.254 will be Port Address Translated
ciscoasalconfig)#

. S—

! Connected 0:00:47 Auto detect 9600 8-N-1 SCROLL CAPS
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D =3 DO

ciscoasalconfig)# access-list policy-nat permit ip 10.0.8.8 255.255.255.0 hos$
ciscoasalconfig)# nat (inside) 8 access-list policy-nat

ciscoasalconfigl# global {outside) 8 209.165.202.134 netmask 255.255.255.255
INFO: Global 209.165.202.134 will be Port Address Translated

ciscoasalconfig)#

Connected 0:00:36 Auto detect 9600 8-N-1 CAPS
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Enable traffic through the firewall without: address translation

Device configuration refreshed successFully.
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File Edit View Call Transfer Help

ciscoasalconfig)# static (dwz,outside) 209.165.200.228 172.16.0.5 netmask 255.%
ciscoasalconfig)# static (dmz,outside) 209.165.200.229 172.16.0.10 netmask 255%

ciscoasalconfigl# _

Connected 0:02:53 Auto detect 9600 8-N-1 SCROLL | caPs | NUM | Capture | Print echo




Cdu hinh NETWORK STATIC INSIDE NAT

1]
ype topic to search
afeal
) : Back | i | D re cisco
frewal @ % | Confiouration > Firewall > NAT Rules =
i
- 4 Add ~ @ edt Jf Delete | + 4 | & Ba B - | @, Find [2 Diagram I Packet Trace
-0, Service Policy Rules Add Static NAT Rule E ed
g ABARules # T
228 Filker Rules original | [face Address
Public Servers
| ~=gr URL Filtering Servers Interface: [dmz b ]
&) Threat Detection Source: (172.16.0.32127 B
E2) Botnet Traffic Filter
- Objects Translated
B-§i, Unified Communications -
-7, Advanced Interface: [mude - ]
© Use P Address: | 209.165.201.0/27] ]
(71 Use Interface IP Address
Port: Address Translation (PAT)
Enable Port Address Translation (PAT)
Protocal: @ TCP UDRP
Original Part: I:l
Translated Port: I:l
Connection Settings @
4 m L3
Enable traffic through the Firewal without address translation
Configuration changes saved successfully. | |<admin> 15 | |@|E| | | | |4H,’14 9:43:48 AM UTC
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ciscoasalconfig)# static (dwz,outside) 209.160.201.0 172.16.0.32 netmask 255.2%
ciscoasalconfigl# _

Connected 0:00:17 Auto detect 9600 8-N-1 SCROLL CAPS | NUM | Capture | Print echo
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ype topic to search
afeal
cisco
O
Add Static NAT Rule
*
| [face Address
Filter Rules Original
Public Servers
= URL Filtering Servers Interface: [dmz ']
&) Threat Detection Source: 172.16.015 B
E2) Botnet Traffic Filter
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© Use P Address:  209.160.200.230 ]
(71 Use Interface IP Address
Port: Address Translation (PAT)
Enable Port Address Translation (PAT)
Protocal: @ TCP () UDP
Original Port:
Translated Port:
Connection Settings
4 m L3
Enable traffic through the Firewal without address translation
Configuration changes saved successfully. =adminz 15 | |@|E| | | |4H,’14 9:52:38 AM UTC
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- 1f4] Obfects Translated
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(-7, Advanced Inkerface: [ouksde v]
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Connection Settings @
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Enable traffic through the firewall without: address translation
Configuration changes saved successfully. |<admin> |15 | | |4HI14 9:53:59 AM UTC
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Configuration changes saved successfully.
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Apply

Reset

|<admin> |15

| [4[14 9:54:29 AM UTC
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File Edit View Call Transfer Help

ciscoasalconfig)# static (dwz,outside) tcp 209.165.200.230 443 172.16.0.15 8&4%
ciscoasal(config)# static (dmz,outside) tcp 209.165.260.230 25 172.16.0.20 25 n$

ciscoasalconfig)#

Print echo

Connected 0:00:24 Auto detect 9600 8-N-1 SCROLL CAPS | NUM | Capture




C4u hinh static inside policy nat

- i' AAARules

Public Servers

= URL Filtering Servers
ﬂ Threat Detection

Botnet Traffic Filter

Objects

Unified Communications

7 Advanced

]
E-E-E-E

Configuration changes saved successfully.

ype topic to search

afeal
cisco

Qriginal
Interface: [dmz - ]
Source: |172.16.0.20 ]
Destination: | 10.10.10.0/24 E]|
Translatzd
Interface: [outside - ]

© Use TP Address: |172,18.0.20]

B

() Use Interface IP Address

Port Address Translation (PAT)

Enable Port Address Translation (PAT)

Protacal: @ TCP uoP

Original Port: I:l
Translated Port: I:I

Description

Connection Settings

[ sto0d e [ o) 1)

4/4/14 10:03:09 AM UTC




[
Ll

E =

Access Rules

- @, Service Policy Rules
- i‘ AAARules
Filter Rules

[ Public Servers
- | RL Filtering Servers
Threat Detection
Botnet Traffic Filter
Objects
0, Unified Communications
B, Advanced

vpe topic to search

g Add - [ Edit i Delete | + ¥ | & B M- | Q, Find F=] Diagram I Packet Trace

Original Translated
# Type
Source Destination Service Interface
1 .3'.'.5 Static Policy Bl 172.16.0.20 & 10.10.10.0/24 outside
< [ m

Configuration changes saved successfully.

Enable traffic through the firewall without: address translation

‘ |<admin$ |15 ‘

4/4/14 10:03:39 AMUTC
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ciscoasalconfig)# access-list policy-nat permit ip host 172.16.0.20 10.10.10.0%
ciscoasalconfig)# static (dmz,outside) 172.18.8.20 access-list policy-nat

ciscoasalconfig)#

Capture | Print echo

Connected 0:00:11 Auto detect 9600 8-N-1 SCROLL CAPS | MNUM




Cdu hinh DYNAMIC IDENTITY NAT

Public Servers

= URL Filtering Servers
ﬂ Threat Detection

Botnet Traffic Filter

Objects

Unified Communications

7 Advanced

]
E-E-E-E

Configuration = Firewall > NAT Rules

& add ~ @ edt Jf Delete | + 4 | & Ba B - | @, Find 2 Diagram I Packet Trace

ype topic to search

afeal
cisco

Configuration changes saved successfully.

| Original Translated
’ # Type — —
A Dynarmic NAT Rule T— —— — e EE)
Original
Inkerface: [nstde v]
Source: |inside-networkj24 B|
Translated

Select a global pool For dynamic translation.

Pool ID Interface Addresses Pool
(inbound) Same as original address (identity)

Connection Settings

<

[ sio0d leqop [ [rul[ i a|

Enable traffic through the Firewal without address translation

<admin = 15 ‘

4j4/14 10:14:33 AM UTC
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ciscoasalconfig)# nat (inside) B 10.0.8.0 255.255.255.0
nat B 10.0.0.8 will be identity translated for outbound
ciscoasalconfigl# _

Connected 0:00:06 Auto detect 9600 8-N-1 SCROLL | caPs | NUM | Capture | Print echo




C&u hinh STATIC IDENTITY NAT

ype topic to search

afeal
cisco

O

4 Add ~ @ edt Jf Delete | + 4 | & Ba B - | @, Find [2 Diagram I Packet Trace

-, Service Policy Rules . Add Static NAT Rule

EH - Coufiquration > Firewall > NAT Rules

- i' AAARules #
o

| [face Address

1 Fileer Rules Original
Public Servers —
~=gr URL Filtering Servers Interface: [rsude b ]
ﬂ Threat Detection G ‘ 10.0.0.20 E]|

E2) Botnet Traffic Filter
- Objects Translated
B-§i, Unified Communications
- T Advanced Interface: [dmz - ]

© Use P Address: |10.0.0.20]

B

(71 Use Interface IP Address

Port: Address Translation (PAT)
Enable Port Address Translation (PAT)

Protocal: @ TCP UDRP

Original Part: I:l
Translated Port: I:l

Connection Settings

4 m

Enable traffic through the Firewal without address translation

Configuration changes saved successfully. ‘

|<admin>
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4/4/14 10:19:19 AMUTC




Access Rules
NAT Rules
- @, Service Policy Rules
- i‘ AAARules
Filter Rules

[ Public Servers
- | RL Filtering Servers
Threat Detection
Botnet Traffic Filter
Objects
0, Unified Communications
B, Advanced

[
Ll

Device configuration refreshed successFully.

vpe topic to search

m = Firewall = NAT Rules

N
cisco

O t

.’ Edit i Delete | + ¥ | & B M- | Q, Find F=] Diagram I Packet Trace

Original Translated

Source Destination Service Interface

1 af 1 Static = 10.0.0.20 dmz

< | m

Address

= 10.0.0.20

Enable traffic through the firewall without: address translation

Apply

Reset

‘ |<admin$ |15
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File Edit View Call Transfer Help
D =3 DO

ciscoasalconfig)# static (inside.dmz) 10.0.0.20 10.0.0.20 netmask 255.255.255.%
ciscoasalconfigl# _

Connected 0:00:53 Auto detect 9600 8-N-1 CAPS




C&du hinh NAT BYPASS (NAT EXEMPTION)

ype topic to search

afeal
: cisco
(]

& add ~ @ edt Jf Delete | + 4 | & Ba B - | @, Find 2 Diagram I Packet Trace

.‘.n 3 3 B
EH - Coufiquration > Firewall > NAT Rules

-0, Service Policy Rules Original T
- i' AAARules "
% Filker Rules Add NAT Exempt Rule —  — -— _— pdress
Public Servers
-#EL URL Filtering Sarvers Action: (@ Exempt () Do not exempt
ﬂ Threat Detection
Bl Baotnet Traffic Filter Original
-1 Objects Interface: [rmdc - ]
B-§i, Unified Communications
- A Advanced Source: |inswde-networkj‘24 B|
Destination: |dmz-natwor|d24 B|

NAT Exempt Direction

(@ MAT Exczmpt outbound traffic from interface ‘inside’ to lower security interfaces (default)

() NAT Exempt inbound traffic from interface ‘inside’ to higher security interfaces

Description

4 [ m I

Enable traffic through the Firewal without address translation

Configuration changes saved successfully. ‘ |<admin> |15 ‘

4/4/14 10:26:39 AMUTC
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vpe topic to search

N
cisco

O

Access Rules

NAT Rules

- @, Service Policy Rules

- i‘ AAARules

Filker Rules Source
[ Public Servers

- | RL Filtering Servers

Threat Detection

Botnet Traffic Filter

Objects

0, Unified Communications

B, Advanced

"‘1 H o i anitaring | e | Fresh Bacl [
EH ST e oDl

1 Exempt

[
Ll

aff inside-networkj24 @8 dmz-network/24

< | m

.’ Edit i Delete | + ¥ | & B M- | Q, Find F=] Diagram I Packet Trace
Original Translated
# Type
Destination Service Interface Address
= inside
{outbound)

Enable traffic through the firewall without: address translation

Apply

Reset

Configuration changes saved successfully.

|<admin$
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File Edit View Call Transfer Help

O

ciscoasalconfig)# access-list no-nat permit ip host 10.0.8.8 172.16.8.8 255.25%
ciscoasalconfig)# nat (inside) @ access-list no-nat
ciscoasalconfig)#

Connected 0:00:15 Auto detect 9600 8-M-1 SCROLL | CAPS | WUM | Capture | Print echo







