Cau hinh ASA co ban véi ASDM

File View Tools Wizards Window Help [Type topic to search

Go
i
@ Home D Manitaring | LB Save @ Refresh | o Back Q Forward | @ Help | I ‘clls‘clo.

Device Setup B Configuration > Device Setup = Device Name /Password O

99 Starkup Wizard

B Interfaces

4%+ Routing Hostname: ash|
:

09 Device Name [Password

@ System Time Damain Name: lucandat.dema

0 Configuration

Hastname and Domain Mame

Enable Password

Change the privileged mode password,

Old Password:

Mew Password: sassessane

Confirm New Passward:

Telnet Password

Change the password to access the console of the security appliance,

Old Password: LT

MNew Password: .

Confirm New Passward: | ssssssssss

& Device Setup

g{j Firawall

Remote Access VPN
i Sike-to-Site VPN
[@ iz

@ Device Management

Configuration changes saved successfully, <admin> 15

%

1/1/03 1:01:07 AMUTC




cau hinh ASA co ban vai CLI

B | ciscoasa - HyperTerminal

File Edit View Call Transfer Help
D = & DBy

no ip address
!

interface EthernetB/2
shutdown

no nameif

no security-level
'no ip address

interface EthernetB/3
shutdown

no nameif

no security-level
'no ip address

interface ManagementB/0

nameif management

security-level 108

ip address 192.168.1.1 255.255.255.9
management-only
ciscoasalconfig)# hostname ASA
ASA(config)# domain-name lucandat.demo
ASA{config)# enable password ciscoasa level 15
ASA{config)# passwd ciscoasa

ASA{config)#

Connected 0:05:49 Auto detect 9600 8-N-1

m




Kiém tra thong tin co ban véi ASDM

.
I Cisco ASDM 7.1 for A5A - 192.165.1.1 W A —

IPsec: O

Clientless S5L VPN: 0

Details

[ System Resources Status

Connections Per Second Usage

File View Tools Wizards Window Help [ype topic to search 0 thah
L] L] L)
5 e A
Home | &2, Confi abon@rﬂomt |Qs Refesh|°5adu, ) d| |
|@ lome | Gy igur: B aring ave @ i{ OF WAL ? Help CIsCO
Home [m}
]
E  Devi i % Firewall Dashboard r% Intrusion Prevention ]
El General | Licensa Interface IP Address/Mask Line Link: Kbps
management 192,168.1.1/24 ul u| B
Host Name:  ASA.ucandat.demo < f O w G w
W ASAVersion:  8.2(2) Device Uptime: 0d 1h 11m 37s
W ASDM Version: 7.1(3) Device Type:  ASA 5510, 5SM-10
: Firewall Mode: Routed Context Mode: Single
Total Flash: 256 MB Total Memory: 256 MB
(|
i Select an inkerface to view input and output Kbps

Ponsessons || tofhestons
H

AnyConnect Client: 0

mn

1

CPU Usage (percent)
W 100
(|
W 09 50 01.08 0109 01:10 01:11 o112
1 M UDP: 0 WM TCP: 0 M Total: O
i
01:12:37
[l a 'management’ Interface Traffic Usage (Kbps) i
f Memoary Usage (MB)
15
! 200
10
f L Ll .8 e
f —
[l Latest ASDM S Mess Ooo B x

ASDM logging is disabled. Ta enable ASDM logging with informational level, click the button below,

Enable Logging

<adminz 15

1/1/03 1:12:37 AMUTC
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Kiém tra thdng tin co ban vdi CLI

B ' ciscoasa - HyperTerminal

File Edit View Call Transfer Help
D = & DBy

no nameif

no security-level
no ip address

'

interface EthernetB/3

shutdown

no nameif

ji | no security-level
'no ip address

| interface Management/0
nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0

management-only
ciscoasalconfig)# hostname ASA
ASA{config)# domain-name lucandat.demo
ASA(config)# enable password ciscoasa level 15
ASA{config)# passwd ciscoasa
ASA{config)# show hostname
AsA
ASA{config)# show run domain
!l [lucandat.demo

ASA{configl# _

m

Connected 0:10:29 Auto detect 9600 8-N-1




Kiém tra chirng thuc sau khi dat password véi CLI

-
B ASA - HyperTerminal

File Edit View Call Transfer Help

D &5 05

ASA# disable
ASA> enable

| |Password: ssssssesxx

i| |ASAY _

|

||

i

i

[

[ |

[

[ |

[ |

[

[

[ |

(]

'|Connected 0:00:18 Auto detect 9600 8-N-1 SCROLL CAPS

p——— — =




- ﬁ' Management Access
- ﬂ Licensing

¥l System Image/Configuration
- High Availability and Scalability
- Logging

| Smart Call-Home

H- {E UsersAAA

b Certificate Management

- fff' DHCP

e DNS
ol

- -

P )

£
o) Dynamic DNS
[ Advanced

Configuration changes saved successfully,

Kich hoat DNS Client trén c6ng inside
(7 Cisco ASDM 71 for 2.168.1.1

wpe kopic ko search

Configuration = Device Management = DNS > DNS Client.

afi]i
cisco

m}

Specify how to resolve DNS requests.

DMS Setup

@ Configure one DNS server aroug () Configure multiple DNS server groups

Primary DM5 Server: |192.168‘10.1

Secondary Servers:

Damain Mame: lucandat. dema

DNS Lookup

To configure DNS, enable DNS lookup on at least one interface,

Interface DS Enabled

managemant False
outside False
DMS Guard

This Function enforces one DNS response per guery. IF DNS inspection is configured, this option is ignored on that interface.

Enable DNS Guard on all interfaces.

Apply Resst

‘ |<adm\n> |15 |

|1]1]03 1:22:17 AMUTC I




Cau hinh DNS Client véi CLI

B | ASA - HyperTerminal

File Edit View Call Transfer Help

ASA{config)# dns domain-lookup inside

ASA{config)# dns server—group Defaul tDNS
ASA{config-dns-server—-group)# domain-name lucandat.demo
ASA{config-dns-server—group)# name-server 192.168.10.1
ASA{ config-dns-server-group)#

Connected 0:01:22 Auto detect 9600 8-N-1




Kiém tra cac tap tin hé théng v&i ASDM

- ﬁ' Managem
- ﬂ Licensing
H-- bt System I
- g High Avail

- Logging
Smart Cal
H- {E Users Al
i[5 Certificats
- fff' DHCP

e DNS
o
o DY

[ Advance

wpe kopic ko search

D Mew Directory. .. |& File Transfer v|j Mounk Po\nts|

Folders

log
[0 erypto_archive
(11 coredumpinfo

Flash Space:
Tatal:

Available:

255,562,208 bytes
220,504,064 bytes

Files
Path: disk0:

FilzMame = Size (bytes) Date Modified Status View
(1 coredumpinfa 01/01/03 00:22:56

(2 crypto_archive 03/17/12 07:18:04
[leg 03/17/12 07:17:36
8_0_2_0_startup_cfg.sav 1,968 01/01/03 00:22:56

bin 16,459,776 01/01/03 01:37:50

nat_ident_migrats 1] 01/01/03 00:22:54
uparade_startup_errors_... 1,138 01/01/03 00:22:56

cisco

|1]1]03 1:34:37 AMUTC

‘ |<adm\n> |15
=

(g—
(TS Cisc ASDINI 7.1 for AGA - 102 168,11+ S e S = |




Kiém tra file system véi CLI

B | ASA - HyperTerminal

=)

File Edit View Call

Transfer Help

ASA{config)#
Directory of
3 drwx
12 drwsx
89 -rwx
90 -rux
13 drwsx
N -rwx
22.1og

a2 -rwx
93 “rux

Directory of

1 —_——

ASA{configl#

dir all
diskB:/

4096
4096
0

1968
4096
1138

164091716
18097844

system:/

0

01
a1:

255582208 bytes total (220504064 bytes free)

Mar
Mar
Jan
Jan
Jan
Jan

Jan
Jan

2012
2012
2003
2003
2003
2003

2003
2003

00:00:00 Jan 01 1970

No space information available

log

crypto_archive

nat_ident_migrate

8_P0_2 0 _startup_cfg.sav
coredumpinfo
upgrade_startup_errors_2003010100

asa822-k8.bin
asdm-713.bin

running-config

Connected 0:00:16

Auto detect 9600 8-N-1




Kiém tra th& tu boot order clia 10S

wpe kopic ko search

afi]i
Cisco
Lo S T 1 — - e = i e o e o
ﬁ‘ ﬂanagement Access Boot Caonfiguration
ﬂ Licensing

ﬂ System Image/Configuration Configure boct images From an external TFTP server and Flash File system. Up to Four images can be configured For the boot system,
42} Auto Update

Only ane TFTP boot image can be configured. The TFTP baoat image, if configured, must be the first image in the list,
Y500t Imai

Boot Order Boat Image Location Add
@ High Availability and Scalsbility "
Logaing
Smart Call-Home
k- iy
-@ Certificate Managemeant
fig DHCP
DNS Mowve Down

(7 Advanced

Boot Canfiguration File Path: | | [ Browse Flash. .. ]

ASDM Image Configuration
ASDM Image File Path: |diskﬂ:1&5dm-?13.bin | [ Browse Flash. .. ]

Apply Resst

Device configuration loaded successfully. ‘ |<adm\n> |15 |
=

|1]1]03 1:40:07 AMUTC




Khai bao 10S sé boot khi kh&i déng ASA vai CLI
rl_ﬂ'-\':“u\l—H}rperTen'n'lnaI - . Elﬂlg‘
File Edit View Call Transfer Help
e & & hBE

ASA{config)# boot system disk®:/asa822-k8.bin_

|| Connected 0:00:10 Auto detect 9600 8-N-1 SCROLL CAPS | MUM | Capture | Print echo
— J




Cap nhat image ASDM

ﬁ' Managemenk Access
ﬂ Licensing

ﬂ System Image/Configuration
42} Auto Update

500t Image|Configuration
@ High Availability and Scalsbility
Lagging

Smart Call-Home

{E Users[AAA

B certificate Management

fig DHCP

DNS

(7 Advanced

wpe kopic ko search

afi]i
cisco

m}

Boot Caonfiguration

Configure boct images From an external TFTP server and Flash File system. Up to Four images can be configured For the boot system,

Only ane TFTP boot image can be configured. The TFTP baoat image, if configured, must be the first image in the list,

Boot Order Boat Image Location

22-k8.bin

Upgrade Software g

Add

Device configuration loaded successfully.

Upload a file from local computer ko flash File system on the device, The upload process might kake 3 few Mave Down
minutes. Please wait For the operation to finish.
| [ Browse Flash... ]
Image to Upload: [ASDM - ]
1| Local File Path: |D:\Software hv|ASA\asdm-649.bin | [ Browse Locai Fies... |
Flash Filz System Path: |d|sku:,rasdm-649.bln | [ Browse Flash... ] | [ Eronse dlachey ]
[ Upload Image ] [ Close ] [ Help ]

‘ |<adm\n> |15 |
=

|1]1]03 1:44:07 AMUTC




Kiém tra active-key va cap nhat key véi ASDM

[£] Cisco ASDM 7.1 for ASA - 192.168.1.1
File View Tools Wizards Window H hYDe kopic ko search
afi]i
Cisco
. m}
&
E: ﬁ: ﬂanagement Access Permanent Activation Key
= || IE5 ﬂ Licensing K .
& @ Serial No.: IMX1237L19A
El @ Shared 551 VPN Licenses Permanent Activation Key: 0x7524c555 0xe0005cc2 0x391268ec 0xc8c85458 Oxc00fdash
g System Image /Configuration
g Auto Update Mew Activation Key
| ca::} Boot Image /Configuration Configure a new activation key faor the device, It will take effect after the next reload,
(| ﬁ High Availability and Scalability New Activation Key: “
f Lagging
| LSJmartJi:\:Home Effective Running Licenses
sers,
(| o
| % Certificate Management License Feature License Valus License Duration
DHCP
ll DNS Device license Security Plus
f Advanced Maximum Physical Interfaces Unlimited
Maximum VLANs 100
! Insidz Hosts Unlimitzd
(| Failover Ackive/Active
i VPN-DES Enabled
N WPMN-3DES-AES Enabled
| Security Contexts 5
[l GTP/GPRS Disabled
[l S5L VPM Pears 10000
Total VPN Peers 250
: Shared License Enabled
AnyConnect for Mabile Enabled
W AnyConnect for Cisco VPN Phone Enabled
I AnyConnect Essentials Enabled
L Advanced Endpoint Assessment Enabled
i UC Phane Proxy Sessions 5000
[l Tatal UC Proxy Sessions 10000
ll Botnet Traffic Filter Enabled
I
|
i
ll Update Activation Key
I \ |<admin> |15 | | [1/1/03 1:48:37 AMUTC
g — —— —— y




Kiém tra va cap nhap active-key vai CLI

B | ASA - HyperTerminal = Sae e

File Edit View Call Transfer Help
D = & DBy

abling GTP/GPRS.

Licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum YLANs : 160
Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts 5
GTP/GPRS : Disabled
SSL VPN Peers : 10000
Total YPN Peers ;2008
Shared License : Enabled
AnvConnect for HMobile : Enabled
AnyConnect for Cisco YPH Phone : Enabled
AnvConnect Essentials : Enabled
Advanced Endpoint Assessment : Enabled
UC Phone Proxy Sessions : 5000
Total UC Proxy Sessions : 10080
Botnet Traffic Filter : Enabled
This platform has an ASA 5510 Security Plus license.
{—— Wore —->_

m

Connected 0:05:12 Auto detect 9600 8-N-1




Kich hoat cho phép truy cap ASDM qua giao dién web giao thirc https

n 7| Devica List

lﬁ File Access

e ICMP

%:} Management Interface

I3 SR

Management Access Rules

ﬂ Licensing

-5 System Image Configuration

High Availability and Scalability

Logging
Smart Call-Home

ﬂ Users|AAA

-[E3 Certificate Management

- DHCP

DNS

Advanced

[Type topic ko search

Specify the addresses of all hosts/netwarks which are allowed to access the ASA using ASDM[HTTPS|Telnet [S5H.

afi]i
cisco

Type Interface IP Address MaskjPrefix Length

man.

i
Edit Device Access Configuration

Add

Access Type:
N Interface Mame: [manaqement - ]

Http Settings

Erble HITP sord | P Address: [192.168.1.0 |
Mask: 255.255.255.0 -

Port Number:

Idle Timeout: ] [ Gl ] [

Session Timeouk:

Require client certificate to access

Interfaces: ‘ - |

Telnet Settings

Telnet Timzout:

S5H Settings

Allowed S5H Version(s):

SEH Timeout:

o

‘ |<adm\n> |15 |

1]

|111103 1:50:37 AMUTC




Kich hoat giao thirc http dé truy cdp ASDM qua giao dién wweb

-

B ASA - HyperTerminal
File Edit View Call Transfer Help

D &5 05

ASA{config)# http server enable
ASA{config)# http 192.168.1.8 255.255.255.0 management
ASA{configl# _

" Connected 0:00:21 Auto detect 9600 8-N-1 SCROLL | caPs | NUM | Capture | Print echo




C4u hinh no management-only trén ASDM

wpe kopic ko search " I " I I
e ciIsco
[Fj Edit Interface
I m}
General | Advanced | IPvé
i Member
Device Name/Password Hardware Port:  Management0/0 [ Configure Hardware Froperties. .. No
©) System Time Interface Mame: ::

I Security Level: No
;

Enable Interface

1P Address
(@) Use Static IP (7) Obtain Address via DHCP () Use PPPoE

IP Address:  |192,168.1.1 (W
Subnet Mask: |255,255,255.0 -

Description:

|1]1]03 2:03:04 AMUTC

<adminz 15 |
=




C4u hinh va&i dong 1énh

r S
B | ASA - HyperTerminal

File Edit View Call Transfer Help
D = & DBy

ASA{config)# interface management 0/0
ASA{config-if }# no management-only
ASA({config-ifl# _

Connected 0:00:15 Auto detect 9600 8-N-1

L




C4u hinh cho phép telnet

n 7| Devica List

lﬁ File Access

e ICMP

%:} Management Interface

I3 SR

Management Access Rules

ﬂ Licensing

-5 System Image Configuration

High Availability and Scalability

Logging
Smart Call-Home

ﬂ Users|AAA

-[E3 Certificate Management

- DHCP

DNS

Advanced

[Type topic ko search

Specify the addresses of all hosts/netwarks which are allowed to access the ASA using ASDM[HTTPS|Telnet [S5H.

afi]i
cisco

Type Interface IP Address MaskjPrefix Length

man.

i
Edit Device Access Configuration

Access Type:

Add

N Interface Mame: [manaqement
Http Settings

1P Address:  |192.168.1.0 |

Enable HTTP Seruf|

Mask: 255.255.255.0 -

J

Port Number:

Idle Timeout: J [ Cancel

Session Timeout:

Require client certificate to access

Interfaces: ‘ - |

Telnet Settings

Telnet Timzout:

S5H Settings

Allowed S5H Version(s):

SEH Timeout:

‘ |<adm\n> |15 |

|111103 2:09:41 AMUTC




C4u hinh cho phép telnet v&i CLI

- -
B | ASA - HyperTerminal

-—

File Edit View Call Transfer Help

D &5 05

ciscoasalconfigl# telnet 192.168.1.0 255.255.255.0 management _

Connected 0:00:07 Auto detect 9600 8-N-1 SCROLL CAPS | MUM | Capture | Print echo




Xod key RSA mac dinh

i — h
File Edit View Call Transfer Help
b & & 0B

ciscoasalconfig)l# crypto key zeroize rsa default

WARNING: The default key pair will be removed

WARNING: A1l dewice digital certificates issued using these keys will also be re
moved and

the associated trustpoints may not function correctly.

Do you really want to remove these keys? [yes/nol: y
ciscoasalconfigl# _

Connected 0:00:26 Auto detect 9600 8-M-1 SCROLL | CAPS | WUM | Capture | Print echo




Tao key rsa mai

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D = & DBy

ciscoasalconfig)l# crupto key generate rsa modulus 2048
INFO: The name for the keys will be: <Defaul t-RSA-Key>
Kevpair generation process begin. Please wait. ..
ciscoasalconfig)# ssh version 2

ciscoasalconfig)# ssh 192.168.1.0 255.255.255.0 management
ciscoasalconfig)# wr

Building configuration...
Cryptochecksum: 94d019da 8716batl 2047c2te Tc2fo893

%gg} bytes copied in 3.410 secs {843 bytes/sec)
ciscoasalconfigl# _

Connected 0:00:59 Auto detect 9600 8-N-1




Kich hoat ssh

p
(TS Cisco ASDN 7.1 for ASA 1021681 — = 2

H
H
H
H

H
2l
)
2}

%} Management Interface
g

g SNMP

Management Access Rules
ﬂ Licensing

g System Image/Configuration

High Availability and Scalability
Logging
Smart Call-Home
ﬂ Users|AAA
-[E3 Certificate Management
-f@@ DHCP
- DNS
A, Advanced

wpe kopic ko search

afi]i
cisco

ation > Device = Access > S5H

Specify the addresses of all hosts/netwarks which are allowed to access the ASA using ASDM[HTTPS|Telnet [S5H.

Interface IP Address MaskjPrefix Length Add
man

Delste

i
Edit Device Access Configuration

Access Type: () ASDMJHTTPS () Telnet @) 55H

Interface Mame: [manaqemeft

Http Settings
Enable HTTP Sery |

1P Address:  |192.168.1.0 |

Mask: 255.255.255.0

Port Number:

Idle Timeout:

Session Timeout:

Require client certificate

Interfaces: ‘

Telnet Settings

Telnet Timzout:

S5H Settings

Allowed S5H Version(s):

SEH Timeout:

‘ |<adm\n> |15 |

|1]1]03 2:17:51 AMUTC

= ./




File View Tools Wizards Window Help

@ Home|<> Corfg.abonu;] Monitoring
Device

Management o 2 Configuration = Device Mal ment > Certificate Ma: ment > Identity Certificates

Type topic to search

N
cisco

5 [ﬁ‘ Management Access
E § -8B Licensing Issued To Issued By Expiry Date Associated Trustpaints Usage Public Key Type Add
@
o - B System Image/Configuration =
Show Detail
E| g High Awvailability and Scalability p R
Logaing (B Add Identity Certificata =5 Delete
4] Smart Call-Home
= &‘ Cloud Web Security Expart
ﬂ Users|AAA Trustpaint Name: |ASDM_TrustPo|ntU |
=-E2) Cartificate Management () Import the identity certificats from a file (PKCS12 Format with Certificate(s)+Private Key): Install
Identit ficates
f%? CA Certificates I: Decryption Passphrase: | |
prce File ko Impart From: | | Browse...
DNS Publ |
Advanced Gf | dd & new identity certificate: t. Entrust offers Cisco customers a special
pr |
Key Pair: [<DaFauItfRSAfKay> - ] ‘ Show... | [ New...
di Certificate Subject DN: |CN=ciscoasa | [ Select. .. ]
Generate self-signed certificate
I [ Act as local certificate authority and issue dynamic certificates to TLS-Proxy
.
L]
Add Certificate ] [ Cancel ] [ Help ]
i
\ . ot
f -

<adminz 15

1/1/03 1:15:35 A

Sha




£ [ﬁ‘ Management Access
- ﬂ Licensing
]--g System Image/Configuration

| High Awvailability and Scalability
i1 {2 Logging

Smart: Call-Home

= &‘ Cloud Web Security

& ﬂ Users[AAA

B3 Certificate Management

- -

[ DHCP
£ DNS
£ Advanced

Configuration changes saved successfully,

elp Type topic to search o " I " I "
cisco
ation = Device = Certificate > Identity Certificates O
Issued To Issued By Expiry Date Associated Trustpaints Usage Public Key Type Add
[Ey Add Identity Certificate [ = |

Trustpaint Name: |A5DM_TrustPo|nt1 |

() Import the identity certificate from a filz (PKCS12 Format with Certificate(s)+Private Key):

Decryption Passphrase: | |
| Ll =&
. Enrollment Status 28

]
@ Enrollment succzeded. ]

File ko Impart: Fr

@ Add a new identi

Key Pair:
Certificate Subject] |

Generate self4)|

[] Act as local |

Add Certificate ] [ Cancel ] [ Help ]

Install

Lst. Entrust offers Cisco customers a special

| |<admin> |15 | |

1/1/03 1:19:25 =
| {_Sha




E

& [ﬁ‘ Management Access
- ﬂ Licensing
] []-g System Image/Configuration
E2)
2] Logging

4] Smart Call-Home
= &‘ Cloud Web Security
& ﬂ Users[AAA
E1-[E3 Certificate Management

DHCP

High Awvailability and Scalability

Configuration changes saved successfully,

Type topic to search
N

cisco
= Identity Certificates m]

Add

DelPJ:e

Issued To Associated Trustpaints Usage Public Key Type

048 bits)

ASDM_TrustPaoink1

E)(port
Install

| Find:| ‘ (2 () [] Makeh Case

Public CA Enrollmen
Get your Cisco ASA security appliance up and running quickdy with an S5L Advantage digital certificate from Entrust. Entrust offers Cisca customers a special
promational price for certificates and trial certificates For testing.
| Enroll ASA 5L certificats with Entrust
Using a previously saved certificate signing requast, enrall with Entrust,
Apply Reset
| |<admin> |15 | | | ™




File View Tools Wizards Window Help

Type topic ko sear Go

|| Device List

[ﬁ‘ Management Access

m Licensing

-5t System Image/Configuration

High Awvailability and Scalability

Loaging

4] Smart Call-Home

= &‘ Cloud Web Security

ﬂ Users[AAA

= Certificate Management

gﬂ Identity Certificates

&a CA Certificates

-ff# DHCP

DNS
=) Advanced
: HTTP Redirect
&) History Metrics
n_%ﬂ TFv6 Neighbar Discavery Cad
i‘ Master Passphrase
Priarity Queus

? 551 Settings

wcep

>
Remate Access VPN

Site-to-Site VPN

’ﬁ Device Management

| N
@Homck}% Corflgurabonu;] Momtofm| QSave GRefresh s!Ead( OFcrward| @ Heb| CIsco
Device Management Configuration = Device Management > Advanced > S5L Settings O

Encryption

[The S5L wersion For the security appliance to negotiate as a "client™

Configure 550 parameters, These parameters affect both ASDM and S5L VPM access.

[The 55L version For the security appliance to negotiate as a "server”:

Available Algorithms

RC4-SHAL
RC4-MDS
DES-SHAL
DHE-AES128-SHAL
DHE-AES256-SHAL
BILILL-SHAT

mn

Certificates

Add >=

Active Algorithms Maove Up
AES256-5HAL
3DES-SHA1

AES128-SHAL

Move Down

Specdify which certificates, if any, should be used for S5L authentication on each inkerface. The Fallback certificate will be used on interfaces not associated with a
certificate of their own,

Interface
dmz
inside
managemenk

Trustpaink

ASDM_TrustPointS:hostname=ciscoasa, ...

Load Balancing Trustpoink Edit

ASDM_TrustPointS:hostname=ciscoasa, cn=ciscoasa

Fallback Certificate:

-- None —

o

Configuration changes saved successfully,

<adminz

15

1/1/03 1:35:18 A Sha




Khai bao CA sé duoc sir dun%
sco ASDM 7.1 for ASA - 192.168.1.1

|Type topic to search
N
: 4 cisco
Configuration = Device Management > Advanced > S5L Settings O
]
= -l M b A
E il Managzment Access Configure S5L parameters, These parameters affect both ASDM and 551 VPN access,
= m Licensing
a - B System Image/Configuration
El High Availability and Scalability [The 55L version For the security appliance to negotiate as a "server”:
Lagging [The S5L wersion For the security appliance to negotiate as a "client™
4] Smart Call-Home
- &‘ Cloud Web Security Encryption
ﬂ Users[AAA
=3 Certificate Management Availablz Algarithms | l Add >> ] ‘ Active Algorithms Mave Up
Identity Certificates - - PR —
% CA Carilflcates Select SSL Certl'ﬁcate‘ '. ‘ g SFS::?I lml
-ff# DHCP
= rps Specify enrolled trustpaints to be used For S5L authentication and YPM load balancing on the
of management interface. Tao enrall a trustpoint, go to Device Management > Certificate Management
- Advanced
gl = Identity Certificates.
ARP
UR::! HTTP Redirect Interface: management
&) History Metrics [Certhl ' 9
@ 1Pv6 Meighbar Discovery Cad Sp|'| Primary Enrolled Certificate: [aSDM?TrustPointS:hostname=cwscoasaj cn=ciscoasaho... ] | Bke will be used on interfaces not associaked with a
call
i‘ Master Passphrase Load Balancing Enrolled Certificate: [&SDM?TrustPointS:hostname=cws(oasaj cn=ciscoasatho... v]
Priarity Queus =
(| | Edit
drf [ QK J [ Cancel ] [ Help
;i . ...name=giscodsa, (n—giscoasa

Fallback Cartificate: | - None —

e
Configuration changes saved successfully,

| |<admin> |15 |
\

1/1/03 1:35:28 =
l " Sha




Management Access

[Type topic to search

m Licensi

N
cisco

[a] Device List

e
-8B system m Add User A(u]un‘t-‘
High A1

Loggin

Username: |Iucandat |

Password: |"""*** |

Confirm Password: |***** |

User authenticated using MSCHAP

m

Access Restriction

Select one of the options below ko restrick ASDM, S5H, Telnet and Console access.
Note: All users have network access, regardless of these settings.

@) Full access(ASDM, S5H, Telnet and Console)

Privilege level is used with command authorization. -

Privilege Level
() CLI login prompt for S5H, Telnet and console (no ASDM access)
This setting is effective only if "aaa authentication http console LOCAL" command is canfigured.
(") No ASDM, S5H, Telnet or Consale access

This setting is effective only if "aaa authentication http console LOCAL" and "aaa autharization exec” commands are configured.

.

| @ next @ Previous

[ oK H Cancel H Help ]

=

Configuration changes saved successfully,

| |<admin> |15 |




Tao username va password bang CLI
| —— i — — - . - —— . -:--El-uw

- —

B ASA - HyperTerminal
File Edit View Call Transfer Help
D & & DB

ciscoasa[conf:@g)# uszername lucandat password cisco privilege 15
ciscoasalconfigl# _

|| Connected 0:00:15 Auto detect 9600 8-N-1 SCROLL | caPs | NUM | Capture | Print echo




Tao AAA server group

') Device List

RIS A IR 0 S e
iﬁ’ Management Access -
g Licensing M
System Image/Configuration
High Availability and Scalabilit
[ Loaging

45| Smart Call-Home
&‘ Cloud Web Security
= {E Users A/

538 LDAP Attribute Map
IS & Authentication Prompt | =
; ik AAA Access

- i}\ Dynamic Access Policies
- User Accounts

=3 Certificate Management

2 % Identity Certificates

- 8im CA Certificates

~ffs' DHCP

DNS

RP

- HTTP Redirect

~- 32 Histary Metrics

are] [PV Neiohbor Discovery ™
»

| file View Tools Wizards Window Help [Type topic to search

= Device P = Users/AAA = AAA Server Groups

- [
- Advanced b

Configuration changes saved successfully,

AAA Server Groups

Server Group Protocal AccountingMode  Reactivation Mode  Dead Tme  Max Failed Attempts

ocat [ [ [ |
’
[} Add AAA Server Group =5

AAA Server Group:  |tac

Protocal:

Accounting Mode:
Find:

Reactivation Mode:

minutes

Servers in the Selal Dead Time:
Server Mame or IP|/| Max Failed Attempts:

[ QK H Cancel H Help I

———————————

Add
—
[ Delete |
o
[ MoveDomn |
T

| Find:| | (2) () [[] Makch Case

Ay

‘ |<admin> |15 ‘

1/1/03 1:41:18 =
! A Sha




CAu hinh AAA server trén cong management

E_Cisco ASDM 7.1 for ASA - 192.168.1

File View Tools Wizards Window H

|Type topic ko search

M0l e [ S W
iﬁ’ Management Access -
g Licensing M

High Availability and Scalabilit
[ Loaging
45| Smart Call-Home
&‘ Cloud Web Security
= {E Users A/

m ] Device List

g System Image/Configuration

538 LDAP Attribute Map
IS & Authentication Prompt | =
; ik AAA Access
- i}\ Dynamic Access Policies
- User Accounts
=3 Certificate Management

2 % Identity Certificates

- 8im CA Certificates
~ffs' DHCP
o DNS
- Advanced
RP
- HTTP Redirect
~- 32 Histary Metrics
are] [PV Neiohbor Discovery ™

’

AAA Server Groups

-
[T Edit AAA Server

==

Server Group:

Inkerface Name:

Server Group Protocal AccountingMode  Reactivation Mode  Dead Tme  Max Failed Attempts
LOCAL LOCAL 3
fac A |sngle ______pepletion _____Jio 3|

Server Name or IP Address: |192.168.1.1

Find: |:

Timeouk: seconds
Servers in the §/|
TACACS+ Parameters
Server Port: 49

192.1 .1

Server Secret Key:

SDI

Message Table

oK ] [ Cancel

) {

|
Add
[ MoveDomn |

| (2) () [[] Makch Case

Ay

Configuration changes saved successfully,

|<admin> |15

1/1/03 1:41:58 =
| A Sha




CAu hinh chtng thuc AAA access

File View Tool

|m’i] Device List

iﬁ’ Management Access
$ Licensing
System Image/Configuration
High Availability and Scalabilit
[ Loaging

45| Smart Call-Home
&‘ Cloud Web Security
= {E Users A/
R ﬂ AAA Server Groups

538 LDAP Attribute Map
IS & Authentication Prompt
i
- i}\ Dynamic Access Policies
- User Accounts
=3 Certificate Management

2 % Identity Certificates

- 8im CA Certificates
~ffs' DHCP
o DNS
- Advanced
RP
- HTTP Redirect
~- 32 Histary Metrics

Wizards Window H

are] [PV Neiohbor Discovery ™
3

Type kopic ko search

Go

{ Authentication | Authorization I Accounting

/AAA = AAA Access > Authentication

Enable authentication for administrator access to the ASA,

Require authentication ko allow use of privileged mods commands

Server Group:

Require authentication For the following types of connections

Use LOCAL when server group Fails

HTTRJASDM  Server Group: Use LOCAL when server group Fails

Server Group:

S5H
Telnet

Use LOCAL when server group fails

Server Group: Use LOCAL when server group Fails
Server Group: Use LOCAL when server group Fails

@ Remote Access VPN

42y Site-to-Site VPN

ot

»

alealn
cisco

O

Configuration changes saved successfully,

‘ |<admin> |15

F——

[t/1/03 1:42:38 A Sha




Kiém tra chtng thuc truy cip ASA bang CLI

File Edit View Call Transfer Help

ciscoasa# exit
Logoff

Username: lucandat

Password; x===x

Tupe help or '?" for a list of available commands.
clscoasa> en

Password: ws=sesxs

ciscoasa#t conf t

ciscoasalconfigl#

Connected 0:00:23 Auto detect 9600 8-N-1 SCROLL CAPS | NUM | Capture | Print echo

- B — =




Firefox =

(o) Dang két néi... | +

< a https://192.168.1.1/admin/public/indexhtml T X ' Google P B ¥+ #H

%Cisco ASDM 7.1(4) il

CISCO

Cisco ASDM 7.1(4) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Yéu cdu Xac minh

0) Tén ddng nhip va mat khiu dang duoe yéu ciu béi https://192.168.1.1. Trang web bio:

Tén ddng nhap:  lucandat

"Authentication”

Mat khau: o-...|

| ok || Hiybe

Uil LASLO AoV db d JdVd WWED Sidi b dp PlCdiitag

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright ® 2006-2012 Cisco Systems, Inc. All rights reserved.

Pang dgi192.168.1.1...




|m 1] Device List

iﬁ’ Management Access -

ﬂ Licensing (Wl
g System Image/Configuration

High Availability and Scalabilit

- Logging
4| Smart Call-Home
Q‘ Cloud Web Security
= {ﬁ Users[AAA
B ﬂ AAA Server Groups
5§ LDAP Attribute Map
b & Authentication Prompt
.
i}\ Dynamic Access Policies
- -- User Accounts
—-[Ey Certificate Management
b %; Identity Certificates
- % CA Certificates
f&' DHCP

DNS
B Advanced bl

17 are

VB HTTP Redirect

-5 Histary Metrics

me] [Pv6 Meidhbar Discovery
13

-

]

i v se

B Firewall

@ Remoate Access VPN

C42Y Site-to-Sike VPN

e

»

Type kopic ko search Go

Confi

Authentical

save

ration > Device Ma

ment = User:

'AAA = AAA Access > Authorization

-
[E) ASDM Defined User Roles Setup
I

S

Ereiza Do you want ASDM ko setup user profiles named "Admin”, "Read Only”
Enable and "Monitar Only"?
1F you click Yes, ASDM will setup the Following commands with the
Set @ respective privilege levels, This sehup will enable you to create users
through the User Accounts screen with roles Admin, Read Only and
Perform authg Monitor Only with privilege levels 15, 5 and 3 respectively.
Enable Click Mo, if vou wish to manage privilege levels of commands and users
manually,
when enabll  command List:
enable) thal |
CLI Command Made Wariank Privilege
aa3 configure  show 3 s
EEE] exec shaw 3
a3s-server configure  clear 3 H
a3s-server configure  show 3
aas-server exac clear 3
aaa-server exac show 3
access-list configure  show 3
access-list exec show 3
arp configure  clear 3
arp configure  show 3
arp [SC clear 3
arp BxEC show 3
asdm configure  show S
c on 4 3]
asp exec show 3
[ es ] [ Mo I [ Help ]

SErvers,

t and

Configuration changes saved successfully.

<admin = 15

1/1/03 2:01:48 AM UTC




n ]| Device List

iﬁ’ Management Access -
@ Licensing (Wl
-2 Syskem Image /Configuration
High Availability and Scalabilit
-4&] Logging
Smart Call-Home
Q‘ Cloud Web Security
= {ﬁ Users[AAA
B ﬂ AAA Server Groups
5§ LDAP Attribute Map
b & Authentication Prompt
.
- i}\ Dynamic Access Policies
B User Accounts
—-[Ey Certificate Management
b %; Identity Certificates
- % CA Certificates
f&' DHCP
DNS
-} Advanced bl
ARF
% HTTP Redirect

5] Histary Metrics
~ama] IPV6 Neiahbar Discovery
13

-

]

i v s

Type kopic ko search

Whe
enabl

»

T
ﬁ

Configuration changes saved successfully.

= Users/AAA = AAA Access > Authorization

o]

Use this screen to assign privilege levels to individual or groups of commands. From the
parent screen click on Set ASDM Defined User Roles or deselect Command Authorization

Command Mods:

Confi = Device
Authentj i
Enable af [Ej Command Privilege Setup
to restore privilege levels back ko the defaulks,
Perform

All Mades -

CLI Command Mode Variant  Privilegs
arp-inspection configure clear
arp-inspection configure cmd
arp-inspection configure show 15
arp-inspectian exer show 15
asdm configure clear 15
asdm configure cmd 15
asdm configure show 15
asdm exec cmd 15
asdm exec shaw 15
asp Bxec clear 15
asp Bxec show 15
asr-group interface cmd 15
asr-graup subinterface cmd 15
auth-cookie-name aaa-server-host cmd 15
auth-prompt configure clear 15 I8
13 k. Fi. . ic
[ oK ] [ Cancel I [ Help ]

Edit

|<admin>

[t/1/03 2:02:28 amuTC




Device Management a &
iﬁ’ Management Access -

@ Licensing (Wl

g System Image/Configuration

High Availability and Scalabilit

o | Devica Liet

- Logging

4| Smart Call-Home

Q‘ Cloud Web Security

= {ﬁ Users[AAA

B ﬂ AAA Server Groups

5§ LDAP Attribute Map

b & Authentication Prompt

.

i}\ Dynamic Access Policies
- -- User Accounts

—-[Ey Certificate Management

b %; Identity Certificates

- % CA Certificates

f&' DHCP

DNS
B Advanced bl

17 are

VB HTTP Redirect

-5 Histary Metrics

we] [PV6 Neighbor Discovary ™
L3

Configuration changes saved successfully.

|Type topic to search

| Authentication | Autharization || Accotinting |

Enable accounting For administrator and command accounting to the ASA.

Require accounting ko allow accounting of user activity

Enable Server Group: | tac -

Require accounting For the Following types of connections

Serial  Server Group:
S5H Server Group:
Telnet  Server Group: | kac -

Require command accounting for ASA

[V]Enable Server Group:  tac -

I

Privilege level: 15

‘ |Iucandat |15

— F— == =

[t/1/03 2:07:28 amuTC




(T8 oo ASON 70 for ASA - 152,100 10 =R e

Type kopic ko search

afraln
Cisco

= iﬁ Management Access -

| Configure SNMP parameters and management stations.
: g‘_’l ASDM/HTTPS/Telnet/S5H
] Command Line [CLI) ’ )
o lﬁ Eile Access Community String {default): l:l {optianal)

i ICMP Contact: J

R %} Management Interface

LEs P ASA Location: (5 Add SNMP Host Access Entry

o Management Access Rule . .

- Listening Port:
[+ y Licensing Interface Name: [management
] System Image/Configuration |- .
=l SNMP Host Ac List — :
[]-g Hich Availability and Scalabit o5t Aceess 1 I AL |192.168.1.1 |
{7 Logging UDP Port: 162 Username Add
smart Cal-Home Interface P Adj f | | NMP v.3 Crly) PollTrap LIDP Paort
&n Cloud Web Security Commurity String: |n- |

15 g Users|AAA SNV Version: |1 =
[=-[EX Certificats Management

b % Identity Certificates s PallfTrap Specificati

| £ CA Certificates erver PollfTrap Spedification
i)' DHCP L Select a specified function of the SNMP Host.
[ DNS ol
=} Advanced

ARP SNMPv3 Users. Trap

- “Bhs HTTP Redirect
History Metrics

Configure SNMPY3 user: the group to which they belong,

Encryption Algorithm AES Size d

Group Mame

i

lucandat 15 ‘ |1.l1,rnz 2:10:28 AM UTC

5 - = v,




meo ASDM 7.1 for ASA - 1921681%NMP Trap Configuration

=] iﬁ’ Management Access -
: g‘_’l ASDM[HTTPS|Telnst/SSH| |
Command Line [CLI)
lﬁ File Access
i ICMP
R %}} Management Interface
T A
o Management Access Rule
g Licensing
System Image/Configuration
High Availability and Scalabilit
Logging
Smart Call-Home
&‘ Cloud Web Security
{E Users A/
—-[() Certificate Management
b % Identity Certificates
- &y CA Certificakes
{8 DHCP L
-k DNS
(7} Advanced

n ]| Device List

m

History Metrics

.&“‘ms‘*“‘

»

oot
ﬁ

Configuration changes saved successfully.

Select the events to notify through SNMP traps.

Standard SNMP Traps

Authentication

inkup  [¥] Link down Cold start Warm start

Ikev2 Traps
Start Stop
Entity MIB Motifications

FRU insert Configuration change FRU remove

IPsec Traps

Start Stop

Remote Access Traps

sssion threshold exceeded

Resource Traps

Connection limit reached Memory threshold reachad
MAT Traps

Interface threshold reached

Packet discarded
Syslog

Enable syslog traps

To configure syslog trap severity level, go to Configuration = Device Management = Logging =

Logging Filters.
CPU Utilization Traps

UDP Port

Delete

CPU rising threshald reached

CPU Utilization and Manitoring Inkerval

CPU Utilization threshaold: %

Monitaring interval:

SMMP interface threshaold

Configure threshald and interval

SMMP interface threshold: l:l %

I 0K I[ Cancel ][

Help

AES Size
Edit
=]

Delete

[t/1/03 2:11:48 amuTC




=] iﬁ’ Management Access
: g‘_’l ASDM/HTTPS/Telnet/S5H
Command Line [CLI)
lﬁ File Access
i ICMP
R ca::} Management Interface
<

o Management Access Rule
g Licensing

System Image/Configuration

- High Availability and Scalabilit
Logging
Smart Call-Home
&‘ Cloud Web Security

{E Users A/
—-[() Certificate Management
b % Identity Certificates
- &y CA Certificakes

{8 DHCP
i DNS
= - Advanced
=15 arp
~-VEh HTTP Redirect
History Metrics

m

|Type topic to search Go

Configure SNMP parameters and management stations.

T P E——

Add SNMP User Entry

Group Mame:  Authentication®Encryption -

Username:

Password Type: () Encrypted

Authentication Algorithm: ) MD5 @ SHA

Authentication Password:

Encryption Algorithm: (&) DES (&) 3DES

Encryption Password:

AES Size:

1
5 =

@) Clear Text

Rebype Authentication Password: _ (Only required For clear text password)

@ AES

(Only required For clear text password)

AES Size Add

Configuration changes saved successfully.

|Iucandat |15

[t/1/03 2:13:58 amute
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Tao AAA Server GROUP

.
T Cisco ASDM 7.1 for ASA - 102181 B =18 B

LT Rh R T T e

ﬁ’ Managemenk Access

m Licensing

-2 System Image /Configuration
High Availability and Scalability

-4&] Logging

45 smart Call-Home

= {E Users[AAA

o

n 7| Devica List

55 LDAP Attribute Map
& Authentication Prompt
ik AAA Access

ik Dynamic Access Policies
Pl User Accounts

- Certificatz Management

i % Identity Certificates
£y CA Certificates

DHCP

DNS

7 Advanced

[Type topic ko search

Go
afi]i
Cisco
= 'AAA > AAA Server Groups m]
AAA Server Groups
Server Group Protocal AccountingMode  Reactivation Mode — Dead Time Add

Servers in the Sek

Server Name or If

Accounting Made:;

Reeactivation Mode: Depletion
Dead Time:

Max Failed Attempts:

Simultaneous

minutes

p
{5} Add AAA Server Group [
Protocal: TACACS+ w

WMax Failed Attempts

locaL | | I |

Single

Timed

) [

Add
e
[ Delete |
[ Movelp |
[ MoveDown |

‘ Find:|

| () () [] Match Case

LDAP Attribute Map

Device configuration loaded successfully.

|<adm\n> |15

|111103 2;32:31 AMUTC
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F--ffa Management Access

- ﬂ Licensing

¥l System Image/Configuration
- High Availability and Scalability
#-Z| Logging

Smart Call-Home

[»
- -

55 LDAP Attribute Map
& Authentication Prompt

ik Dynamic Access Policies
LA User Accounts

-2 Certificate Management
% Identity Certificates

£y CA Certificates
-’ DHCP
[#- DNS
- Advanced

Authentication | authorization | Accounting

[} Cisco ASDM 7.1 for ASA - 192.168 [ et
i i E A wpe kopic ko search
afi]i
cisco
m]

Enable authentication For administrator access ko the ASA.

Require authentication to allow use of privieged mode commands

Enable Use LOCAL when server group Fails

Server Group:

Require authentication for the following types of connections

TTPJASDM  Server Group: Use LOCAL when server group Fails

Serial Server Group: Use LOCAL when server group Fails
S5H Server Group: Use LOCAL when server group Fails
Telnet Server Group Use LOCAL when server group Fails

o

Configuration changes saved successfully,

‘ |<adm\n>

|1]1]03 2:33:01 AMUTC




Khoi phuc mat khau bang cach nhan ESC hay Break khi khéi dong ASA

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D = & DBy

rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1>
rommon #1> confreg Ox4l

Update Config Register {0Ox41) in NYRAMW. ..

rommon #2> boot
Launching BootlLoader. ..
Default configuration file contains 1 entry.

Searching / for images to hoot.

Loading /asa822-k8.bin... Booting. ..
Platform ASASS510
Loading. ..

m

Connected 0:09:14 Auto detect 9600 8-N-1 CAPS




Giao dién sau khi phuc héi password

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D = & DBy

http://www . cisco.com/wwl/export/cryptoftool/starg.html

If you require further assistance please contact us by
sending email to export@cisco.com.

Copyright (c) 1996-2010 by Cisco Svstems, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

{c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

{c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 Hest Tasman Drive
San Jose, California 95134-1706

Ignoring startup configuration as instructed by configuration register.
Type help or '?’ for a list of available commands.
clscoasa> _

m

Connected 0:12:08 Auto detect 9600 8-N-1 CAPS




C4u hinh cho phép lan sau kh&i ddng binh thudng

B | ASA - HyperTerminal

File Edit View Call Transfer Help
D = & DBy

ciscoasal{config)# config-register 0xl
ciscoasalconfig)# wr
Building configuration. ..

Cryptochecksum: a72d1do8 51df172b ebelelide b2b3ce98

%EE? bytes copied in 3.398 secs {692 bytes/sec)

ciscoasalconfigl# _

Connected 0:00:17 Auto detect 9600 8-N-1




C4u hinh service password-recovery

B | ASA - HyperTerminal [E=REE

File Edit View Call Transfer Help
D = & DBy

ciscoasalconfig)l# no service password-recovery

WARNING: Executing "no service password-recovery” has disabled the
password recovery mechanism and disabled access to ROMMON. The only
means of recovering from lost or forgotten passwords will be for ROMMON
to erase all file systems including configuration files and images.

You should make a backup of vour configuration and have a mechanism to
restore images from the ROMMON command line.

ciscoasalconfigl# _

Connected 0:00:10 Auto detect 9600 8-N-1 CAPS




Sau khi cau hinh no service password-recovery, ASA bat budc user phai xoa tat ca cau hinh.

| ASA - HyperTerminal | = lEI_I—Jﬂ:h

File Edit View Call Transfer Help
D = & DBy

Launch BIOS Extension to setup ROMMON
Cisco Svstems ROMMON Version {1.08{(11)4) #0: Fri Mar 21 17:35:35 PDT 2008
Platform ASASS10

PASSYWORD RECOVERY FUNCTIONMALITY IS DISABLED
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

Boot interrupted.

Management@®/0
Link is UP

MAC Address: 0021.d8ch.e342

WARNING: Password recovery and ROMMON command line access has been
disabled by vour security policy. Choosing YES below will cause ALL
configurations, passwords, images, and files systems to be erased.
ROMMON command line access will be re—-enabled, and a new image must be

downloaded via ROMMON.

m

Erase all file systems? v/n [nl: _

Connected 0:01:21 Auto detect 9600 8-N-1




ASA kh&i déng lai

| ASA - HyperTerminal | = EI_I—JﬂF—

File Edit View Call Transfer Help
D = & DBy

downloaded via ROMMON .
Erase all file systems? v/n [nl: vy

Permanently erase Disk®: and Diskl:? v/n [nl: n
Launching Bootloader. ..
Default configuration file contains 1 entry.

Searching / for images to hoot.

Loading /asa822-k8.bin... Booting...
Platform ASAS510

Loading. ..

dosfsck 2.11, 12 Mar 2005, FAT32, LFH
Starting check/repair pass.

Starting verification pass.

fdev/hdal: 114 files, 13186/62398 clusters
dosfsck{/dev/hdal) returned 0

Set "tap®’ persistent and owned by uid 0
10 memory 53248000 bhytes

Egocessor memory 132104192, Reserved memory: 41943040 (DS0s: @ + kernel: 4194304

m

Connected 0:02:08 Auto detect 9600 8-N-1




ASA sau khi boot xong s& tr& lai giao dién cidu hinh méc dinh khéng cé password

—
# | ASA - HyperTerminal =

File Edit View Call Transfer Help

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

{c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

{c) (1) (i1) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
178 YHest Tasman Drive
San Jose, California 95134-1706

Cryptochecksum (unchanged) : 28745652 d7094a32 42e8baad ad9b5072

B IE B BE N IE BN MNP W DE N BE NI B MR BE MM B M BN IR NEME BN M E M B BB MMM MMM BN MMM

WARNING: AnyConnect Essentials license active. Basic VPN support is
in effect. For specific details, please refer to Cisco AnyConnect VPN
Client Administrator Guide.

3 EBEBE N IE N IE BE N B BE BB W IE N IE B MBI B I BE W BN B BE N IE B NI N IE BB BEIE BB W BE N IE BB IENEIE BN BN B I W

Tupe help or '?° for a list of available commands.
clscoasa> en

Password:

clscoasalt _

m

|_C0nnected 0:01:42 Auto detect 9600 8-N-1 CAPS

. —







