File VWiew Tools Wizards Window Help Type kopic ko search

alaln
ci1sco

) Management o 2 Configuration > Device Management > Certificate Management > Identity Certificates m]
S 2} iﬁ’ Management Access
([ & | Issued T Issued B Expiry Dat Associsted Trustpaint U Public Key T Add
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@
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Show Detail
&l | g High Availability and Scalability | Show Detals |
. r S
- Logging Add Identity Certificate [ [ Delte |

2 Smart Cal-Home

--E3g Cloud Web Security i : ‘ — |
£-Ef Users/AAA Trustpaint Mame: __n.SDM_TrustPomto

—-[EY Certificate Managemen Import the identity certificate from a File (PKCS12 Format with Certificate(s)+Private Key): ‘ Install |
iﬁ, DHCP File ta Impart From: ‘ | | Browse... |
DN3 Publ|
) Advanced Gi| | Add a new identity certificate: | list. Entrust offers Cisco customers a special
P
Key Pair: [cDeFau\t-RSn\-Key> vl | Show... | [ MNew. ..
i Certificate Subject DN: ‘CN=clscoasa | [ Select... ]

Generate self-signed certificate

[ Act as lacal certificate authority and issus dynamic certificates ta TLS-Proxy

.

Add Certificate ] [ Cancel ] [ Help ]
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Configuration changes saved successfully,

Type kopic ko search 0
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ci1sco

-ation > Device = Certificate > Certificates m]
Issued To Issued By Expiry Date Associsted Trustpainks Usage Public Key Type Add
r . - T = )
Add Identity Certificate {

Trustpaint Nams:

ASDM_TrustPointl

(") Import the identity certificate from a file (PKCS12 Farmat with Certificate(s)4+-Private Key):
I Ll &

m Enroliment Status o F

—

File ta Import Fr

@ Add a new identi

Key Pair:
@ Enrollment succeeded,

Certificate Subject] | !

Generate self4 |

[ Act a5 local|

Add Certificate ] [ Cancel ] [

Install
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Configuration changes saved successfully,

2l Type kopic ko search 0

alaln
Cisco
-ation > Device = Certificate > Identity Certificates m]
Issued To Issued By Expiry Date Associsted Trustpainks Usage Public Key Type Add
] 9:17 UTC Dec .., [ASDM_TrustPaint1
Install
| Find:| | (2 (@) [C] Match Case |

Public CA Enrollment

Get your Cisco ASA security appliance up and running quickly with an SSL Advantage digital certificate from Entrust. Entrust offers Cisco customers a special
promational price for certificates and trial certificates For besting.

[ Envall Ash S5 certificate with Ertrust

Using a previously saved certificate signing request, enroll with Entrust.

Ay

‘ |<admin> |15 ‘




File

View Tools Wizards

‘Window Help

Type kopic ko search

cisco
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Configuration > Device Management = Advanced > 55L Settings

[m | Device List

NS ST T | R R
Jiﬁ’ Management Access
333 Licensing
e 49 System Image Canfiguration
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{2 Logging
2 Smart Cal-Home
&‘ Cloud Web Security
3"@ Users|AAR
=-[E3 Certificate Management
b % Identity Certificates
- % CA Certificates
H-f@ DHCP
DN3
() Advanced
12 are
es HTTP Redirect
&) History Metrics
~-ghts IPv6 Meighbor Discovery Cag
4 i‘ Master Passphrase
Priority Queus

42y Site-to-Site VPN

@9 Device Management

»

m}

Configure SSL parameters, These parameters affect both ASDM and S5L VPN access.

[The 55L version for the security appliance to negotiate as a "server”:
[The S5L wersion For the security appliance to negotiate as a "dient™

Encryption

Available Algarithms

RC4-SHAL
RC4-MDS
DES-SHA1
DHE-AES128-5HAL
DHE-AES256-SHAL
MLILL-GHAT

Add ==

=

m

Certificates

Active Algorithms
AES256-5HAL
3DES-SHAL
AES HAL

Mave Up

Move Down

certificate of their o

W,

Specify which certificates, if any, should be used for S50 authentication on each interface. The Fallback certificate will be used on interfaces not associated with a

Interface
dmz

insidz
managemenk

Truskpaint

ASDM_TruskPointS: hostname=ciscoasa, ...

Load Balancing Trustpaint

ASDM_TrustPointS:hostname=ciscoasa, cn=ciscoasah...

Edit

Fallback Certificatz:

-- None --

Configuration changes saved successfully,
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management inkerface. To enrall a trustpoint, go to Device Management > Certificate Management
kg Advanced = Identity Certificates.

alaln
gy save Q¥ Refresh | () Back _ cisco
Configuration = Device Management > Advanced > S5L Settings ]
Jiﬁ’ Management Access 5
jﬂ Licensing Configure S5L parameters. These parameters affect both ASDM and 551 VPN access.
e 49 System Image Canfiguration
] High Availability and Scalability The 551 version for the security appliance to negotiate as a "server™:
H Logging " [The S5L wersion For the security appliance to negotiate as a "dient™
- Smart Call-Home
&‘ Cloud Web Security Encryption
3"@ Users/AAA
=3 Certificate Management Available Algorithms | l Add >> I | Active Algorithms Mave Up
tff Identity Certificates - 2 o]
- % CA Cer‘llflcates m Select S5L Cert\'ﬁcabe‘ .. ‘ g SEERET
H-f@ DHCP |
.. m| Specify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the
# DNS
&

ARP
HTTP Redirect

E; Histary Metrics Certf | Interface: management
-] IPvE Neighbar Discovery Cad || Primary Enrolled Certificate: [ASDM_TrustPuintS:hustname:(ismasa, cn=ciscoasa:ho... ] | fite will be used on interfaces nat associated with a
; i‘ Master Passphrase cel |

Load Balancing Enralled Certificate: [ASDM_TrustPuiﬂtS:hustname=(ismasa, cn=ciscoasa:ho... = ]

| | Edit

df | [ oK ] [ Cancel ] [ Help

Priority Queus

. ame=Ciscoasd, =ciscoasa:h...

Fallback Certificate: |-- None -

=

Configuration changes saved successfully, ‘ |<admin> |15 ‘
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[Type topic to search

L Configuration > Device > 'AAA > User Accounts O
£ iﬁ‘ Management Access .

]& Licensir
£ 13 System:
& High A

H Lagagin

to
- Smart G Username: |\ucandat |
&‘ Cloud W
—]--@ Users|4 Passward: |**"”“* |

Confirm Passward: |**"”“* |

User authenticated using MSCHAP

m

Access Restriction

Select one of the options below ko restrick ASDM, SSH, Telnet and Console access,

=R Certifi
%‘g Id Mote: All users have network access, regardless of these settings.
(@ Full access(ASDM, S5H, Telnet and Consale)
+-ff§ DHCP
i [= DS Privilege level is used with command authorization, [
:

(71 CLI login prompt: for 55H, Telnet and console (no ASDM access)
This setting is effective only if "aaa authentication http console LOCAL" command is configured.
() Mo ASDM, 55H, Telnet or Consale access

This setting is effective only if "aaa authentication http console LOCAL" and "aaa authorization exec” commands are configured.

mn

| .Next .Prewous |

[ oK ][ Cancel ][ Help ]

Configuration changes saved successfully, ‘ |<admin> |15 ‘
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IS &' Authentication Prompt
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=-[E3 Certificate Management
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-tk DNS
=} Advanced
T#} ARP
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ml IPVE Neiahbor Discovery ™
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m

Configuration changes saved successfully,

[Type topic to search

AAA Server Groups

Server Group

Protocal Accounting Modz

Reactivation Mods

Dead Time

Find:

Servers in the Sel

Server Mame or 1

-
m Add AAA Server Group

==

AAA Server Group:  |kac

Protocal:

Accounting Mode: Simultaneous @ Single
Reactivation Mode: Depletion () Timed
Dead Tima: minutes
Max Failed Attempts:
[ QK ] [ Cancel ] [ Help ]

Max Failed Attempts

ocL . | [ |

Delete

S ——————————

Add
T
[ Dekie |
| Movelp |
[ MoveDown |
T

| Find:|

| @ @ [C] Match Case

LDAP Attribute

<«
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[Type topic to search

alaln
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jiﬁ! Nflanagement Access 5l AAA Server Groups
jﬂ Licensing
e 49 System Image Canfiguration Server Group Pratacal Accounting Mode  Reactivation Mode  Dead Time  Max Failed Attempts
2] High .Avai\ability and Scalabilit LOCAL LOCAL 3
© {F Looang

2 Smart Cal-Home

--E3g Cloud Web Security F N

—]--@ Users/AAA m Edit AAA Server
- G

&' LDAP Attribute Map Server Group:

[

I &' Authentication Prampt = Interface Name;

; i} AAA Access

&l Dynamic Access Policies Find: Server Name or IP Address: |192.168.1.1
User Accounts Timeout: seconds

=y Certificate Management
%—; Identity Certificates

TACACS+ Parameters
it
£ e
ARP SD1
HTTP Redirect Message Table ¥ I—IMDVE 2

-85 Histary Metrics

Servers in the §)|

|
3

ml IPVE Neiahbor Discovery ™ Mave Down
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—————————————————————————
| Find:| | @ @ [C] Match Case |
LDAP Attribute ¥

Configuration changes saved successfully, ‘ |<admin> |15 ‘




File View Tools Wizards Window H
alaln
@ Home | &% Configuration| ' Monitating Save Refresh Back Forward @ Help CIsCO
. | Device Management o 2 Configuration > Device Mal ment > Users/AAA > AAA Access > Authentication m]
.3.: Jiﬁ’ Management Access -
2 || -8B Licensing M {uthentication §| Authorization | Accounting|
a e 49 System Image Canfiguration
|:| £ High Availability and Scalabilit Enable authentication For administrator access ko the ASA.
{2 Logging
3 Smart Cal-Home Require authentication ko allow use of privileged mode commands
& Cloud Web Security Enable Server Group: Use LOCAL when server group Falls
-3"@ Users/AAA
g AAA Server Groups Require authentication For the Following bypes of connections
-2g8 LDAP Attribute Map
. &. Authentication Prompt = HTTRJASDM  Server Group: Use LOCAL when server group Fails
; i} . Serial Server Group: Use LOCAL when server group fails
IS i} Dynamic Access Policies
-~ User Accounts 55H Server Group: Use LOCAL when server group Fails
=-[E3 Certificate Management
5 %—; Identity Certificates Telnet Server Group: Use LOCAL when server group fails
| - %—; CA Certificates
+-ff§ DHCP
o DNS
=} Advanced |
| %
13 arp
W VEs HTTP Redirect
| -85 Histary Metrics
{ ~ane] IPV6 Neighbar Discovery ™
4 13
|
l
& Device Sefup
|
i
i
|
fl Lol Site-to-Site VPN
@9 Device Management
Configuration changes saved successfully, <admin> 15 1/1/03 1:42:38 A 7
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File Edit View Call Transfer

Help

0O =
clscoasa# exit
Logoff
Username: lucandat
Password: sesxsxs
Type help or '?" for a list of available commands.
clscoasar en
Password: sxxxx
ciscoasa#t conf t
ciscoasalconfig)#
Connected 0:00:23 Auto detect 9600 8-N-1 SCROLL S | NUM | Capture | Print echo
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%Cisco ASDM 7.1(4) il

CIsSco

Cisco ASDM 7.1(4) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

¥éu ciu Xac minh

0) Tén diang nhap va mat khdu dang dugc yéu ciu bai hitps://192.168.1.1. Trang web bao:
"Authentication”

Tén dang nhdp: lucandat

Mat khau: ioooo|

| ok || Hiybe

Uil LASLU Rolivi dS d Jdva VYD Sidl b adpdpPliildiiong

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright @ 2006-2012 Cisco Systems, Inc. All rights reserved.
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Jiﬁ’ Management Access -
]$ Licensing
e 49 System Image Canfiguration
£ High Availability and Scalabilit
{2 Logging
2 Smart Cal-Home
&‘ Cloud Web Security
-3"@ Users|AAR
ﬂ AAA Server Groups
5ig LDAP Attribute Map
IS &' Authentication Prompt
o
IS i} Dynamic Access Policies
b User Accounts
=-[E3 Certificate Management
L %—; Identity Certificates
- %—; CA Certificates
+-ff§ DHCP
-tk DNS
=} Advanced |
) ARP
V& HTTP Redirect
-85 Histary Metrics
~ane] IPV6 Neighbar Discovery ™
13
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Configuration changes saved successfully,

Type kopic ko search

Confi

ration > Device Ma

ment = User:

'AAA > AAA Access > Authorization

| Authentical

-
m ASDM Defined User Roles Setup
ity

==

Enable authar

Enable

Perform authg

and "Monitar Only"?
IF you click Yes, ASDM will setup

Do you want ASDM to setup user profiles named "Admin", "Read Only"

through the User Accounts screen with roles Admin, Read Only and

@ respective privilege levels. This setup will enable you ko create users
Manitar Only with privilege levels 15, 5 and 3 respectively.

the following commands with the

Enabld Click Ma, if you wish to manage privilege levels of commands and users
manually.

When enablll  command List: N
enable) thal | i

CLI Command Made Variank Privilege

aaa configure  show

a3a Exec show

aa3-server configure  clear

aa3-server configure  show

aaa-server Exac clear

aaa-server axac show

access-list configure  show

access-list axec show

arp configure  clear

arp configure  show

arp EXEC clear

arp exeC show

asdm configure  show

W
asp Exec show

SErVEers,

& and

alaln
ci1sco
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Jiﬁ’ Management Access
]y Licensing
e 49 System Image Canfiguration
£ High Availability and Scalabilit
- {&] Loaging
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&‘ Cloud Web Security
-3"@ Users|AAR
- ﬂ AAA Server Groups
5ig LDAP Attribute Map
IS &' Authentication Prompt
o
IS i} Dynamic Access Policies
User Accounts
=-[E3 Certificate Management
%—; Identity Certificates
%—; CA Certificates
+-ff§ DHCP
-tk DNS
=} Advanced
ARF
‘s HTTP Redirect
-85 Histary Metrics

m

ml IPVE Neiahbor Discovery ™
L3

Configuration changes saved successfully,

Type kopic ko search

alaln
et Save '. Refresh ‘- Back > Forward Help CISCO
Configuration > Device Management > Users/AAA > AAA Access > Authorization m]
| Authent la final
Enable af [ Command Privilege Setup g
| En
Use this screen ko assign privilege levels ko individual or groups of commands. From the
[ parent screen click on Set ASDM Defined User Roles or deselect Command Authorization
4| torestore privilege levels back ko the defaults,
Perform
Command Modz: | -- All Mode: -
EN
i i Edit
When| CLI Command Made Variant  Privilege d
enabld | |arp-inspection configure clear 15 » Select All | ers.
arp-inspection configure cmd 15
arp-inspection configure show 15
arp-inspectian exec show 15
asdm configure clear 15
asdm configure cmd 15
asdm configure show 15
asdm exec cmd 15
asdm exec shaw 15
asp Bxec clear 15
asp Bxec show 15
asr-graup interface cmd 15
asr-graup subinterface cmd 15
auth-cookie-names aaa-server-host cmd 15
auth-prompt configure clear 15
b s £, el ic S
[ QK ] [ Cancel ] [ Help ]
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]ﬂ Licensing

e 49 System Image Canfiguration
£ High Availability and Scalabilit
{2 Logging

2 Smart Cal-Home

&‘ Cloud Web Security

-3"@ Users|AAR

- ﬂ AAA Server Groups

5ig LDAP Attribute Map

IS &' Authentication Prompt
o

IS i} Dynamic Access Policies
User Accounts

=-[E3 Certificate Management

%—; Identity Certificates

%—; CA Certificates

+-ff§ DHCP

[Type topic to search

| Authentication | Authorization || Accounting ;|

m

o DNS
=} Advanced

ARP

‘s HTTP Redirect
-85 Histary Metrics

ml IPVE Neiahbor Discovery ™
L3

Enable accounting For administrator and command accounting ko the ASA,

Require accounting to allow accounting of user activity

[V]Enable  Server Group: tac

I

Require accounting For the Following types of connections

[¥] Serial  Server Group: tac
[#]55H  Server Group:  tac

[¥] Telnet  Server Group:  tac

Require command accounting for ASA

[V]Enable  Server Group: tac

Privilege level: | 15

II

Configuration changes saved successfully,
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m}
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Type kopic ko search

alaln
ci1sco
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iﬁ' Management Access

ol Configure SNMP parameters and management stations,
5 ASDM/HTTPSTelnet/SSH
] Command Lins [CLI)
" .ﬁ File Access Community String (default): l:l {optional)
- ICMP Contact: J

%} Management Interface

Fa ASA Location: m Add SNMP Host Access Entry

B.j-g Management: Access Rule Listening Port:
E]"'” Licensing Interface Name: [management - I
[+ 24 System Image Configuration |- .
[1--£ High Availability and Scalabilic Sl rrsti ey I [P Address: |192'168'1'1 |
{2 Logging LDP Port: 182 | Username Add

] Smart Cal-Home Interface P »'&d] f . NMP v.3 Crly) PallfTrap UDP Port :
&' Cloud Web Security Cammunity Skring: |u |

E-f] Users/AAA SNMP Version: |1 =
=[x Certificate Management

%—; Identity Certificates z PolliTrap Specificati

L % CA Cartificates erver Poll/Trap Specification

i DHCP | Select a specified function of the SNMP Host.
[ DNS ol

Advanced

SMNMPv3 Users,

Configure SMMPv3 user: the group to which they belong.

Encryption Algarithm AES Size Add

Group Name

Ay

‘ |Iucandat |15 ‘

1/1/03 2:10:28 AMUTC

—— = =




iﬁ’ Management Access
5 ASDM/HTTPSTelnet/SSH
Command Lins [CLI)
ﬁ Filz Access
-t ICMP

%} Management Interface
x
B=4 Management Access Rule
]ﬂ Licensing
e 49 System Image Canfiguration
+|-ggd High Availabilicy and Scalabilit
{2 Logging
2 Smart Cal-Home
&‘ Cloud Web Security
3"@ Users|AAR
=-[E3 Certificate Management
%—; Identity Certificates

& CA Certificates
{8 DHCP

-t DNS
=} Advanced

m

Configuration changes saved successfully,

Select the events ta notify through SNMP Eraps,

Ecisco ASDM 7.1 for ASA - 192163.1.i E SNMP Trap Configuratron e —

File

Standard SMMP Traps

Authentication Link up Link down Cold start Warm start
TkevZ Traps
Start Stop

Entity MIB Motifications

FRU insert Configuration change FRU remave
IPsec Traps
Start Stop

Remote Access Traps

alaln
ci1sco

Resource Traps

Connection limit reached Memory threshold reached

Interface threshald reached

MAT Traps
Packet discarded

Syslog
Enable syslog traps

To configure syslog trap severity level, go to Configuration = Device Management = Logging >

Logging Filkers,

Add
UDP Port

CPU Utilization Traps
CPU rising threshold reached

CPU Utilization and Monitoring Inkerval

CPU Utilization threshaold: %

Monitaring interval:

SMMP interface threshald
Canfigure threshald and interval

SMMP interface threshold: l:l %

[ o

I[ Cancel ][

Help

AES Size Add

Edit

i

Delete
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iﬁ’ Management Access

Command Lins [CLI)
ﬁ Filz Access

-t ICMP

(&E Managemant Interface

]& Licensing

»
7] Logging

. Smart Call-Home

538 Cloud Web Security
-l Users|AAA

=[5 Certificate Management
Fin Identity Certificates
& CA Certificates

- DHCP

ik DNS
=} Advanced
HTTP Redirect
History Metrics

5 ASDM/HTTPSTelnet/SSH

B=4 Management Access Rule

e 49 System Image Canfiguration
High Availability and Scalabilit

m

Configuration changes saved successfully,

[Type topic to search

Configuration > Device = Access > SNMP.

Configure SNMP parameters and management stations,

[Ej Add SNMP User Entry

Group Mame: | Authentication&Encryption -

Username;

Password Type: (7 Encrypted @) Clear Text

Authentication Algorithm: & MD5 @ SHA

Retype Authentication Password: _ (Only required For clear text password)

(&) 3DES

Authentication Password:

(&) DES

Encryption Algorithm: @) AES

Encryption Password:

1
Retype Encryption Password: _ (Only required For clear text password)

AES Size:

UDP Port

Add

AES Size

Ad

[——
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