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CHUONG 2 NOI DUNG THUC TAP

CHUONG 2 NOI DUNG THUC TAP
2.1 Tim hiéu Firewall ASA (2 tuan dau)

Dé bao mat céc tai nguyén trén mang, hé thong mang bang cach nao d6 phai duoc
chia thanh 2 vung, vung trusted va vung untrusted. Vung trusted con duoc goi la
viing security domain, tit ca nhitng gi bén trong viing security domain s& duoc bao
vé khoi nhitng gi ¢ bén ngoai.

Mot vi du don gian, mot cong ty A mudn bao mat thong tin ndi bo khoi méi truong
Internet thi cong ty A phai dugc dat trong viing security domain nhu hinh minh hoa.
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Hinh 2. 1 Mgt vung security domain don 1é.
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Cach hiéu qua nhit dé trién khai ving security domain 1a dat firewall & bién giira
vung trusted va vung untrusted nhu hinh minh hoa.
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Hinh 2. 2 Trién khai viing security domain véi mot firewall.

Firewall 12 thiét bi thuc thi cac chinh sach diéu khién truy cap gitta 2 hay nhiéu
viing security domain. Firewall ¢ cac cong interface duoc két nbi vao mang dé cac
traffic khi di qua viung security domain phai di qua firewall bién. Noi cach khac,
firewall bién 1a con duong duy nhat dé traffic di qua ving security domain.

Dé bao mat viing security domain dugc an toan, trudc tién phai dam bao 2 diéu kién
sau:

Firewall phai 1 con duong duy nhét dé traffic di qua ving security domain, khong
c6 bat ky con dudng nao khac ngoai firewall thi mégi c6 thé dam bao thyc thi chinh
sach bao mat ddi véi cac traffic di qua no.

Firewall phai duoc gia c6 dé ngan chin tan cong, néu khong firewall s& bi diéu
khién va lam thay ddi cac chinh sach bao mat tir bén ngoai viing untrusted.



CHUONG 2 NOI DUNG THUC TAP

Doi khi, mot vung domain security véi mot firewall 1a khong da. Gia sir, cong ty
muén ma rong trién khai data center. Cong ty A tin twéng cac nhan vién thuc hién
c4c churc nang cong viéc cua ho, nhung khdng mudn dé ai khac truy cap vao tai
nguyén quan trong hay lam gian doan cac dich vu trong data center. Cho nén, céng
ty A quyét dinh tao thém ving security domain cho data center nhu hinh minh hoa.
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Hinh 2. 3 Pa vung security domain véi nhiéu firewall

MJdi viing security domain duogc trién khai véi 1 firewall bién. Bén trong viing
security domain la cac tai nguyén tin cay, va bén ngoai la nhirng gi khéng tin cay.
Tuy nhién, khi xem xét firewall bién cta vung data center, cac user bén ngoai vung
data center déu khong duoc tin cay, nhung cac user ndy van duoc tin ciy déi voi
firewall bién cua internet. Mdi firewall déu cd c&c chinh sach bao mat va khai niem
riéng cua firewall biénvé ving tin cay.

Cong ty A mudn cho phép cac user trong cong ty truy cap internet ra bén ngoai,
trong khi d6 cong ty A cling c6 web server cho phép cac user bén ngoai internet truy
cap vao bén trong ndi bo vai muc dich cong viéc kinh doanh.

Néu dat web server & mot noi nao d6 bén trong ving security domain, thi cac user
bén ngoai phai duoc cap quyén dé truy cap vao web server. Vi web server 13 tai
nguyén tin cay, nén khi bi tn cong, nguoi ding bén ngoai s& loi dung web server
nay dé tn cong céc tai nguyén tin cay khéc.



CHUONG 2 NOI DUNG THUC TAP

Mot giai phap tdi uu hon 1a dat web server vao giira viing trust va ving untrusted,
vung nay con goi la vung DMZ,véi giai phap nay, firewall dong vai tro nhu bién
gidi gitra 3 ving, vung trust, ving untrusted va ving DMZ véi 3 cong interface nhu
hinh minh hoa sau:
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Hinh 2. 4 Nhiéu ving security domain véi 1 firewall
C6 2 céch chia vung security domain: cach chia vat ly va cach chia logic.
Cach chia vat ly yéu cau mdi cong interface trén firewall phai duoc két ni dén mdi

mét ha tang mang riéng biét, viéc nay doi hoi phai ton kém thém phan cang va chi
phi lap dat.
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Hinh minh hoa cho thiy, mdi cong interface trén firewall duoc két ndi vao mdi mot
switch khac nhau, cach chia vat 1y nay cd tinh bao mat cao nhat vi traffic s& khong
qua duoc ving security domain ma khong c6 su can thiép cia mot s6 loai thiét bi
mang.
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Hinh 2. 5 Céch chia vat ly

Cach chia logic cho phép chia security domain trén cing mét ha ting mang va duoc
chia logic thanh cac VLANSs khac nhau, cach chia nay tiét kiém chi phi hon, nhung
bao mat kém hon vi 16i cau hinh hay 16i cong logic.

Hinh minh hoa cho thay, firewall chia security domain trén ciing mét switch véi hai
VLANS khac nhau.
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Hinh 2. 6 Céach chia logic
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2.2 CoOng nghé cia ASA

V& co ban, firewall ¢ 1ap cac cong interface véi nhau dé diéu khién céc goi tin
chuyén tiép tir cong nay dén cong khac.

Firewall c6 thé thuc thi viéc diéu khién truy cap dua trén cac ting trong mé hinh
OSl.

Vi du, firewall thuc hién diéu khién truy cap & ting network c6 thé kiém soét viéc
truy cap tir ting 2 dén tang 4, firewall s& thuc hién kiém tra traffic c6 thé di qua hay
khdng, hay cac host & bén nay c6 thé ma két néi TCP/UDP truy cap tai nguyén &
bén kia hay khong.

Truong hop firewall thuc hién diéu khién truy cap ¢ tang application s& thyc thi
chinh sach bao mat tir tang 5 dén tang 7, firewall s& kiém soat nguoi ding ang dung
mang trong viéc gui dir liéu tir noi nay sang noi khac.Vi du, firewall ¢ ting nay c6
thé thuc thi viéc kiém tra cac phién duyét web cd pht hop véi céc chuan giao thic
hay khdng, hay kiém tra nguoi dung email gui file c6 chtra virus hay khong, noi
dung email c6 dugc bao mat hay khéng.

Phwong thie diéu khién truy cap cuaa firewall:

Permission Access Control con dugc goi 1a phuong thire diéu khién truy cap phan
g reactive approach, phuong thic ndy cé thé chan céc traffic sau khi cac méi de
doa tiém tang duoc xac dinh, néu khong tat ca cac traffic déu duoc cho phép di qua
va thuong duoc &p dung trén IPS, va hé théng antivirus theo thoi gian thyc.

Restrictive Access Control con dugc goi 13 phuong thire diéu khién truy cap cha
dong proactive approach. Mac dinh, tat ca traffic s& bi chan, néu traffic nao muén di
qua phai dugc xac dinh trudc. Phuong thirc nay thuong dugc sir dung bai access-
list, cac quy luat trong access-list dugc xir Iy theo trinh tu va ludn két thic véi quy
luat cAm tat ca.

Firewall c6 thé st dung hai phuong thiic truy cap trén dé loc traffic vai nhitng cong
nghé loc goi tin sau day:
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2.2.1 Stateless packet filtering:

Mot sb firewall kiém tra traffic chi dwa vao gia tri tim dugc trong tiéu dé header cta
261 gbi ¢ tAng 3 hay ting 4. Viéc quyét dinh chuyén tiép hay chin goi tin dugc thuc
hién trén mdi géi tin mot cach ddc 1ap. Vi vay, firewall khong c6 khai niém cia
trang thai két néi ma chi biét mdi goi tin c6 khép véi nhitng chinh sach bao mat hay
khong.

Stateless packet filtering duoc thyuc hién bang cac tip quy luit duoc cu hinh tinh.

Tham chi két néi c6 lién quan dén thuong luong dong hay sd port giao thire ciing
khong nhan thuc dugc.

Cac dac tinh caa Stateless packet filtering:

Tinh ning Han ché

Cac quy luat duoc cau hinh tinh, thuong | Céc quy luat duoc cau hinh thi cong
theo cach tiép can restrictive.

Hoat dong hi¢u qua ¢ tang 3 voidiachi | Khong theo ddi cac thuong lugng dong
IP va tang 4 vai cong port Két noi. hay thay d6i so cong port ket noi.

Hiéu qua va tiét kiém chi phi D& bj tan cong.

2.2.2 Stateful packet filtering:

SPF yéu cau firewall theo ddi timg phién hay ting két ndi khi gap géi tin. Firewall
phai duy tri bang trang thai cho mdi két ndi hién hanh dé chic rang hai host dang
theo mot hanh vi mong doi khi truyén thong. Tuong tu, firewall phai kiém soat cac
traffic & ting 4 dé theo ddi cac phién két ndi mai duoc thuong luong. Viée theo doi
cac phién thuong lugng doi hoi mot sd giao thire ¢ ting 7 nhung rat han ché.

Cac dac tinh cua stateful packet filtering:

Tinh nang Han ché
Loc traffic o tang 3 va tang 4, tiép can | Khong thay duoc tang 5 thong qua tang
theo céch restrictive approach. 7.
Cau hinh don gian.
Hiéu suat cao. Khong kiém tra giao thuc.

10
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2.2.3 Stateful packet filtering with application inspection and control:

Co ché theo ddi cua firewall cho phép tap hop céac phién két ndi TCP va UDP va
quan sat cac giao thirc & ting 7. AIC con goi 1a theo ddi sdu cac goi tin DPI, viéc
theo ddi ¢ thé thuc hién duya trén tiéu dé va ndi dung géi tin & tang 7, cho phép
quan sat hanh vi ngudi dung 13 rang hon. Vi vdy, firewall cdn ngudn va bd nhé
nhiéu hon cho viéc xtr 1y

Cac dac tinh caa AIC:

Tinh nang Han ché

Loc traffic ¢ tang 3 thong qua tang 7, Bo nhé dém cho viéc phan tich ung
tiep can theo cach restrictive approach.. | dung rat han che.

Cau hinh don gian -

Hiéu suat trung binh Tén nguon dién nhiéu hon cho viéc Xt
y.

2.2.4 Network intrusion prevention system

NIPS kiém tra, phan tich cac traffic va so sanh n6 véi cac hanh vi nguy hiém trong
co s6 dit liéu. Co so dir liéu chtra mot sb luong 16n céac chit ky hay cac mau mo ta
kiéu tin cong hay khai thac 16 hong bao mat di biét. Khi phat hién kiéu tdn cong
moi, chit ky méi sé dugce them vao co sé dir ligu.

O mot s6 truong hop, NIPS ¢6 thé phét hién cac hanh vi nguy hiém tir nhirng goi tin
don. O mot s6 truang hop khac, mot nhém cac gai tin phai duoc tap hop va kiém
tra. NIPS con c6 kha ning phat hién tin céng dwa trén viéc danh gia cac goi tin va
céc phién khac véi nhitng hanh vi thong thuong trén mang nhu kiéu tan cong DOS,
TCP flood.

11
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NIPS tiép can theo phuwong phap permissive approach, tuc |4 tit ca cac traffic déu
duoc cho phép ngoai trir phat hién hanh vi kha nghi, firewall sé tao ra cac quy luat
dong dé chan hay reset cac két ndi hay g6i tin c6 ma doc.

Cac dic tinh caa NIP:

Tinh nang Han ché

Mot co so dir lieu chix ky phong pht véi | Bo nhé dém cho viéc phan tich ung

cac mau tan cong, bao gom lop 3 dén I6p | dung rat han ché.

7.

Str dung phuong phap tiép can Thuong khéng phat hién duoc cac kiéu

permissive approach tan cOng mai chua ton tai trong co so di
liéu.

Hiéu suat trung binh Phai tinh chinh tha cong cac 16i phat
hién tan cong do chu quan hay khach
quan.

2.2.5 Network behavior analysis

NBA kiém tra traffic theo thoi gian dé xay dung cac md hinh thong ké cac hanh vi
co s, mo hinh khong don gian chi l1a bang thong hay dung lwong binh quén st
dung ma con xem xét céc traffic volume, traffic rate, connection rate va mot sé loai
giao thirc thuong dung. NBA tu dong xay dung va chon loc cdc mo6 hinh mac du cé
su can thiép cta con nguoi.

Khi cac mé hinh dugc xay dung, NBA c6 kha ning bt 16i cac hanh vi dugc xem la
bat thudng, NBA con dugc goi la IPS dya trén co sd mang bat thuong. NBA ¢ thé
phét hién hanh vi nguy hiém chua biét trudc.

Tinh nang Han ché

Kiém tra traffic hay dit liéu dé thanh cac | Can su can thiép cua con ngudi
mo hinh hoat ddng binh thuong.

C6 kha ning phat hién tan cong chua Tao ra 16i chi quan néu cac traffic co
biét trudc. dau hi¢u bat thuong

Dung phuong phép restrictive approach. | ----

12
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2.2.6 Application layer gateway

ALG la thiét bi c6 vai tro gateway gitra client va server. Client giri request o tang 7
dén proxy, proxy gia dang thanh client va chuyén tiép request dén server. Khi server
tra 1oi request, proxy sé& danh gia noi dung va ra quyét dinh véi request do.

Vi proxy hoat dong ¢ tang 7 va loc traffic dira vao dia chi IP va ndi dung duoc tra
vé tir server.

Proxy cd thé phan tich chi tiét két ndi gitra client va server. Traffic cd thé duoc hop
18 hoa theo chuan cac giao thic tir ting 3 dén tang 7 va két qua duoc chuan hda khi
can.

Tinh ning Han ché
Phan tich va chuan hoa cac giao thirc Khong phai tat ca giao thic déu dugc hd
tro.
Phan tich sau va chi tiét cac noi dung. Phan tich ¢ thoi gian thyc ton thoi gian
dai.
Kiém soét truy cap tir tang 3 déntang 7 | ----

13
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2.3 CAC TINH NANG CUA CISCO ASA

Stateful packet filtering engine: Co ché theo ddi trang thai két ndi, thuc hién
chuan héa cac giao thirc TCP.

Application inspection and control: Phan tich cac giao thirc ¢ ting 7 va theo ddi
trang thai két ndi va dam bao viéc chuan hoa cac giao thic.

User-based access control: ASA c6 thé ching thuc ngudi ding noi tuyén boi Cut-
through Proxy, va kiém soat truy cap cia ngudi ding nao d6 duoc phép truy cap.
khi nguoi dung dugc chang thyuc, Cut-through Proxy sé day nhanh viéc kiém tra
traffic cia nguoi dung sau khi duoc ching thuc.

Session-auditing: Cac ghi nhan s¢€ duoc tao ra dua trén phién truy cap cua nguoi
dung, ciing nhu cac phién két ndi ¢ tang 7.

Security services modules: Nén tang ASA hd tro nhiéu module tich hop dich vu
bao mat gom mat sb thiét bi phan cang chuyén ding dé giam tai cong viéc cho bo
vi xu ly.

Reputation-based Botnet traffic filtering: ASA gilp phat hién va loc trafiic cé
lién quan dén botnet. Co s& dit liéu cua botnet traffic filter duwoc Cisco cap nhat lién
tuc.

Category-based URL filtering: ASA c6 thé loc cac URL va thuc thi cac chinh
sach bao mat, va diéu khién truy cap cac dich vu web khéac nhau.

Crytographic unified communications proxy: ASA gitr vai tro la proxy. ASA cé
thé ngat hay tri hoan cac phién dugc bao vé ma hda giira client va server.

Denial-of-servce prevention: ngin chan cac kiéu tan cong tir chéi dich vu.

Traffic correlation: Céc chirc niang phat hién mdi de doa gilp kiém tra va doi
chiéu céc traffic tir nhiéu phién va két ndi khac nhau dé phat hién va ngan chan su
bat thudng tir c&c cudc tan cdng mang va cac hanh vi trinh sat.

Remote access VPNs: HJ tro két noi VPN tir bén ngoai internet vao bén trong. Cac
két ndi SSL VPN va IPSec VPNs déu phai str dung phan mém hd tro.

Site-to-site VPNs: hd tro két néi VNPs IPSec.c6 ma hoa cho doanh nghiép duoc
cau hinh & firewall bién hay router bién dé tao két ndi Site-to-Site hay Lan-to-Lan
VPN.

14
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High availability failover clustering: Hai ASA cting dong c6 thé duoc cau hinh
dung 161 ¢& dam bao tinh lubn san sang.

Redundant interfaces: Nham gia ting tinh sin sang, cac redundant interface ludn ¢
trang thai active.

EtherChannel: ASA c6 kha nang gom cac interface thanh mot interface logic.

Traffic and policy virtualization: ASA c6 thé cau hinh thanh cac ca thé 4o hay
con goi 1a security context, mdi c4c thé ao c6 vai trd nhu mét firewall doc 1ap va cé
cac logic interface riéng, cac chinh sach bao mat riéng.

Rich IP routing functionality: Hd tro dinh tuyén tinh va cac giao thuc dinh tuyén
dong nhu RIPv1, RIPv2, EIGRP, OSPF

Powerful network address translation: ASA theo dai va chuyén tiép goi tin, va co
chic nang NAT gitp dich dia chi nguon sang dia chi dich.

Transaparent (bridged) operation: ASA c6 thé duoc ciu hinh transparent firewall
dé tré thanh cau néi gitra cac cong interface. & ché do transparent mode, firewall co
thé chen vao mang dang ton tai ma khong can phai dat lai dia chi IP.

Integrated DHCP, DDNS, and PPPOE: ASA c6 thé ciu hinh nhu mot DHCP
client nhan dia chi IP dong hay DHCP server dé cap phat IP dong, két ndi PPP qua
moi truong Ethernet, va DNS client dong gidp ghi nhan lai théng tin phan giai tu
tén host thanh dia chi IP.

IPV6 support: Ho tro IPV6.

IP multicast support: ASA hé tro cac giao thirc IGMP and PIM trong céc traffic
hd trg multicast.

Management ocontrol and protocols: ASA hd tro nhiéu cach quan ly gom cong
console, telnet, ssh, https, va snmp.

Simples software management: ASA hd trg cac hé thong file cuc bo va truyén tai
file tir xa trong viéc nang cap phan mém. viéc nang cap han mém cé thé duoc thuc
hién mot cach tu dong hay tha céng.

15
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Configuration flexibility and scalability: Cac chinh sach bao mat va cac quy luat
c6 thé tai s dung. thong qua Modular Policy Framework, cac tinh niang bao mat co
thé duoc cau hinh va ap dung mét cach linh hoat.

Cisco security management suite: ASA c6 thé quan Iy véi nhiéu bo cong cu giao
dién do hoa khac nhau gitp viéc quan tri d& dang hon.

16
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2.4 Cac dong ASA 5500

ASA 5505 la dong san pham thap nhat vé mat cau hinh ciing nhu hiéu suat. N6
dugc thiét ké danh cho vin phong nho. Trong doanh nghiép vira, né thuong hd tro
nguoi dung truy cap tu xa.

C6 8 cong FastEthernet ding dé ndi vao switch, va 2 cong PoE, ASA khéng duoc
cap ngudn qua PoE. Mic dinh, 8 cong dugc két ndi véi switch cung 1 VLANs dé
cho phép cac thiét bi c6 thé giao tiép truc tiép véi nhau & tang 2.

Céc cong co thé duoc chia thanh nhiéu VLANSs nham phén chia vin phong nho
thanh cac khu vuc hay cac chic ning khac nhau. ASA két véi véi mdi VLANSs
thong qua cong logic riéng biét. Tat ca cac traffic qua VLANS phai di qua firewall
vai chinh sach bao mat cua no.

ASA 5505 mot khe cam SSC cho phép cam AIP-SSC-5 IPS module dé c6 thém tinh
nang IPS.

P —

ctfen)n,

CISCO LINKIACT O //) Power  Sttus  Active VPN SSC
100 MBPS ’ : i

CISCO ASA 5505 senes
Adaptive Security Appliance

SSC Module Slot

PoE Ports 6-7 FastEthernet Ports 0-5

Hinh 2. 7 Mat truwéc va mat sau caa ASA dong 5505

17
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ASA 5510, 5520, va 5540 c6 khung va cong két ndi gidng nhau nhung c6 hiéu suat
khac nhau.

ASA 5510 danh cho doanh nghiép vira va nho, hd tro 1am viéc tir xa cho doanh
nghiép vira.

ASA 5520 danh cho doanh nghiép vira, ASA 5540 danh cho doanh nghiép vira va
I6n va cac nha cung cap dich vu mang.

ASA 5520 va 5540 c6 4 cong FastEthernet 10/100/1000 dung dé két ndi vai ha tang
mang. Mic dinh ASA 5510 c6 toc ¢ 10/100. Néu mua gidy phép security plus
license, s& c6 2 cong dugc kich hoat thanh céng GigabitEthernet 10/100/1000 va 2
cong con lai van 1a FastEthernet. Cong management ciing dugc kich hoat dé sir
dung.

Out-of-Band Management 10/100 Console

'1‘
: [ gy 5 :
(WS S )

L7707 ROASA wme

- - - -—

Security Services Module Slot  10/100/1000 Ports 0-3 Aux

Hinh 2. 8 Mat truwéc va mat sau ASA dong 5510, 5520, va 5540.
ASA 5510, 5520, 5540 c6 1 khe SSM c6 thé cam 1 trong 3 thiét bi sau:

Four-port Gigabit Ethernet SSM: module nay cho phép thém4 cong interface c6
téc d6 10/100/1000 vai chuan RJ45 hay cong SFP.

Advanced Inspection and Prevention (AIP) SSM: module nay cho phép thém
tinh nang IPS.

Content Security and Control (CSC) SSM: Module nay thém tinh niang kiém soat
noi dung va dich vu antivus.

ASA 5510, 5520, 5540 c6 1 cong AUX c6 thé duoc dung nhu céng out-of-band
management thdng qua két néi serial hay modem. Ngoai ra, c6 1 cong FastEthernet
dung dé quan Iy nhung c6 thé cau hinh.

18
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ASA 5550 danh cho doanh nghiép 16n va nha cung cép dich vu mang. ASA 5550
nhin gidng ASA 5510, 5520, va 5540. Sy khac biét cua ASA 5550 la c6 thém
module (4GE-SSM) khoéng thao roi dugc.

ASA 5550 ¢ cac interface vat Iy duoc chia thanh 2 nhdm, mdi nhém tuong tng Voi
slot 0 va slot 1, mdi slot twong tirng v&i bus 0 va bus 1. Slot 0 gém (4GE-SSM)

Slot 1 gdm (4GE-SSM) va 4 cong gigabit ethernet SFP mic du chi c6 4 trong 8
cong cd thé dung dugc & bat ctr thoi diém nao.

ASA 5550 c6 hiéu suat cao, ASA c6 thé chuyén tiép traffic hiéu qua hon tir bus nay
sang bus khac bing cach cho traffic di tir cong bus 0 dén bus 1.

Fixed SSM Slot
4GE-SSM Bus 0 Opt-of-Band Management 10/100 Console

Four SFP Ports Four 10/100/1000 Aux

Four 10/100/1000 RJ-45 Ports Bus 1
RJ-45 Ports

Hinh 2. 9 Mat trwéc va mat sau ASA dong 5550

ASA 5580 la dong c6 hiéu suat cao danh cho doanh nghiép 16n, data center va céc
nha cung cap dich vu quy md Ién. N6 hd trg dén 24 cong Gigabit Ehternet, day 1a
mét trong hai dong c6 khung Ién hon céc rack tiéu chuan.

ASA 5580 c6 2 dong: ASA 5580-20 (thong lugng 5 Gbps) va 5580-40 (thong lugng
10 Gbps) déu dugc tich hop 2 cong interface Gigabit Ethernet c6 toc do
10/100/1000 thudng dung cho viéc quan ly, va cé 2 bo ngudn dé dy phong.

19



CHUONG 2 NOI DUNG THUC TAP

ASA 5580 c6 tong cong 9 khe cam PCI Express. Khe cam sé 1 dé danh cam
cryptographic accelerator module hé trg két ndi VPNSs véi hiéu suat cao. Khe cam
s6 2 va sb 9 dé danh, con lai 6 khe cim danh cho cac card mang sau:

4 cbng gigabit ethernet 10/100/1000 BASE-T ding cho cap dong.
4 cbng gigabit ethernet 1000 BASE-SX dling cho cap quang.

2 cong gigabit ethernet quang 10G BASE-SR
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ASA 5580 c6 2 1/0 bridge cung cap két ndi cho cac khe cam mé rong,, khéac voi
ASA 5550, chi c6 1 1/0 bridge. Céc cong cua ASA 5580 cua khe cam s6 7 va 8
duoc diéu khién bai 1/0 bridge 1 va cac cong & khe cam sé 3,4,5 va 6 dugc diéu
khién bai 1/0 bridge 2.

Cac cong ethernet c6 toc d6 10 Gigabit nén dugc cam vao khe cam sé 5,7,hoic 8 vi
cac khe cam nay hd trg chuan cim PCle-x8.

Power Slupplies

# BE BE HE BN BE NN MW BHR B
Mol MOs . L Mk PO A ey

. e |_' 1 l'v{l" " L
.8 N
12 FE W EE e
° gk o kB It 3
® FF L r il 1
@ B s 8
® a
. g i ||| § 8,1
B oGk kL ka8 . .
Reserved Slot9  Six PCI Express Console
Expansion Slots Two 10/100/1000

Reserved Slots 1, 2 RJ-45 Ports

Hinh 2. 10 Mat trwéc va mat sau dong ASA 5580.
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ASA 5585-X 1a dong cao cap nhat duoc thiét ké cho cac doanh nghiép 16n va data
center. ASA c6 khung gom 2 khe cam rack va 2 ngudn cung du phong, mdi khe
cam hd trg SSP.

ASA 5585-X gdm c6 4 dong, tly thudc vao SSP duogc cai dit véi tinh ning VPN-
SSP: SSP-10 (thong lwgng 3Gbps), the SSP-20 (théng lugng 7Gbps) SSP-40 (thang
luong 12Gbps) va SSP-60 (thong luong 20 Gbps). Tuy vao mdi dong, tinh ning
VPN SSP ¢6 thé cung cap 10 Gbps két ndi Ethermet trong d6 ¢ 6 cong
10/100/1000 va 2 cong dung dé quan Iy management 10/100/1000.

ASA 5585-X con cung cap tinh ning IPS hiéu suat cao véi 4 dong théng qua khe
cdm s6 1 véi thiét bi mé rong IPS SSP.

IPS SSP-10 (thong lwgng 2 Gbps)
IPS SSP-20 (thong lwgng 3 Gbps)
IPS SSP-30 (thong lwgng 5 Gbps)
IPS SSP-60 (thong lwgng 10 Gbps)

Power Supplies
|

]
ey ol l &0

cisco

Four 10Gbps Six 10/100/1000 SSP Slot 0

SFP+ Ports RJ-45 Ports Console

Two 10/100/1000
Management RJ-45 Ports

Hinh 2. 11 Mat trwéc va mat sau ASA dong 5585-X
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Hinh minh hoa cho thay VPN SSP duoc cim ¢ khe cim s6 0 va IPS SSP ¢ khe cim
s6 1. 2 thiét bi nhin bé ngoai giéng nhau nhung c6 tinh niang khac nhau. Khi IPS
SSP duoc thém vao, 4 cong két ndi Ethernet cd tée d6 10 Gbps va 6 cong vai toe do
10/100/1000 dugc diéu khién boi VPN SSP.

ASA 5585-X yéu cau Cisco ASA phién ban 8.2(3) trg 1&n. Tuy nhién, néu cai IPS
SSP, ASA phai dugc nang cap 1én phién ban 8.4(2) hay cao hon va Cisco IPS
7.1(1)E tro lén.

IPS SSP

Firewall/VPN SSP

Hinh 2. 12 ASA 5585-X dwgrc tich hgp module IPS-SSP va VPN-SSP.
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2.5 Céac module bao mat

2.5.1 Security services modules

Cac dong ASA déu hd tro mot module SSM. SSM cho phép cam thém c6 phan
cang chuyén dung gitp giam tai céng viéc cho bo vi xir ly.

Cisco cung cap module AIP-SSM, CSC-SSM, va 4GE-SSM.

Module AIP-SSM va CSC-SSM c¢6 bé ngoai giéng nhau nhung duoc cai chuong
trinh khac nhau.

Cisco ASA AIP-SSM or Cisco ASA 4GE-SSM
Cisco ASA CSC-SSM

Hinh 2. 13 Module AIP-SSM, CSC-SSM va 4GE-SSM.

2.5.2 AIP-SSM

AIP-SSM duogc cai CISCO IPS va thuc hién chirc nang phat hién ngan chan xam
nhap. AIP-SSM ¢ thé cau hinh & inline mode cho phép traffic duoc chuyén hudng
dén module xtr Iy trude khi goi tin dugc chuyén di, AIP-SSM con duoc cau hinh &
promiscuous mode cho phép traffic dugc sao luu dén module khi chuyén tiép goi
tin.

Dé IPS hoat dong hiéu qua, AIP-SSM phai kip thoi dwoc cap nhat chit ky trong co
s& dir liéu, va phai dang ky dich vu IPS méi c6 thé cap nhat chit ky qua SIO véi hon
25000 chir ky trong co so dir liéu, khi méi de doa mai duogc phéat hién, chit ky moi
s& duoc thém vao va dugc tai vé cho AIP-SSM.
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2.5.3 CSC-SSM

CSC-SSM thyc hién tinh ning antivirus, chéng spyware, chong phishing, ngan chan
file, loc va ngan chin URL, loc noi dung vai hop véi ASA. ASA chuyén huéng
traffic qua CSC-SSM véi churong trinh Trend Micro Interscan trén hé diéu hanh
Cisco CSC-SSM. Vi dugc tich hop nhiéu tinh ning ngin chin phan mém doc hai
nén con duoc goi la Anti-X module, cac traffic cé giao thac HTTP, FTP, SMTP, va
POP3 dugc bao vé boi CSC-SSM.

CSC-SSM phai duoc cap nhat noi dung thdng tin bao mat méi nhat tir Trend Micro
dé hoat dong hiéu qua. Viéc cap nhat 1a ty dong va yéu cau phai dang ky gidy phép
sur dung dich vu tur Cisco.

CSC-SSM ¢6 2 dong, dong CSC-SSM-10 mac dinh hd tro dén 50 ngudi ding,
nhung c6 thé md rong dén 500 ngudi ding qua viéc mua gidy phép bo sung. Dong
CSC-SSM hd tro 500 nguoi dung va c6 thé mé rong dén 1000 nguoi ding vai gidy
phép bé sung.

Ca 2 dong véi gidy phép chuan c6 bao gom tinh ning antivirus, antispyware, va
chan file. Néu mua gidy phép bo sung, CSC-SSM c¢6 thém tinh ning antispam,
antiphishing, loc hay ngan chin URL va kiém tra noi dung.

2.5.4 4GE-SSM

4GE-SSM cho phép gia gia 4 cong gigabit Ethernet trén dong ASA 5510, 5520, hay
5540, mic du dugc tich hop sin 4 cong RI-45 ¢6 toe do 10/100/1000 va 4 cong SFP
quang nhung chi ¢6 4 cong duoc sir dung & moi thoi diém.
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2.6 Cac tinh ning va hiéu suit caa cac dong ASA

5505 5510 5520 5540 5550 5580-20 5580-40
Typical Small Smallto Medium Mediumto Largeen- Large Large
applica- office, medium  sized en- large enter- terprise, Enterprise,  enterprise,
tion home busi- terprise  prises service data data
office,  nesses, provider center, center,
tele- remote SErvVICe SErvice
worker  offices provider provider
Firewall 150 300 450 500-650 1-1.2 5-10 10-20
through- Mbps Mbps Mbps Mbps Ghps Ghps Ghps
put
Connec- 4000 2000 12,000 25,000 36,000 20,000 150,000
tions per
second
Packets 85,000 190,000 320,000 500,000 600,000 25 M 4 M
per sec-
ond (64-
byte)
Maxi- 10,000/2 50,000/13 280,000 400,000 650,000 1M 2M

mum s.0000 0,000
Connec-
tions

P ASA 5505, 5510: Base license/Security Plus license

Hinh 2. 14 Hiéu suit ciia cac dong ASA tam trung
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5585-X 5585-X 5585-X 5585-X
SSP-10 SS8SP-20 SSP-40 SSP-60
Typical applica- Mission-critical  Mission-critical ~ Mission-critical Mission-critical
tion data centers data centers data centers data centers
Firewall through- 3 Gbps 7 Gbps 12 Gbps 20 Gbhps
put
Connections per 65,000 140,000 240,000 350,000
second
Packets per 1.5 M 32 M A M 10.5 M
second (64 byte)
Maximum 1M 2M 4 M 10 M

CONNections

Hinh 2. 15 Hiéu suat cac dong ASA cao cap

5505 5510 5520 5540 5550 5580-20 5580-40
Defaultin- 8 FE SFEor2GE+ 4GE+ 4GE+ 8GE 2GE 2GE
terfaces switch (2 3FE 1FE 1FE
PoE)
Maximum S8 FE 4GE+5FEor 8GE+ 8GE+ 8GE+ 24 GE or 24 GE or
interfaces switch (2 6 GE+ 3 FE 1FE 1FE 1FE 12 10 GE 12 10 GE
PoE)
VEANS 320 s0/100° 150 200 250 250 250

' ASA 5505, 5510: Base license/Security Plus license

Hinh 2. 16 Cac cong interface dwoc hd tro toi da cho cac dong tam trung

5585-X 5585-X 5585-X 5585-X
58P-10 58P-20 55P-40 58P-60

Default interfaces SEGE+210GE S8GE+210GE 6GE+410GE 6 GE + 4 10 GE

Maximum interfaces 16 GE+410GE 16 GE+410GE 12 GE+8 10GE 12GE + 8 10 GE
VELANs 1024 1024 1024 1024

Hinh 2. 17 Céc cong interface dwoc h tro tdi da cho cic dong cao cap
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5505 5510 5520 5540 5550 5580- 5580-

20 40
Virtual firewalls 040 1) 20 50 50 50 50
(security contexts)’
High avaj]ahj]jt}-"' —/State- —/A/A AdA AdA AfA AdA AdA
less A/S  and AJS  and and and and and
AJS AJS AJS AJS AJS

' ASA 5505, 5510: Base license/Security Plus license.

* All models include two security contexts by default, except the ASA 5505 and ASA
5510 Base, which include none.

* A/S = Active/Standby, A/A = Active/Active.

Hinh 2. 18 Tinh niing virtual firewall va high availability cia dong ASA tam trung.

5585-X 5585-X 5585-X 5585-X
SSP-10 SSP-20 S8P-40 SSP-60
Virtual firewalls (security contexts)® 100 250 250 250
High availability* AfA and A/A and AfA and AfA and
AJS A/S AJS AJS

' All models include two security contexts by default, except the ASA 5505 and ASA
5510 Base, which include none.

* A/S = Active/Standby, A/A = Active/Active.

Hinh 2. 19 Tinh ning virtual firewall va high availability trén cac dong ASA cao cap.
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5505 5510 5520 5540 5550 5580- 5580-
20 40
Max VPN through- 100 170 225 325 425 1 Gbps 1 Gbps
put Mbps Mbps Mbps Mbps Mbps
Max [Psec VPN ses-  10/25° 250 750 5000 5000 10,000 10,000
51005
Max S5L VPN ses- 25 250 750 5000 5000 10,000 10,000
51008
' ASA 5505: Base license/Security Plus license.
Hinh 2. 20 Kha niing két néi VPN ciia dong ASA tam trung.
5585-X 5585-X 5585-X 5585-X
SSP-10 SSP-20 SSP-40 SSP-60
Max VPN throughput 1 Gbps 2 Gbps 3 Gbhps 5 Gbps
Max [Psec VPN sessions 5000 10,000 10,000 10,000
Max SSL VPN sessions 5000 10,000 10,000 10,000

Hinh 2. 21 Kha ning két néi VPN ciia dong ASA cao cap.
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2.7 CAC LOAI GIAY PHEP
Giay phép cho phép kich hoat dé dung céc chirc ning cao cap cua firewall ASA tly

vao cac loai gidy phép.

Base license: cho phép str dung cac churc nang co ban.

Platform-specific license: dong ASA 5505 va 5510 c6 thé nang cap Ién security
plus license tir base license dé mé khoa thém mét sb tinh niang bao mat khéc.

Feature licence:cac chirc nang duoc kich hoat mot cich riéng biét.

Feature License

Description

Botnet Traffic Filter

Enables Botnet Traffic Filtering

Strong Encryption

Enables 3DES and AES encryption algorithms for VPN sessions
(free license)

GTP/GPRS Inspection

Enables GPRS Tunneling Protocol inspection (ASA 5520 and
higher)

Cisco IME

Enables the Intercompany Media Engine functionality

AnyConnect Essentials

Enables the maximum number of AnyConnect SSL. VPN clients
only

AnyConnect Premium

Enables the maximum number of AnyConnect SSL VPN clients,
clientless SSL. VPN, and Cisco Secure Desktop features

AnyConnect for
Mobile

Enables AnyConnect client access for Windows Mobile touch
screen devices (also requires AnyConnect Essentials or Premium
license)

Advanced Endpoint
Assessment

Enables enhanced host scanning with Cisco Secure Desktop and
AnyConnect SSL VPN clients

VPN Shared Licensing

Enables a license with a large number of SSL VPN sessions to be
shared among several ASAs

FIPS Validation
License

Enables Cisco AnyConnect SSL VPN client version 2.4 users for
federal agencies requiring Federal Information Processing Standard
(FIPS) 140-2 compliance

Hinh 2. 22 Cac tinh niing c6 thé kich hoat khi mua giay phép feature license.
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Virtualization license: mic dinh, tat ca dong ASA chi c6 hai firewall o (virtual
firewall) hay hai ngit canh bao mat, gidy phép nay cho phép gia ting bdi canh bao
mAt security context ban dau 1a 5,10,20,50 hay 100 hay nang cap tir 5 1én 10, tir 10
Ién 20, tir 20 1én 50, hay tir 100 1én 250 ngit canh context.

Per-user cryptographic UC proxy license: mic dinh ASA cho phép tdi da hai
ngudi ding véi chiic nang UC proxy, gidy phép cho phép gia ting nguoi dung Ién
24, 50, 100, 250, 500, 750,1000,2000,5000 hay 10000 nguoi dung tuy vao cac dong
ASA.

Per-user premium SSL VPN license: gidy phép cho phép gia ting ngudi dung tir 2

nguoi 1én 10, 25, 50, 100, 250, 500, 750, 1000, 2500, 5000, hay 10000 nguoi dung
tiy vao moi dong ASA.
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2.8 Y&u ciu bd nhé cia cac dong ASA

ASA c6 phién ban 8.3 c6 nhiéu tinh ning bao mat hon nén yéu cau bd nhé cao hon.
Cisco cho phép nang cip bo nhé dé chay céc phién ban tir 8.3 trg 1én.

ASA Model Minimum DRAM Minimum DRAM
Required Required
Prior to 8.3 8.3 and Later

5505 256 MB 256 MB

5505 Unlimited User and Security 256 MB 512 MB

Plus

5510 256 MB 1GB

5520 512 MB 2 GB

5540 1GB 2 GB

5550 4GB 4GB

5580-20 8 GB 8 GB

5580-40 12 GB 12 GB

5585-X SSP-10 N/A 6 GB

5585-X SSP-20 N/A 12 GB

5585-X SSP-40 N/A 12 GB

5585-X SSP-60 N/A 24 GB

Hinh 2. 23 Y&u cau b nhé cho phién ban 8.3 tré Ién.
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2.9 Céau hinh ASA véi ASDM (tuan ké tiép)

Budc 1: kiém tra image asdm-713.bin.
e TAcAss10 - HyperTemn [F=rER )

File Edit View Call Transfer Help
|0 = 2 DB

| P

ciscoasalconfig)# dir disk@:

Directory of disk@:/

18 drux 4096 00:13:06 Jan 01 2083 log

20 drux 4096 80:15:12 Jan 01 20083 crypto_archive

104 -rux 0 00:22:16 Jan 01 2003 nat_ident_migrate

I 1105 -rux 1604 00:22:16 Jan 01 2003 8 0 4 O startup_cfg.sav

21 druwx 4096 00:22:16 Jan 01 2003 coredumpinfo

%gg . -rux 1138 80:22:18 Jan 01 2003 upgrade_startup_errors_20083681010
.log

167 -rux 271260928 01:22:48 Jan 01 2003 asa911-k8.bin

188 -rux 18097844 01:23:54 Jan 01 2003 asdm-713.bin

%gg ) -rux 200 01:38:24 Jan 81 2003 upgrade_startup_errors_200301010
.log

%%? ! -rux 2008 00:01:32 Jan 01 2003 upgrade_startup_errors_2008361010
.log

111 -rux 200 00:32:22 Jan 01 2003 upgrade_startup_errors_200301010

0832 .1og

255844352 bytes total (209952768 bytes free)

ciscoasalconfig)# _

Connected 0:00:16 Auto detect 9600 8-M-1

Hinh 2. 24 Kiém tra image ASDM
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Budc 2 khai bao image asdm-713.bin.

B " ASA5510 - HyperTerminal

ESE)

~

O =

File Edit View Call Transfer Help

ciscoasalconfig)# dir disk@:

Directory of disk@:/

10 druwx 4096 00:13:06
20 drwx 4096 A0:15:12
104 -rux 0O 80:22:16
165 -rux 1604 00:22:16
21 druwx 4096 A0:22:16
1086 -rux 1138 00:22:18
822 .1og

187 -rux 27260928 01:22:48
168 -rux 18097844 01:23:54
189 -rux 208 A1:38:24
138.10g

116 -rux 200 00:01:32
601 .1log

111 -rux 200 00:32:22
032 .1log

Jan
Jan
Jan
Jan
Jan
Jan

Jan
Jan
Jan
Jan

Jan

01

2003
2003
2003
2003
2003
2003

2003
2003
2003
2003

2003

250844352 bytes total (209952768 bytes free)

ciscoasalconfig)# asdm image asdm-713.bin

ciscoasalconfig)# _

log

crypto_archive

nat_ident _migrate

8. 0_4 0 startup_cfg.sav
coredumpinfo
upgrade_startup_errors_200301010

asa911-k8 .bin
asdm-713.bin
upgrade_startup_errors_200301010

upgrade_startup_errors_200301010
upgrade_startup_errors_200301010

Connected 0:01:33

Auto detect 9600 8-N-1

Hinh 2. 25 Khai bao image asdm
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Budc 3 kich hoat dich vu http

5 ASAS510 - HyperTerminal [E=NEE

File Edit View Call Transfer Help
D =58 DB

ciscoasalconfig)# dir disk@:

Directory of diskB:/

18 drux 4096 80:13:06 Jan 01 2083 log

20 druwx 4096 00:15:12 Jan 81 2003 crypto_archive

1084 -rux 0 00:22:16 Jan 01 2003 nat_ident_migrate

185 -rux 1604 00:22:16 Jan 01 2003 8 0 4 O startup_cfg.sav

21 drwx 4096 00:22:16 Jan 01 2003 coredumpinfo

%gg | -rux 1138 00:22:18 Jan 01 2003 upgrade_startup_errors_2008361010
.log

107 -rux 27260928 01:22:48 Jan B1 2003 asa911-k8.bin
108 -rux 13097844 01:23:54 Jan 01 2003 asdm-713.bin

m

%gg ) -rux 200 01:38:24 Jan 01 2003 upgrade_startup_errors_200301010

.log

%%? ) -rux 200 00:01:32 Jan 81 2003 upgrade_startup_errors_200301010
.log

%%% ! -rux 2008 80:32:22 Jan 01 2003 upgrade_startup_errors_2008361010
.log

255844352 bytes total (209952768 bytes free)
ciscoasalconfig)# asdm image asdm-713.bin
ciscoasalconfig)# http server enable
ciscoasalconfigl# _

Connected 0:01:59 Auto detect 9600 8-N-1

Hinh 2. 26 Kich hoat giao thirc http
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Budc 4 cho phép 16p mang 192.168.1.0/24 truy cap ASA qua trinh duyét web.

5 ASAS510 - HyperTerminal [E=NEE

File Edit View Call Transfer Help
D =58 DB

Directory of disk@:/

10 drux 4096 80:13:06 Jan 01 2003 log

20 drux 4096 00:15:12 Jan 01 2083 crypto_archive

164 -rux 0 00:22:16 Jan 01 2003 nat_ident_migrate

185 -rux 1604 00:22:16 Jan 01 2003 8_0_A4_0_startup_cfg.sav

21 drux 4096 00:22:16 Jan 01 2003 coredumpinfo

%gg ) -rux 1138 00:22:18 Jan 081 2003 upgrade_startup_errors_200301010
.log

107 -rux 27260928 01:22:48 Jan 01 2083 asa911-k8.bin
168 -rux 18097844 01:23:54 Jan 01 2063 asdm-713.bin

%gg . -rux 200 01:38:24 Jan 01 2003 upgrade_startup_errors_200301010 | .

.log

%%? | -rux 200 00:01:32 Jan 01 2003 upgrade_startup_errors_200301010
.log

%%% . -rux 200 00:32:22 Jan 01 2003 upgrade_startup_errors_200301010
.log

255844352 bytes total (209952768 hytes free)
ciscoasalconfig)# asdm image asdm-713.bin

ciscoasalconfig)# http server enable

ciscoasalconfig)# http 192.168.1.08 255.255.255.0 management
ciscoasalconfigl# _

Connected 0:02:25 Auto detect 9600 8-N-1

Hinh 2. 27 Cho phép dia chi IP truy cap ASA qua giao dién web.
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BuoC 5 lwu cAu hinh vao flash de kich hoat dich vu http

B ASA5510 - HyperTerminal |£|E|éj

File Edit View Call Transfer Help
D =58 DB

165 -rux 1604 00:22:16 Jan 081 2003 8.0 & 0 _startup_cfg.sav

21 drux 4096 00:22:16 Jan 01 2003 coredumpinfo

%gg ) -rux 1138 00:22:18 Jan 81 2003 upgrade_startup_errors_200301010
.log

107 -rux 27260928 01:22:48 Jan 01 2003 asa911-k8.bin
168 -rux 13097844 01:23:54 Jan 01 2003 asdm-713.bin

%gg . -rux 200 01:38:24 Jan 01 2003 upgrade_startup_errors_200301010

.log

%%? ) -rux 200 00:01:32 Jan 01 2003 upgrade_startup_errors_200301010
.log

%%% ) -rux 200 00:32:22 Jan 01 2003 upgrade_startup_errors_200301010
.log

255844352 bytes total (209952768 bytes free)
ciscoasalconfig)# asdm image asdm-713.bin

ciscoasalconfig)# http server enable

ciscoasalconfig)# http 192.168.1.8 255.255.255.0 management
ciscoasalconfigl# write

Building configuration...
Cryptochecksum: 8b9baeb3d 150948bc 8cdd803c 30600440

2523 bytes copied in 3.260 secs (841 bytes/sec)

m

[OK]
ciscoasalconfig)# _
Connected 0:02:47 Auto detect 9600 8-N-1

Hinh 2. 28 Luru ciu hinh vao flash
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Sau d6 truy cap https://192.168.1.1 trén trinh duyét web.

Firefox =

{7 Cisco ASDM 7.1(3)

o

B- 3 A

INIIT
cisco

Cisco ASDM 7.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

i
i . . |
Cisco ASDM can run as a local application or as a Java Web Start application. I
Run Cisco ASDM as a local application
When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using S5L. Running Cisco ASDM as an application has these advantages: i

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

Java Web Start i= required to run A5DM, but it is not installed on this computer.

Install Java Web Start

Copyright @ 2006-2012 Cisco Systems, Inc. All rights reserved. I

Hinh 2. 29 Truy cap ASA qua cong interface management.
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Chon Install ASDM Launcher va chon OK

(o Dang két néi...

€= | & hitps://192.168.11/admin/public/indexhtm 77 ¥ X | | - Google PR 3 #

Cisco ASDM 7.1(3) ol

CISCO

Cisco ASDM 7.1(3) provides an intuitive graphical user interface that makes it easy to set up,
s ' ] ] g

28|

—— —

Y¥éu ciu Xac minh

@ Tén ding nhip va mat khdu dang dugc yéu cdu bdi https://192.168.1.1. Trang web bao:
"Authentication”

Tén ding nhap: |
Mat khau:

| ok || Hiybs

nsia auncner

Run Cisco ASDM as a Java Web Start application

Java Web Start i= required to run A5DM, but it is not installed on this computer.

Install Java Web Start

Copyright @ 2006-2012 Cisco Systems, Inc. All rights reserved.

Pang doi192.168.1.1... I

Hinh 2. 30 Chen Install ASDM Laucher
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Chon Luu Tap Tin dé tai vé

Firefox =

{7 Cisco ASDM 7.1(3)

£ |-

INIIT
cisco

Cisco ASDM i infuiti g i i i o set up, b
configure an Dang m& dm-launchermsi N

Cisco ASDM Ban phai chon dé md:

l ﬁ_,'-’:,' dm-launcher.msi

la: Windows Installer Package (752 KB)

When you g ) your
desktop usi tr https://192168.1.1

* You Ban cd mudn luu tip tin nay khdng?

* One |l

LouTapTin | | Hiybe |

Run Cisco ASDM as a Java Web Start application

Java Web Start i= required to run A5DM, but it is not installed on this computer.

Install Java Web Start

Copyright @ 2006-2012 Cisco Systems, Inc. All rights reserved.
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Hinh 2. 31 Chon lwu tap tin dm-laucher.msi
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Sau khi cai dat Java Runtime Environment 1.7.0.45, chon Run dé cai datASDM.
SR (=@ = ]

| {7 Cisco ASDM 7.1(3) |+ |

P ER- ¥ f#

a
1
]
=}
=]

3
m

(- @ https:/1921681.1/admin/public/indechtm 77 7 &

Cisco ASDM 7.1(3) ol

I1SCO

Open File - Security Warning

Cisco ASDM 7.1(

configure and m The publisher could not be verified. Are you sure you want to
. run this software?
Cisco ASDM can ri

] Mame: ChUsers\WnPro\Downloads\dm-launcher.msi

T S
Run Cisco RS 18 Publisher: Unknown Publisher I

Type: Windows Installer Package

When you run Cis
desktop using S5

" One desid fun | [ cancel |

From: ChiUsers'WnPro\Downloads\dm-launcher.msi your

Always ashk before opening this file

publisher. *ou should only run software from publishers you trust.

|§] This file does not have a valid digital signature that verfies its
.
How can | decide what software to min? I

Run Cisco AS I

Install Java Web Start

Copyright @ 2006-2012 Cisco Systems, Inc. All rights reserved.

Hinh 2. 32 Chon Run dé tién hanh cai dat
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Chon Next dé tiép tuc cai dat

f'l .|~~ ii I 7D @ v x
| ] Cisco ASDM 71(3) |+ .y
6 a7http-:;‘.-;192.168.1.1 fadmin/public/index.htm : c gv 69?35‘5 p n - ‘ ‘ﬁ‘
i vl
Cisco ASDM 7.1(3) st

rd

e e

=

ASDM-IDM Launcher

Launcher v1.5(64) on your computer.

To continue, dick Next.

international treaties.

Welcome to the InstallShield Wizard for Cisco

The InstallShield(R) Wizard will install Cisco ASDM-IDM

WARNING: This program is protected by copyright law and

up,

.......

N

Hinh 2. 33 Chon tiép dé tiép tuc cai dit
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Tiép tuc chon Next

[ FreiocsT (= [=] % )

‘Ej} Cisco ASDM 7.1(3) | + u [
(- @ https://192.168.1.1/admin/public/indechtm 77 7 & v Google PO 3 A

=, Cisco ASDM 7.1(3) ol

CISCO

) ﬁ! Cizco ASDM-IDM Launcher - Installzhield Wizard
Cisco — J—

confi Destination Folder

up,

Cisco Click Mext to install to this folder, or dick Change to install to a different folder. I".

m Install Cisco ASDM-IDM Launcher to:

Wi C:\Program Files\Cisco Systems\AS0OMY,

desl

InstallShield

Hinh 2. 34 Chon Next dé tiép tuc
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Chon Install dé bat dau cai dat
" Fireio =@ = ]
| £} Cisco ASDM 7.13) |+ -

(' (=] https://192.168.1.1/admin/public/indechtm 7.7 7 & ' Google 2 E - ‘ .ﬁ.

Cisco ASDM 7.1(3) ol

CISCO

) ﬁ! Cizco ASDM-IDM Launcher - Installzhield Wizard
Cisco — J—

up,

confi Ready to Install the Program

Cisco The wizard is ready to begin installation.

m Click Install to begin the installation. ]
Whe If you want to review or change any of your installation settings, dick Back. Click Cancel to
de=Hl | exit the wizard.

InstallShield

Hinh 2. 35 Chon Install dé bat dau cai dit
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ASDM dang duogc cai dat

" Fireio =@ = ]
| £} Cisco ASDM 7.13) |+ -
(' (=] https://192.168.1.1/admin/public/indechtm 7.7 7 & ' Google 2 E - ‘ .ﬁ.

Cisco ASDM 7.1(3) ol

CISCO

) ﬁ! Cizco ASDM-IDM Launcher - Installzhield Wizard
Cisco — e —

confi Installing Cisco ASDM-IDM Launcher

up,

Cisco The program features you selected are being installed.
m Please wait while the Installshield Wizard installs Cisco ASDM-IDM Launcher.
This may take several minutes.
Whe
desl Status:

InstallShield

< Back MNext = Cancel

Hinh 2. 36 ASDM dang dwoc cai dat
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Chon Finish dé hoan tat

Chon =3 = |
|} Cisco ASDM 7.13) |+ So
6 @ https://192.168.1.1/admin/public/index.htm c g’ Google AR ¥ A

Cisco ASDM 7.1(3) otliatlh

4] Cisco ASDM-IDM Launcher - InstallShield Wizard [

e e -

up,

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco
ASDM-IDM Launcher. Click Finish to exit the wizard.

Hinh 2. 37 Chen Finish dé hoan tat
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CHUONG 2 NOI DUNG THUC TAP

[CFe =
| £ Cisco ASDM 7.13) |+ il ~
(— a8 https/192.168.1.1/admin/public/index htm - Y - Google pel E 7 ‘ ‘ﬁ“
- INIIT
Cisco ASDM 7.1(3) cleco

Cisco ASDM 7
configure and

Cisco ASDM cz

When you rur
desktop using

Device IP Address [ Mame: |192.168.1.1

Username:
* You c3d

* One ddi Password:

[] Run in Dema Mode

r@ Cisco ASDM LaunchEr " — . =1 —
&L, Cisco ASDM-IDM Launcher .!:;.)s
I Loading cached software. .. | 8% i

[

your

Java Web Start 1= required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright @ 2006-2012 Cisco Systems, Inc. All rights reserved.

Hinh 2. 38 Chon OK dé bit dau quan ly ASA
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Chon Yes dé tiép tuc
R =@ % |

| £ Cisco ASDM 7.13) |+ il -
1 (- @ https:/1921681.1/admin/public/indechtm 77 7 & - Google P E- ¥+ #
I (A LEIR L
Cisco ASDM 7.1(3) T
CISCO
@ Cisco ASDM-IDM Launcher v1.5(64) = £ b
Cisco ASDM 7. o set up,
configure and N
&L, Cisco ASDM-IDM Launcher ;212
Cisco ASDM ¢ —-@ ciISCO
EWaming - Security e ——_—— u
w - N e ) ur
dd | The web site's certificate cannot be verified. Do you
want to continue?
MName: 192,168.1.1
Publisher: A35A Temporary Self Signed Certificate
I [] Always trust content: From this publisher ; I
W The certificate cannot be verifiad by a trusted source, Mare Information...

Hinh 2. 39 Chon Yes dé tiép tuc
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Chon OK dé bat dau

[E5 Cisco ASDM 7.1 for ASA - 1021681, [T
File View Tools Wizards Window Help

|@ Home

frype topic to search

Go
Hooh
% Configuration @ Monksring | (g sme Q¥ refiesh| o Back Ochard‘ ‘? el | l il

cisco
Home o
% &% Device Dashboard | [ Firewall Dashboard |
E Device Information Interface Status |~
ls] General Interface 1P AddressiMask Line Link Kbps
. N ‘ | | |management 192.168.1.1/24 Q w © w 3
Host Name: ciscoasa - N
ASA Version:  9.1(1) Device Uptime: 0d 3h{ Cisco Smart Call Home ]
ASDM Version: 7.1(3) Device Type:  ASA
Firewall Mode: Routed Context Mode: Singlh Anonymous
Total Flash: 256 MB Total Memary: 1024 Help ko improve the ASA platform by enabling anonymous reparting, which allows
Cisco to securely receive minimal errar and heakh information From the device.
3 Leam Mare
VPN Sessions | egistered |
Clientl SSLVPN: 0 AnyC t Cl Configure
entess e Registering this ASA with Smart Call Home (SCH) allows customers with support
contracts to login to the SCH Portal for a personalized view of all ther SCH
Systemn ResolmresStatie { ST T e e e B e |
CPU Usage (percent) providing notification of any device that is impacted by a PSIRT advisory.
o5 - Additionally, registering allows one to receive real-time notiications on problems
o ith the device, as well as the proactive creation of a TAC case.
Learn More
- %0 ol e e, P e e e e
40
. Emai Address: Customize this feature
|| ° ppp p p @ nat enable Smart Call Home 08:17 03:18 03:19
Memary Usag (MB) oK | [Remind Me Late 1
1000
800
600 ! ’—‘ ’_“I 1
ZB1ME EN 20 = o

Latest ASDM Syslog Messages

ASDM logging s cisabled. To enable ASDM logaing with informational level, click the button below.

Ensble Logging

Device configuration loaded successfully <admin> 15

| Shadow Mode |

Hinh 2. 40 Chen Ok dé vao giao di¢n quan ly
Giao dién ASDM

[ Cisco ASDM 7.1 To

File View Toals Wizards Window Help

Go
Hooh
@ Home @ Monksring | (e sme Q¥ refissh| o Back () Forward | ‘? el | il
=

o Configuration cisco
Device Seti Configuration > Device Setup > Startup Wizard

o
? srarrup Wizard
B8 Interfaces
=] 4%» R‘uul\ng
42 Static Routes
Route Maps
Prefix Rules

& topic to search

Click the "Launch Startup Wizard" button to stark the wizard.

n " Device List

Startup Wizard

The Cisca ASDM Startup Wizard assists you in getting your
OSPFV3
Cisco Adaptive Security Appliance configured and running. Use
RIP
this wizard to create a basic configuration that enforces
EIGRP security policies in your network.

Multicast
.. Proxy ARP/Neighbor Discove| The Startup Wizard can be run at any time and will be initialized
~f? Device Name/Password with values from the current running configuration.
F1-) System Time
= Clock
~@ Nt

EtherChannel

g’ﬁ Frewal

;‘Q Remote Access VPN

@ Site-to-Site VPN

@ Device Management

»

Launch Startup Wizard

Device configuration refreshed successfully. <admin> 15

| Shadow Mode

Hinh 2. 41 Giao dién chinh caa ASDM

49



CHUONG 2 NOI DUNG THUC TAP

C4u hinh c4c cong interface

ype topic to sea

alialn
cisco

> Device Setup = [m]

save Q¥ Refresh | €3 Back () Fernard| D Heb|

Subnet Mask e Type e Active Add -
343+ Routing Prefix Length MAC Address

- 4%» static Rautes I ) O = - N
Route Maps Ethernet0/1 Disabled Hardware —
Ethernetof2 Disabled Hardware [ pelete |
Ethernetd/3 Disabled Hardware
Management0/0 managz...  Enabled 100 192.168.1.1 255.255.255.0 Hardwarz/Management Only 1,500

Interface Name st O g
Level

n ] Device List

EIGRP
Mulicast
.. Proxy ARP/Neighbor Discove|
~§? Davice Mame/Password
£ System Tine
@) ock
[o L]
i EtherChannel

A —T—
£, Devie setup
%amﬂ

" r

nablz traffic between bwo or more interfaces which are configured with same security levels

nablz traffic between bwo or more hosts connacked to the same interface

: Device Management
. ) G

Device configuration refreshed successfully. <admin> 15

| Shadow Mode

Hinh 2. 42 Céc céng interface ciia ASA 5510
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Chon Edit dé cau hinh cong Ethernet 0/0 inside

ype topic to search

alialn
cisco

General | Advanced | IPv6
Active Add -

Hardware Port:  Ethernet0fo Configure Hardware Properties. MAC Address
! I

Delete

= Interface MTU
=43+ Routing

L..43» Static Routes Ethernet0/0
Routs Maps Ethernet0]1 Interface Nam:
Prefix Rules Ethernet0/2
OSPF Ethernet0/3
OSPFV3 Management0/0 Dedicate this interfaca to management only ent Only 1,500

EIGRP Channel Group: I:l

Multicast
- [&9 Proxy ARPNeighbor Discove|
& Device Name/Password

Security Level

-3 System Time IP Address
v g :':;k s& Satic IP Obtain Address via DHCP () Use PPPCE

= EtherChannel

IP Address:  [192.168.10.1 |

Description:

Enable traffic Ji|

Enable traffic Jj|

ok | [ cancal || Hep |

» v T F

Device configuration refreshed successfuly. | |<admm> \15 \

||| Shadow Mode

Hinh 2. 43 Chen Edit dé nhap dia chi IP va dit tén cho interface

Sau d6 chon Apply dé luu cau hinh

ype topic to search

alialn
cisco
o
Add
3| Interface Name State Security o pddress SCbOet Nl Group Type MTU LI hd
543+ Routing Level Prefix Length MAC Address
"3 st Rouess [ hwdwws | s
Rauts Maps Ethernst0/1 Hardware o
54 Prefix Ruies Ethernet0/2 Disabled Hardware D
OSPF Ethernet0/3 Disabled Hardware
OSPFV3 Management0/0 manage... Enabled 100 192.168.1.1 255,255, 255.0 Hardware[Management Only 1,500
RIP
EIGRP
Mulkicast
.- [39 Proxy ARP/Neighbor Discave| -
f? Device Name Password [ Please wait.. =
-3 System Time
@ Clock
@ e Please wait whie ASDM is loading the current configuration
~Za EtherChannel IE Eomlouceces
17%
Discovering Device Version. ..
4 . »
("] Enable traffic between two or more interfaces which are configured with same security levels
Enable traffic between twa or more hosts connected ko the same interface
» repy
Discovering Devce Verson. .. [ |<atnin> 15 \ | [ Shadow Mode

Hinh 2. 44 Chen Apply dé hru lai ciu hinh
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Khi thoat ASDM, chon Save dé luu cau hinh vao flash

vpe tapic to search
alialn
cisco
Q@ o e ion > Device Setup > o
42 Startup Wizard
Y Security Subnek Mask Active Add -
e Interface Hame Shate Tovel P Address Prefix Length Group Type MTU MAC Address
e
4% Static Routes L ledwae | lsol ]
1, Route Maps Fthernet0)1 Disabled Hardware JE—
B Ethernet0[2 Disabled Hardware Bee
Ethernet0/3 Disabled Hardware
Management0/0 manage...  Enabled 100 192.168.1.1 255.255.255.0 Hardware/Managzment: Only 1,500
EIGRP
Multicast
.. Proxy ARP/Neighbor Discove|
~§? Davice Mame/Password ' . y
Configuration Modified
S St onfiguration Modif =)
@) ock
[o L]
=g EtherChannel The configuration has been madified. Do you want to save the running
& configuration ta flash memary?
LU [
nable traffic batwezn twa or more interfaces which are configured with same security levels
nable traffic betwezn kwo or more hosts connected ko the same interFace
Device configuration loaded successfully | |<admm> 15 | m Shadow Mode

Hinh 2. 45 Chen Save dé lwu cdu hinh vao Flash
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