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Lab 5.6b Configuring AAA and RADIUS

Learning Objectives

¢ |Install CiscoSecure ACS
e Configure CiscoSecure ACS as a RADIUS server
e Enable AAA on a router using a remote RADIUS server

Topology Diagram

— Q
_ A .50 o

192.168.10.0 /24 Host

Scenario

In this lab, you will set up CiscoSecure ACS as a RADIUS server. You will also
set up R1 to use authentication, authorization, and accounting (AAA) with
reference to the RADIUS server. Because RADIUS is an open, standards-
based protocol, many implementations are available. This lab shows how to
configure CiscoSecure ACS. However, you could use a different RADIUS
software solution. If you are using another RADIUS solution, configure the
server similarly to the configuration used for ACS. The router configuration is
the same regardless of the software server used.

Step 1: Configure the Interface

Configure the router interface shown in the topology diagram.
R1(config)# interface fastethernet0/0

R1(config-if)# ip address 192.168.10.1 255.255.255.0
R1(config-if)# no shutdown

Configure the IP address of 192.168.10.50/24 on the host.

Verify that you have connectivity between R1 and the host with the ping
command.

R1# ping 192.168.10.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
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Step 2: Install CiscoSecure ACS
If you have already installed CiscoSecure ACS, go to step 3.

This step guides you through installing the 90-day trial version of CiscoSecure
ACS. After you download the trial and extract it, run Setup.exe.

Note: At the time of this writing, CiscoSecure ACS only runs on Microsoft
Windows Server Editions. You cannot run CiscoSecure ACS on Microsoft

Windows XP.

Cisco Secure ACS

Cisco SrsTems

Figure 2-1: CiscoSecure ACS Splash Screen

After reading the terms of the license agreement, click ACCEPT.
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CiscoSecure ACS ¥4.1 Setup | x| |

Please read the Following license agreement. Use the scroll bar ko
read the entire agreement,

JOFTWARE LICENSE AGREEMENT ﬂ

PLEAZE EEAD THIS SOFTWARE LICENIE AGREEMENT
CAREFULLY EBEFORE DOWHLOADING OR TU3ING THE
S0FTWARE.

BY CLICEING 0N THE "ACCEPT™ BUTTON, OPENING
THE PACELGE, DOWNLOADING THE FRODUOCT, OR
T3IN: THE EQUIFMENT THAT CONTATNS — THIA
FEODUCT, YOO ARE CONSENTING TO BE BOUND BY
THIS AGREEMENT. IF ¥0U DO NOT AGREE TO ALL
O0F THE TEERM: 0OF THIS AGREEMENT, CLICE THE LI

Do wiou accepk all of the terms of the CiscoSecure ACS w41 Software
License Agreement?

Do MOT &CCEPT |

Figure 2-2: CiscoSecure ACS License Agreement
Click Next to continue the installation process.

Welcome | x| |

Welcome ko the CiscoSecure ACS Setup program. This program
will inskall CiscoSecure ACS on your compuker,

We strongly recommend that wou exit all Windows programs
before running this Setup proagrarm.

Click Cancel ko quik Setup and then clase any programs yau
have running,  Click Mext to continue wikth the Setup program,

WRRMIMG: This program is protected by copyright law and
international treaties,

IUnauthorized reproduction or distribution of this program, or
any parkion of it, may resulk in severe civil and criminal penalties
and will be prosecuted to the maximum extent possible under
law,

Cancel |

Figure 2-3: CiscoSecure ACS Installation Wizard
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Verify that all the requirements in the checklist are satisfied and check all the
options before clicking Next.

Before You Begin |

BEFORE ¥0OU BEGIM. the following items must be
complete:

¥ End-user clients can successfully connect to A&4 cients
V¥ This Windows Server can ping the A&4 clients

v Ay Cisco I0S 384 clients are running Cisco 105 release
11.1 or later

I Microsoft Internet Explarer ¥&6.0 5P1 or Mekscape 5.0 |s
nstalled

When vou have completed all of these items, check each one
and then click Mext,

If theze items have not been completed, do not
proceed with the installation of CizcoSecure ACS.
Click Cancel and complete theze items.

Excplain == < Back I Mext = I Cancel

Figure 2-4: CiscoSecure ACS Pre-Installation Checklist

Use the default installation folder and click Next.
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Choose Destination Location |

To inskall to this Folder click Mesxt,

To install to a different folder, click Browse and select another
Folder,

Browse, .. |

< Back I Mext = I Cancel

Figure 2-5: CiscoSecure ACS Installation Location

CiscoSecure has the ability to check the Windows User Database. However, for
this lab, choose to authenticate using the internal database only. Click Next.

Authentication Database Configuration |

CiscoSecure ACS offers the option to authenticate against the
user accounts thak already exist in the Windows User
Database, Otherwise, each username musk be entered in the
A5 Internal Database,

% Theck the ACS Internal Datahase only:
i~ fdlso check the Windows User Database

To control dial-in security Fram within Windows, CiscoSecure
B3 also offers the option to reference the "arant dial-in
permissian b user” setking under the Windaows User accounkt b
permitfdeny dial access.

™| ves, refer to "Grant disl-in permission ta wser! setting

For additional details, click Explain, Explain == |
< Back I Mext = I Cance| |

Figure 2-6: CiscoSecure ACS Authentication Database Options
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The installer will then begin copying files and registry keys. This process may
take a few minutes.

< Setup

CiscoSecure ACS v4.1 90-Day Trial for Windows Server

Installing Suppartfiles..

Figure 2-7: CiscoSecure ACS Installation Progress Indicator

At the end of the installer, you are prompted whether you want to see any
advanced configuration options in the user interface. You do not need to select
any of these. Click Next after reviewing the options.
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Advanced Options |

Select which advanced options ko be displaved in the
CiscoSecure &5 user interface.,

- gser Lewvel Metwork Access Restrickions:

[ Group Level Metwark Access Restrickions

[~ Max Sessions

[ Defaulk Time of Daw/Day of Week Specification
[ Distributed System Settings

[T Database Replication

These advanced opkions along with okher Features thak wou
may choose ko display or hide from the user interface can also
be selected From within CiscoSecure M5 after installation is
complete,

Excplain == | Mext = I Cancel

Figure 2-8: CiscoSecure ACS Advanced Configuration Options

Keep the default settings in the next step of the installation wizard and click
Next.

Active Service Monitoring |

Remedial Action on Log-In Failure

¥ Enable Log-in Monitoring

Scripk ko execuke:  |*Restart all j

Mail Motifications

[” Enable Mail Motifications

SMTP mail server: |

Mail account b nokify: |

Explain == < Back I Mext = I Cancel

Figure 2-9: CiscoSecure ACS Log-In
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You must create a password for ACS internal database encryption. It must be at
least eight characters and contain both letters and numbers. In the example
below, “ciscoacs4” is used as the password. After configuring the password,

click Next.

CiscoSecure ACS Seryice Initiation

Can gain access to the database,

Enker a passwiord for ACS Internal Database encryption, The
password should be at least 3 characters long and should
contain both characters and digiks,

Mote: This password may have to be used when critical
problems arise and the database needs to be accessed
manually. Keep this passwiord at hand sao that kechnical suppart

|

Mew Password: Akttt

Confirmm Flew

shpeskchohobohiheok
Password:

Mexk = I Zancel

Figure 2-9: CiscoSecure ACS Password Configuration

Choose to start the ACS service on the host now. You should also select the
option to start the administration window after the installer ends to verify the

installation. Click Next after selecting the options.
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CiscoSecure ACS Service Initiation

Setup has finished instaling CiscoSecure ACS on this compuker,
CiscoSecure ACS runs as a Service on Windows Server. Setup
can skark this service For you now,

Bukamatically launch CSAadmin o continue setting up users,
groups, and network access servers,

Additionally, Setup can display the Readme file that contains
pertinent information about this release.

Choose the options yau would like:

v Yes, I wank to start the CiscoSecure ACS Service now

V¥ ves, I wank Setup ba launch the CiscoSecure ACS
Adriniskrator Fram my browser Following installation

[™ ¥es, I wark ko view the Readme filei

Figure 2-10: CiscoSecure ACS Service Configuration

Read the instructions and click Finish. You should also make sure your
computer is compliant with all ACS access requirements, complying with the
supported versions of Internet Explorer and the Java Runtime Environment.

Setup Complete |

Ciscosecure A5 is HTML Java-based, making it possible to
manage CiscoSecure ACS From Microsoft Internet Explarer wi,0
SP1 or later or Metscape «7.02 or later browsers ansvwhere in
the nebwork,

& CiscoSecure &C5 Admin shortout icon has been placed on
wour Windows Deskkop. Click this icon to launch wour browser
and CiscoSecure HiCS,

After wour browser lnads CiscoSecure ACS, dick the button at
the bottom of the CiscoSecure ACS Welcome screen For
firsk-time installation instructions,

For optimal performance of CiscoSecure &CS, enable your
broweser option ko check for newer versions of stored pages
every visit ko the page.

To operate Ciscosecure A5 From a browser different From thak
used by the shortcut, enter one of the Following LURLs in the
browser address window: http:/f <server IP address=: 2002 or
http: ff127.0.0.1:2002.

Figure 2-11: CiscoSecure ACS Installation Complete Window
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If the CiscoSecure ACS administrative screen comes up when the installer
ends, it was successfully installed.

Step 3: Configure Users in CiscoSecure ACS

If CiscoSecure ACS application is not open, start it by clicking the Start button
and choosing Programs > CiscoSecure ACS v4.1 Trial > ACS Admin.

4 CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | f,'
S Back - €3 - [ [2] . | ) Search <7 Favorites @ Media &2 | - s B
Address |2§| http:/{127.0.0.1: 1065/ | B e |Links »

Cisco SysTEMs

Cisco Secure ACSv4.1

u " ' '
@ | Setup Iz‘ Log Off | Select "Log Off" to end the administration sessian.

Group
Setup

% Shared Profile
Comnponents

CiscoSecure ACS v4.1 offers support for multiple A44 Clients and advanced TACACS+ and
RADIUS features. It also supports several methods of authorization, authentication, and
accounting (A4a) including several one-time-password cards. For more information on
CiscoSecure products and upgrades, please visit http:/www. cisco.com,

Network
Configuration

==
S

Fps Sustem
Configuration

Interface
Configuration

Administration
Contral

A | Escternal User
F
jt'j | PelieEas CiscoSecure ACS Trial
Fastura Releas_e 4.1{13 Builq 23
Saodl] alidation Copyright ©2006 Cisco Systems, Inc.
o1 Copyright ©1991-1992 RS54 Data Security, Inc, MDS Message-Digest algorithm, &ll rights reserved,

Profiles Copyright ©1989, 1993 The Regents of the University of California. All rights reserved

Copyright ©1986 University of Toronto, All rights reserved,

@ | Eef_or_tsand Copyright ©1985-2000 Microsoft Yisual C++ Yersion 6.0. all rights reserved.

stivity Copyright ©1997-2000 InstallShield Software Carporation. &ll rights reserved.

7 | Online All other trademarks, service marks, registered trademarks, or registered service marks mentioned in this document are

s | Documentation | the property of their respective owners. \Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent possible under the law.

i

2]

|Ej Applet appPing started ’_ l_ ’_ |O Internet 4

Figure 3-1: ACS Home Page

Click the Network Configuration button on the left side. On this screen, you
can configure AAA clients directly. Click Add Entry under the heading AAA
Clients.
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oSecure ACS - Microsoft Internet Explorer

Edit

Filz Wietw

Favorites

Tools  Help

o Back -

D - [ [

A | - Search < - Favorites @ Media 4= - in

Address |&] hetpsjj127.0.0,

1:27524/

B> = |Links »

Cisco SysTEMs

User
Setup
Group
Setup
% Shared Profile
Comnponents

Network Configuration

N K —

AAA Clients

Seq

| AAA Client Hosthame

2l

AAA Client IP Address | Authenticate Using

Network |

None Defined |

Configuration

w2

o Systern
= Configuration

Interface

Configuration

Add Entry Search |

Administration
Contral

‘%Q AAA Servers ﬂ

{3

External User
Databazes

e

Posture
Validation

Netwark Accesd]
Profiles

ﬁ

Reports and
Aotivity

o
3
S
£l

Docurnentation

| AAA Server Name | AAA Server IP Address | AAA Server Type

|192.168.10.SD

| odlSuperServer | CiscoSecure ACS

Add Entry | Searchl

@ Back to Help
-1 |

[x]

* MNetwork Device Groups

* Adding a Network Device Group —
* Editing a Network Device Group
* Deleting a Network Device Group
* Searching for Network Devices

* AAA Clients

* Adding a AAA Client

* Editing a AAA Client

* Deleting a AAA Client

* AAA Servers

* Adding a AAA Server

* Editing a AAA Server

* Deleting a AAA Server

* Proxy Distribution Table

* Adding a Proxy Distribution
Table Entry

* Sorting Proxy Distribution Table
Entries

* Editing a Proxy Distribution
Table Entry

* Deleting a Proxy Distribution
Table Entry

Mote: This page changes
depending your interface
configuration. If you are
using Metwork Device

Groups (MDGs), after vou

=
4| | v

|Ej Applet starkStop starked

’_ l_ ’_ | mternet v

Figure 3-2: ACS Network Configuration Page

Configure R1 as a RADIUS client as shown below, and then click Submit +

Apply.
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oSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | "J'

QBak - &) - ¥ 2] | - Search < - Favorites @ Media 4= | - B

Address [@] http:j/127.0.0.1:20193/ | Een |'—ink5 i
tsco Susreus — Network Configuration x|

-
@ | User
Setup
* AAA Client Hostname

ﬁ | Eeiue Add AAA Client ® AAA Client IP Address

Shared Secret

==
=
=y

% | Shared Profile

Network Device Group
Comnponents

Add Client |R1 * RADIUS Key Wrap
Q ggmg:l;ah_on Hostname ¢ Authenticate Using
. 192.168.10.1 -~ * Single Connect TACACS+ AAA
= Add Client IP —I "
% System ad tlient
il gl Address | ¢ Log Update/Watchdog Packets
T from this AAA Client
Configuration Shared Secret |ciscosecret * Log RADIUS Tunneling Packets
from this AAA Client
ggmnoilstratim * Replace RADIUS Portinfo with
RADIUS KEV WI’EI[J Usermame from this AAA Client
i1 | Estternal User K # Match Framed-IP-Address with
3@ | Databazes Key Encryption Key I user IP address for accounting
packets from this AAA Client
Fosture MBSSEIgE'.,
oanal] i 5id ation Authenticator Code |
’ Key
L iofilss Key Input Format © 45CII ® Hexadecimal AAA Client Hostname

Reports and
@ Aotivity The a8a Client Hostname

. . " is the narme assigned to
& | Online Authenticate Using |RADIUS (Cisco I05/PIx 6.0) j the As8 cient
Docurnentation
r Single Connect TACACS+ AAA Client (Record stop in accounting on [Back to Top]
failure)
) ) AAA Client IP Add
[T Log Update/watchdog Packets from this aas Client e i
) ) ) h i dd
[T Log RADIUS Tunneling Packets from this Aaa Client ?;teh?f: géedrr':slsp Addrass
aszigned to the Asd
[T Replace RADIUS Port info with Username from this ass Client dient.
r Match Framed-IP-Address with user IP address for accounting packets If yau want to designate
from this aas Client rmore than one Aaa dient

with & single AAA client
entry in ACS, you can
specify the IP address for

- ) h And clisnt ta b
Submit I Submit + Apply Cancel - re:;resent:éegv tﬁisiAA

client entry, To separate
each IF address, press
Enter.

=
|2£| Applet encryptor started l_ l_ l_ |O Internet

Figure 3-3: ACS AAA Client Configuration

You should now be able to see R1 listed as a AAA client on the network
configuration screen.

12-19 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 5-6b Copyright © 2007, Cisco Systems, Inc



oSecure ACS - Microsoft Internet Explorer

QBack - &) - (] [2] . | - Search <7 Favarites ' Media &2 | - in
Address |2§|http:ﬁ12?.0.0.1:20193; | B e |Links »
tsco Susreus — Network Configuration x|

-

Network Device Groups

User
Setup

ﬁ | Group * Adding a Network Device Group
Setup A
‘%Q AAA Clients ? e Editing a Network Device Group

B |82::§§n2;%§"9 |AAA client Hostname |AAA Client IP Address | Authenticate Using * Deleting a Network Device Group:—

* Searching for Network Devices
* AAA Clients

—— | Bl |192.168.10.1 |RADIUS (Cisco I0S/PIX 6.0)

Configuration

* Adding a AAA Client

5| Sustemn e .
Configuration Add Entry | Search | e Editing a AAA Client

71

* Deleting a AAA Client

Interface * AAA Servers

Configuration

* Adding a AAA Server

Contrar ‘%Q Gl T 2] e Editinga AAA Server
T B | AAAServerName | AAA ServerIP Address | AAA Server Type ERDEl=tngSIARAlServer
3@ | Databazes X * Proxy Distribution Table
| odiSuperServer |192.168.1D.SD | CiscoSecure ACS e Adding a Proxy Distribution
pitadingisil-Ro Xyl bisTanunon)
oooo|| Posture
Walidation Table Enty

* Sorting Proxy Distribution Table
Entries

; Add Entry | Searchl
Network Bccess

I Profiles Editing a Proxy Distribution

Table Entry
R t d
@ Azfi?:;tgs = ) * Deleting a Proxy Distribution

¢ Back to Help Table Entry

ﬁ

o
3
S
£l

Docurnentation

Mote: This page changes
depending your interface
configuration. If you are
using Metwork Device
Groups (MDGs), after vou
click Metwork
Configuration in the
navigation bar, only the
Metwark Device Groups
table and Praxy
Distribution Table
inforration appear, If vou
are not using MDGs, the
And Clients table and the
Aft Servers table appear
in place of the Metwark
Device Groups table,

=
4| | v

|2£| Applet encryptor started l_ l_ l_ |O Internet 4

Figure 3-4: ACS Network Configuration Page, with Changes Applied

Click the User Setup button on the left side. Add a user named “cisco,” and
then click Add/Edit.
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ternet Explorer

File Edit Yiew Favorites Tools Help

Qeeck - © - 14 [2)

-2 B

. | - Search < - Favorites @ Media 4=

Address I’.Gj http:ff127.0.

1:27524f

B> = |Links »

Cisco SysTEMs

User

Setup
Group
Setup

% Shared Profile
Comnponents

MNetwork
Configuration

o Systern
Configuration

Interface
Configuration

|

Administration

Contral

3 A | External User
E Databazes
Faosture

LDl Validation

Netwark Accesd]
Profiles
Reports and
Aotivity

Docurnentation

o
3
s
£l

User Setup

o0t . Jwp ___________________E

User: [cisco

List users beginning with letter/number:
ABCDEFGHIJELH

List all users |

Remaove Dynamic Users |

? Back to Help |

[x]

User Setup and External User Databases

Finding a Specific User in the ACS Internal Database
Adding a User to the ACS Intermnal Database

Listing Usernames that Begin with a Particular Character
Listing All Usernames in the ACS Internal Database
Changing a Usermame in the ACS Internal User Database
Remove Dynamic Users

User Setup enables you to configure individual user
information, add users, and delete uszers in the database.
User Setup and External User Databases

Before ACS can authenticate users with an external uzer
database:

ou must have the database up and running on the external
server, For example, if you are using token card
authentication, your token server must be running and
propetly configured,

“fou rmust have configured the applicable parareters in the
External User Databases sedion,

Mote: User Setup configuration overrides Group Setup
canfiguration.

If you rely on the Unknown User Paolicy in the External User
Databases secion to create entries in the ACS internal
database for users defined in an external user database,
uzernames cannot be located or lizted here until the uzer has
successfully authenticated once,

External user databaze modification must be done from within
the external user database itself, For added security,
authorization, and accounting purposes, User Setup keeps
track of uzers who authenticate with an external user
databasze, User Setup lets you configure individual user
information, add users, and delete uszers in the ACS internal

|®j Applet encryptor started

N

|i ’_ l_ ’_ | mternet

Figure 3-5: ACS User Configuration Page

Assign the real name to be your own name, and set the password to “cisco.”
Click Submit.

14 -19 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 5-6b Copyright © 2007, Cisco Systems, Inc



/A CiscoSecure ACS - Microsoft Internet Explorer [_[=5]x]

e e e m— ‘ "

QBack ~ ) - [¥] 2] (0| P search s Favorites @ vedia £ | 1+ i B
agdress [&] hitpsif127.0.0.1:27524] T Be ‘L\n)@ ®

Cisco Srsteus User Setup _IZ|
Edit " A

User: cisco (New User) * Account Disabled

Graup s D g mame
Sstup

* Supplementary User Info
[ ™ account Disabled | e ——
# Password Authentication

* Group to which the user is assigned

Supplementary User Info 2]

Real Name Cisco Router
Description Test Account

| User Setup ﬂ

Rassword Authentication:

.
ACS Internal Database = * TACACS+ Duthound Password

CiscoSecure PAP (Also used for CHAP/MS-CHAP/ARAP, if the Separate * TACACS+ Shell
field is not checked.) . ization for Network Device
Repartsand
% | otivity Password |.“.. ® TACACS+ Unknown Sarvicas
+ IETF RADIUS Attributes
Confirm Passwaord [esses e

* RADIUS Vendor-Specific Attributes
™ Separate (CHAR/MS-CHAP/ARAR)

Password |

Confirm Password | Account Disabled Status

When a token ssrver is used for authentication, supplying a separate Select the Account Disabled check bax to disable this account; clear the check box ko enable

CHAP password for a token card user allows CHAP authentication. This
is especially useful when token caching is enabled.

[Back to Top]
Group to which the user is assigned: Deleting a Username
S n et
Callback

[Back to Top]

@ Use group setting
Mo callback allowed on in any supplarnantsl user infarmation boxes that appear. To
add or change fi Interface Configuration, then dick User Data Configuration, You
€ callback using this number can cenfigure up te five fields,
' Dialup client specifies callback number _I [Back to Top]
Submit | Cancel Passwror rd Authentication i
€] Applet encryptor started [ [ | | mkemet

Figure 3-6: ACS Add New User Page

Why would a company want to use a centralized authentication server rather
than configuring users and passwords on each individual router?

Step 4: Configure AAA Services on R1

On R1, enable AAA with the aaa new-model command in global configuration
mode. Then set up the default login authentication list with the aaa
authentication login default method1 [method2] [method3] command. You
may create a list of authentication methods. Configure the list to first use
RADIUS for the authentication service, and then enter the none keyword. If no
RADIUS server can be reached and authentication cannot be performed, the
router globally allows access without authentication. This is a safeguard
measure in case the router starts up without connectivity to an active RADIUS
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server. You could alternatively configure local authentication as the backup
authentication method instead.

R1(config)# aaa new-model
R1(config)# aaa authentication login default group radius none

Note: If you do not set up a default login authentication list, you could get
locked out of the router and need to use the password recovery procedure for
your specific router.

Specify a RADIUS server using the radius-server host hostname key key
command. The hostname parameter accepts either a hostname or an IP
address. The key is a secret password shared between the RADIUS server and
the AAA client and used to authenticate the connection between the router and
the server before the user authentication process takes place.

R1(config)# radius-server host 192.168.10.50 key ciscosecret

Next, create a unique authentication list for Telnet access to the router. This
does not have the fallback of no authentication, so if there is no access to the
RADIUS server, Telnet access is disabled. To create an authentication list that
is not the default list, use the global configuration command aaa authentication
login name methodl [method2] [method3]. Name the authentication method list
“telnet_lines.” To apply the list to vtys on the router, issue the login
authentication name command in line configuration mode.

R1(config)# aaa authentication login telnet_lines group radius
Ri(config)# line vty 0 4
R1(config-line)# login authentication telnet_lines

Given the configuration described above, if you enter a username and
password pair stored in the ACS authentication database, and the router can
reach and use the authentication methods available through RADIUS, would
the user be permitted to access the router?

If you enter a username and password pair not stored in the ACS authentication
database and the router can reach and use the authentication methods
available through RADIUS, would the user be permitted to access the router?
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If you entered a username and password pair stored in the ACS authentication
database, but the router could not reach a RADIUS server, would the user be
permitted to access the router?

You can test your configuration by opening a Telnet session from the host to
R1. Click the Start button and choose Run. Enter the cmd command in the
Run dialog box, and click OK. At the command prompt, issue the telnet host
command. At the login prompt, use the login credentials created earlier: the
username and password are both “cisco.”

W WINDOWS  system32' cmid.exe

Microsoft Windows [Uersion 5.2.37981
CC» Copyright 1785-2003 Microsoft Corp.

C:~Documents and Settings“Administrator>telnet 172.168_.10.1_

Figure 4-1: Host Telnets to R1
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¢t | Telnet 192.168.10.1

Uzer Access WVerification

Uzsername: cisco
Paszsword:

Rl _

Figure 4-2: Test AAA Authentication Using Telnet

If your session with the router console port times out, you may have to log in
using the default authentication list.

Which authentication database does the current default authentication list
query?

Why is it advisable to assign redundant authentication methods when using
AAA?

Final Configuration

R1# show run
hostname R1
1

aaa new-model
1
aaa authentication login default group radius none

aaa authentication login telnet_lines group radius
1

interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0
no shutdown
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L
radius-server host 192.168.10.50 auth-port 1645 acct-port 1646 key ciscosecret

!
line vty 0 4
login authentication telnet_lines

end
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