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Ghi Chu :

- Ngw¢&i dung truy cap internet va
dwoc quan ly thong qua ISA 2006
-May chid: ML370,

- Access point :

Mail,Proxy,
Domain

- Hé thong dudc chia 1am hai 16p
- Ldp 1 : Internet connection.
L6p 2 : Vung local area network hay con goi 1a mang ndi bo (LAN )

B. Thié€t minh k§ thuit cac thi€t bi ctia cac 16p .

I. Lép 1: (Internet connection).
Hé Thong Pinh Tuyén ADSL:
Céc loai router ADSL ma nha cung cAp dich vu internet yéu cau, l1am nhiém vu chinh dinh
tuy&n va két ndi internet bing thong rong, dugc dit tai mit ngoai cda hé thong mang LAN, k&t ndi
truc ti€p dén hé thdng tudng la.

Tuong Ira: Cisco 5510 appliance
system.

- La thi€t bi chuyén dung vé tudng la
cda nha sdn xuit va tich hop hé th6ng mang Cisco .
- Céc thong s6 k§ thuit nhu sau ;
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Cisco ASA 5500 Series Adaptive Cisco ASA 5510
Security Appliance Models

Firewall Throughput Up to 300 Mbps

Concurrent Threat Mitigation Up to 150 Mbps, with AIP-SSM-10

Throughput (Firewall + Anti-x

Services)

3DES/AES VPN Throughput Up to 170 Mbps

Connections 32,000/64,000"

IPSec VPN Peers 50/150"

WebVPN Peers 50/150"

Integrated 1/O Ports 3 Fast Ethernet + 1
management/5 Fast Ethernet”

Virtual Interfaces (VLANS) 0/10”

Security Contexts Not supported

High Availability/Scalability Not supported / Active/Standby”

II. Lép 2: (Vang mang LAN):
Viung LAN la noi dit cdc mdy chu dung chung cho cdc ngudi diing trong co quan .

1. Server:

La thanh phian khong thé thi€u dudc trong mang intranet . Uéc tinh c¢6 khodng 20 ngudi sé& st
dung hé thong thu tin dién ti d€ trao d6i thong tin. Do d6 hé thong mdy chii phdi ddp Wng dudc
nhitng chiic ning va yéu ciu sau: Sharing files, quan Iy truy cap internet va quin 1y domain.

CAu hinh server HP ML 370 G5 :

- Processor(s) (1) Dual-Core Intel Xeon Processor 5150 (2.66 GHz, 65 Watts, 1333 FSB)
- Cache Memory 4MB (1 x 4MB) Level 2 cache
- Memory 2 GB (2 x 1GB) PC2-5300 Fully Buffered DIMMs (DDR2-667) ,1 memory
card
- Network Controller Embedded NC373i Multifunction Gigabit Sever Adapters
- Storage Controller HP Smart Array P400/256MB Controller (RAID 0/1/1+0/5)
- Hard Drive HP146GB 10K SAS 2.5" Hot Plug
- Internal Storage 1.168TB maximum
- Optical Drive 48x CD-ROM Drive,
- Power Supplies 800-Watt CE-mark compliant Hot-Plug
- Form Factor Tower,
- Keyboard, Mouse, No monitor
e Quén ly viéc thu tin dién tt giita cdc user thoc hé thong mang intranet cla cong ty
va v@i cdc ngudi dung khac ngoai internet.
e Hé thong phdi c6 tinh sin sang cao, d€ khi c6 sy c¢d xdy ra ¢ su c6 xdy ra c6 thé
nhanh chéng khic phuc thay th€ khong 4nh hudng dén hoat dong clia ngudi sit dung.
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e C6 tinh ning dé dang cai dat va qudn tri thong qua cdc giao dién thin thién véi
ngudi st dung nhu giao dién dang web.

e Cung cip ddy dd cdc cong cu d€ c6 thé d& dang nang cAp chuyén d6i hé thong.

e Cho phép tu dong thong bdo trd 15i khi ngudi st dung di ving.

e Céic kha ning chdng tré khi chuyén nhin thu.

e Cho phép tim ki€m tén va dia chi ngudi stt dung thu tin dién ti.

e (C6 hé thdng trg gitp on line tién 1¢i cho ngudi sit dung.

e Cho phép nhiéu Domain trén 1 hé thdng.

e Ciéc khd ning ki€m sodt va diéu khién thong bio 13i.

e (6 kha niing d4p ng, phuc vu nhu cau ngdy cang ting vé s6 lugng ngudi st dung.

e HO) trg céc tinh ning bdo mit va ma hod thong tin.

2. Access Point.
Wireless-N Gigabit Router with Storage Link
Nhanh hon 12 1an va xa hon 4 1an so véi chuan G thong thuong
Chia s& két ndi Internet qua 4 cong LAN, toc d6 Gigabit. Tich hop tinh ning Router.
Bdo mat WPA, WEB, loc dia chi MAC khong day, ...
Hb tro Firewall, SPI, ngin chin truy cap Internet.
Chtrc nang QoS phu hgp cho cdc dich vu VoIP, Video, Game online...
Cong két ndi USB cho phép gan truc tiép 6 cimg hodc flash disk dé chia s& dit liéu trén
mang.
Chure nang WDS, Bridge-Client gitra cdc Access Point
C6 kha niing k&t ndi 30 users ma van ddm bdo hé thdng hoat dong binh thudng .

C.Giai phap vé tinh lién tuc ctia hé thong va kha ning mé rong .

Khong ch& dén mic thdp nha't clia thong s Downtime. D€ thuc hién viéc nay, ching tdi st
dung cédc bién phdp nhu sau :

- st dung cdc thi€t bi chuyén dung c6 chit lugng cao, c6 thong s& Downtime rat thap clia cdc
hing ndi ti€ng trén thé gidi vé chi't lugng. C4c hing ndy c6 ché€ d6 bio hanh, bdo dudng tot, ddp
rng nhanh trong khi khic phuc cdc su ¢ va hd trg k§ thuat rat t6t & Viét Nam, cé chuyén gia
cuing tham gia vdi Pai Iy d€ x{r 1y va khic phuc st ¢d hu hdng cho khich hang. Céc thiét bi nhu
bod ngudn, dia ciing ... phdi c6 kha ning thay néng va hd trd Redundant. Trong s& d6 , HP 1a nha
sdn xud't dudc ua thich nha't va ddp wng dudc yéu cau.

An toan vé dit liéu :

Céc hé thong mdy tinh mang thudng bi mat dit liéu trong qud trinh hoat dong cla Server.
Trong dé nguyén nhin chli quan cla Server bao gdm hu dia citng, hu hdng file do m4y ngung
hoat dong do ngudn dién... 12 rit 16n. Ngoii ra, cdc nguyén nhan khich quan nhu tai nan, sét...
lam hu hé thdng mic du it nhung ciing ¢6 thé xdy ra. Tt nhitng nguyén nhin nay ching toi xin
dudc dé nghi phuong 4n dé€ bio vé an toan dit liéu nhu sau:

. St dung cong nghé RAID-5 trén may chii, d€ ddm bio t&i wu héa kha ning truy nhap
va xt 1y dit liéu

. C6 gidi phdp backup data theo chu ky vao bang tir va luu gitt § mot noi an toan.

. C6 gidi phap phong chong Virus : Hé thdng phong chdng virus cia KasPerSky.

MTC -25-02-2008 -4-



< Kha ning mé rong hé théng.

D6i v6i hé thdng dugc thi€t 1ap véi cdc ciu hinh thi€t bi dugc lwa chon nhu trén hoan toan
c6 kha ning md rong trong tuong lai khi ma nhu cau st dung ting 1én hoic sy phat trién clia
cong ty.

Server: kha niing luu trit t6i da ctia server 1a 1.168TB hoan toan c6 khd ning ddp ng dugc
nhu cAu lvu trit data trén server bing cich thém & cting vao hé thong server va diing cong
nghé méG rong dung lugng RAID cia HP.

Firewall Cisco ASA 5510:

Kh4 ning chiu tii cia Cisco ASA 5510 d€n 32 000 k&t ndi ddng thdi hoan toin cé thé dap
ttng dudc yéu cau vé ting s6 lugng ngudi ding trong tuong lai ma khong cAn ning cip
firewall.

Ngoai ra Cisco ASA 5510 con hd tr¢ k&t ndi VPN : tao hé thong mang riéng 4o bdo mat khi
c6 nhu cau k&t ndi véi hé thong mang khi di cong tdc ngoai cong ty v6i s& lugng két ndi
dong thdi 13 50 két ndi .

K&t noi ADSL:

Pé hé thong dugc két ndi internet lién tuc phuc vu nhu cau cdng viéc kinh doanh ctia cong
ty nhat 1 trong diéu kién hé thdng internet Viét Nam ludn bi chap chdn . ching toi dé nghi
st dung it nhat hai dudng k&t ndi internet ADSL ctlia hai nha cung c4p dich vu khic nhau .
Mot thi€t bi Load balance dé tich hgp hai dudng internet ADSL nay lai cung cidp cho mang
LAN. Piéu nay ddm bdo tinh lién tuc k&t ndi phuc vu nhu cau kinh doanh ctia doanh nghiép.

S¢ P6 k&t ndi nhu sau :

Cisco ASA5510

Switch m
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D.Giai phdp toan dién vé bao mét va an toan cho hé thong.

Khi xay dung hé thong thong tin khong thé nio khong tinh dén viéc an toan dif liéu cho hé
thong. RAt nhiéu co quan do khdng thié€t 1ap hé thdng an toan dif liéu nén khi gip nhitng su cd
nhu virus, hdng thi€t bi, bi hacker phd hoai,... d3 mAt di todn by dit liéu clia minh trong nhiéu
nim tich liiy gy nén tn thit vd cling to 16n. Chinh vi vy cin thi€t 1ap hé thdng sao luu dit liéu
dé tranh nhitng rdi ro ba't ngd c6 thé€ xay ra. Ciing nhu 1a thi€t 14p mot vanh dai bio vé hé thong
clia ching trdnh sy xoi méi tAn cong clia hacker, gay ro ri thong tin mat

Sao lvu dung bang tr, dung dia cing hodc dia quang...

Thudng xuyén update version mdi nhat cia sin phim Virus

Thudng xuyén kiém tra tinh an toan clia hé thong firewall

DPinh ky bdo tri hé thdng server, hé thdng Wireless.

E.Dich vu k§ thuat MTC

Maintenance plementation

Operation
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