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1. Gidi thiéu FortiGate

1.1. Cac giao dién cua FortiGate

Console:

Ta c6 thé truy cap giao dién dong 1énh (Command Line Interface-CLI) ctia FortiGate thong
qua két ndi giira cong Serial ctia 1 may tinh quan tri v6i cong Serial ctia FortiGate .
Internal:

bay la giao dién két ndi voi mang LAN cua don vi .Dya trén thiét ké cua mang dé ciu
hinh céc thong s6 nhu IP, DHCP,DNS Server ...

WAN:

Day 1a giao dién két ndi v6i mang Internet thong qua Modem (Lease Line, ADSL)

DMZ

bay la giao dién két ndi vai vung mang can d6 bao mat cao ,han ché cac truy cap tir bén
ngoai Internet ,LAN... dua trén cac chinh sach (Policy) do nguoi quan tri dat ra.Cac may
chi nhu Mail Server,Web Server.. thuong dat ¢ trong vung nay.

USB:

Day la giao dién dung dé backup,restore,upgrade Firmware cho FortiGate .Ngoai ra n6 con
ding dé két ndi voi modem dial-up lam duong du phong cho két ndi ra Internet.

1.2. Cac den bao hiéu
Hién thi trang thai cua FortiGate : nguén,trang thai cua cac Interface

Power : co céc trang thai sau:
Nhap nhay : FortiGate dang khéi dong
Xanh : FortiGate dang hoat ddng binh thuong
Tat : FortiGate tat ngudn

Internal, WAN.DMZ c6 cac trang thai sau :
Xanh : cap d4u ndi ding da sir dung, thiét bi diu ndi dén da bat.
Nhap nhay : mang dang hoat dong trén Interface nay.
Tit : chua c6 két ndi

Link : Néu xanh 1a mang dang hoat dong & toc do 100Mbps

2. Cau hinh FortiGate

2.1. Cac cach truy nhap cau hinh FortiGate
FortiGate hd trg cac phuong thic truy nhap va ciu hinh sau:
e Console:
http:
https:
telnet:
ssh:
snmp:
2.2. Lan dau tién cau hinh FortiGate
Lan dau tién duoc dua va sir dung, FortiGate c6 cAu hinh do nha san xuét dit sn bao gém:
e Mode hoat dong mac dinh: NAT
e Tén va Password truy nhap mic dinh: admin/trong
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e Dia chi IP mac dinh cuia cac giao dién :
Internal : 192.168.1.99/24
WANI1 : 192.168.100.99/24
WAN2: 192.168.101.99/24
DMZ: 10.10.10.1/24

e Giao thuc cho phép truy nhap mac dinh: telnet, http, https,
2.3. Cac budc cau hinh

CAu hinh FortiGate can tuan theo cac budc sau:
e Céu hinh mode hoat dong cua FortiGate:

Céu hinh cac giao dién

Cau hinh DHCP

Céu hinh céc dia chi va viing dia chi

Cau hinh cac dich vu

Céu hinh céc Protection profile

Céu hinh céc Policy

Céu hinh Virtual IP

Céu hinh dich vy AntiVirus

Céu hinh dich vu AntiSpam

Céu hinh dich vu IPS

Cau hinh dich vu Web filter

Céu hinh ghi log

2.4. Cau hinh mode hoat dong cua FortiGate
Trén giao dién web : https o
Thong qua giao dién Internal(hodac DMZ) d¢ cau hinh :

¥ please login - Mozilla Firefox

File Edit View Hstory Bookmarks Tools Help -

<a o o @ ﬁ_l‘ [ httpsiif192.168.1 29/login &= b (-] EY

G Latest Headines || Hyper-Wail || Yahoo-Mal || aMal [C] coogle [ VietDic = E,T:‘H
ogle - » earch ~ G C2geFank - 1 ) - i e

Google - | |4 |Gl search - g RassRank 43¢ qpeq - i ] AuteFil (5] [ options ¢

Name: [admin

Password: ‘ |

Done 192, 168.1,99 &os P S
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Tén truy cap : admin
Mat khau  : dé trong

Chon "Login" , sau d6 chon System — Network

%3 Fortigate - FortiwiFi-60 - Mozilla Firefox

Fle Edt WVew History Bookmarks Tools  Help

<‘a S = @ /IJ} [} https:/j192.168.1.99findex

&l &) G- &)

5 Latest Headines || Hyper-Mail [ | Yahoo-Mail || GMail Google [ VietDic

Google - |

arTillic. 60
WEB CONFIG

‘_Greate New )

~|{ IGl search - PageRank AR o)

—

Interface \ Zone \ DNS j Modem

- [ options 4

Metrnask Access Status

Marne IF
internal 192.168.1.99
wanl 192.168.100,99
wanz 192.168.101.99
dmz 10.10.10.1
wlan 10.10,80.1
moden

’ Firewall

’ User

g ven

’ S

§ antivirus

’ Web Filter

’ Spam Filter

’ Log&Report

255.255.255.0 HTTPS,PING O Bring Down |a’
255.255.255.0 PING & Bring Down E
255.255.255.0 PING & Bring Down |E
255.255.255.0 HTTRS,PING & Bring Down |a’
255.255.255.0 HTTPS,PING & Bring Down E

<

| @, Up 0 Days 3 Hours| REAL TIME NETWORK PROTECTION

Dione:

192.168.1.99 @& & 0.500s | O By S

Tai cOt Access hién thi cho ta th?iy cac Mode dugc phép hoat dong trén tirng giao di¢n.
Mudn thay d61 Mode cua ting giao dién ,tai cudi dong cta giao di¢n can doi Mode ta chon

nut | dé thay d6i Mode theo yéu cau.

3 Fortigate — FortivwiFi-60 - Mozilla Firefox
Fle Edit  view History Bookmarks  Tools  Help

2% [ retpsi/i192.168.1.99)index

> &

a&[~[p] [G] =9

B4 Latest Headines [ | Hyper-Mail [[| Yahoo-Mail [ GMail Google [ VietDic

Google ~ |

Faormrmilic. 60
WEE CONFIG

Interface | Zone | DNS

MName

D2acRlank AF check - i

v | IGl seareh - 2

| Modem

- 4 options &

Edit Interface /VLAN
internal (00;09:0F:40;12:7C)

Addressing mode

@ manual O DHCP C PPPoOE
IP/Metmask: [192.168.1,99/255.255.255.0 |
DDNS [ Enable
Ping Server O Enable
§ Firewan L .
Administrative Access [Z] (TTPs [ pinG Curre
§ user ClssH O smrap ClreLner
g ven MTU O override default MTU value (1500).  [1500 | (bytes)
Log i

iwrs

§ antivirus
§ web Fitter
§ seam Fitter

’ Log&Report

oK J ___cance J

| ®_,Up 0 Days 3 Hours| REAL TIME NETWORK PAOTECTION

Done

192.165.1.99 & os21s | LIS
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Console, telnet, ssh
Tham khao thém trong tai li€u hodc trén trang web:
http://kc.forticare.com/

2.5. Cau hinh cac giao dién
Trén giao dién web: http, https
Chon "Login" , sau d6 chon System — Network. Chon giao dién can thay ddi
Console, telnet, ssh
Tham khao thém trong tai li¢u hodc trén trang web:
http://kc.forticare.com/

2.6. Cau hinh DHCP
Trén giao dién web: http, https . i
Chon "Login" , sau d6 chon System — DHCP.Chon giao dién can thay d6i trong "Service"

3 Fortigate - FortiwiFi-60 - Mozilla Firefox

File Edit W¥ew History Bookmarks Tools Help ‘:_j M
@ - - @ (3h [ retpssgjase.160.1.99fndex &[~[»| [[C-] S
E,' Latest Headlines | | Hyper-Maill || Yahoo-Mail || GMail Google | | VietDic 'GJ
GDDSIQ & | vl |+ |G/ search ~ & PageRank. ¥ Check ~ R AS| &l = E Optians <

Fa/tilliF. 60
WEB CONFIG

Service \j Server \I Exclude Range \‘ IP/MAC Binding \I Dynamic IP

Interface Service
internal DHCP Server @'
wanl Mone E
wanz None \E’
dmz Mone \E’
wlan MNone \E’
§ Firewall
’ User
g ven
§ps
§ Antivirus
§ web Fitter
’ Spam Filter
’ Log&Report
| M, up 0 Days 3 Hours| REAL TIME NETWORK PROTECTION
Done 192.168.1.99 & ) 02a0s D[ S

Sau d6 thay d6i tham s6 theo yéu ciu :
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3 Fortigate - FortiWiki-60 - Mozilla Firefox

5= Edit \Yiew History Bookmarks Tools Help

<)EI - - @ /u} \D hitps:f{192.168.1,99findex

l;,' Latest Headlines D Hyper-Mail D ahoo-Mail D GMail Google |:| VietDic

&l=[ ] [Q-]

vl "> ‘C Search ~

G2 PaoeRank ARC ook - B4 options

FarTilliF. 60
WEB CONFIG

Service \ Server

N

Exclude Range

| IP/MAC Binding | DynamicIP
Edit DHCP Service

Interface: wanl

O None

O DHCP Relay Agent

Type: Regular IPSEC
’ Firewall %] DHCP Server
@ [
’ User OK J (‘an(‘ﬂ_)

’ VPN
’ IPS

’ Anti-Virus

’ Web Filter

’ Spam Filter

’ Log&Report

| ®,Up 0 Days 3 Hours| REAL TIME NETWORK PROTECTION

192,168.1.99 woss DAELS

Done

Tiep dén chon "Server", "Creat New" giao di¢n can cau hinh DHCP:
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3 Fortigate - FortiwiFi-60 - Mozilla Firefox
File Edit ¥ew History Bookmarks Tools  Help

<EI - - @ /IJ} ] hteps:jj192.168.1.99findex ;-4|‘| IB*] "| Y
lI,' Latest Headlines |_1 Hyper-Mal u Wahoo-Mail u GMail Google || VietDic IGJ

FamTildiFe. 60
WEE CONFIG

Google - || 4 (Gl search - @@ Pasehank & cpogy - L] Autoril - d options &

Service \ Server \ Exclude Range \‘ IP/MAC Binding \| Dynamic IP

MNew DHCP Server

Name DHCP SERVER-DMZ

Interface ]

Domain 1

Default Gateway &B.C.1

IP Range |.B.C.100 |-[a.p.c.200

Network Mask  |255.255.255.0

Lease Time
’ fr— O Unlimited

® (days) El (hours) El {minutes)

’ User {5 minutes - 100 days)

’ VPN DNS Server 1
DNS Server 2

’ IPS
DNS Server 3

l

’ Anti-Virus WINS Server 1
§ web Fiter WINS Server 2
’ p———— Option 1 Code: ‘D |Optmn: | |
Option 2 Code; ‘U | Option: | |
’ Log&Report )
Option 3 Code: \D |Opt\on: | |

4 oK J (__cancel )
A

| M, Up 0 Daps 5 Hours| REAL TIME NETWORK PROTECTION

Done 192.165.1.99 @ B 06s1s 9 [ S

Céac tuy chon DNS Server ,WINS Server...

Console, telnet, ssh
Tham khao thém trong tai li¢u hodc trén trang web:
http://kc.forticare.com/

2.7. Cau hinh cac dia chi va vung dia chi
Trén giao dién web: http, https
Login vao hé thong ,chon "Firewall" — "Address"

Fo/atilliF. 60
WEB CONFIG
Address \ Group

New Address

Address Name  [DMZ
IP Range/Subnet|10.120,254,194/27 |

7 oK ) i)

Chon "Creat New" dé dinh nghia cac vung : DMZ,LAN,...

Tai liéu hudng cau hinh thiét bi
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New Address

Address Name |DMZ
IP Range/Subnet|10.120.254.194/27| |

[ ('W ) ( t"anrm )

Address \ Group

Name Address

all 0.0,0.0/0.0.0.0 o
DMz .lU‘12.254.194!255.255.255.224 ﬁ L
LAk 10.120.1.0/255.255.255.0 o L
Console, telnet, ssh
Tham khao thém trong tai li€u hodc trén trang web:
http://kc.forticare.com/
2.8. Cau hinh cac dich vu
Trén giao dién web: http, https
Login vao h¢ thong ,chon "Firewall" — "Service"
9
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3 Fortigate - FortiwiFi-60 - Mozilla Firefox

File Edit ¥ew History Bookmarks Tools  Help €'__") -
<EI - - @ /IJ} ] hteps:jj192.168.1.99findex :,|v| [>] -v| \]
lI,' Latest Headlines |_1 Hyper-Mal u Wahoo-Mail u GMail Google || VietDic 'ﬁ:‘ F&

L

Google -

£ &l v E Optians <

| v | G search ~ =] PageFank A Check

FamTildiFe. 60
WEE CONFIG

Predefined \ Custom j Group
’System

Name Detail
ANY all
GRE ipfa7
AH ip/51
ESP ip/50
AOL top/5190-5194
BGP tep/179
DHCP udp/E7-66
DNS tcpsS3 udp/53
FINGER tep/79
FTP teps2l
GOPHER teps70
H3z23 tep/1720,1503 udp/1719
HTTP tcp/80 n
HTTPE top/dd3
IKE udp/500,4500
= IMAFR tepf143
’ Anti-Virus Internet-Locator-Service tep/389
. IRC tep/BE60-666F
’ AT L2TP tep/1701 udp1701
’ Spam Filter LDAP top/389
MetMesting tcps1720
’ Log&Report HFS tep/111,2049 udp/111,20449
MNTP tep/119
NTP tep/123 udp/lza
QSPF ip/ag
PC-Anywhere teps/S631 udp/Se32
TCMP_ANY icrmpfany ~
| ® ,Up 0 Days 3 Hours| REAL TIME NETWORK PROTECTION
Done 192,168.1.99 ®os HIEL S

Predefined : Day 1a cac dich vu da dugc dinh nghia trudce véi cac tén tuong ung.
Custom :  Néu ta muon dinh nghia thém cac dich vu theo yéu cau . Vi du :

WEB CONFIG
Predefined j Custom \ Group

Edit Custom Service

Name Junc

Protocol Type |ﬁ v‘
Source Port 5801 | -[5501
Destination Port  |5501 |- /5901

|
|
§ oK ) __ cancel )

Khi d6 ta s& théy :

10
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WEB CONFIG

Predefined j Custom \ Group

Service Mame | Detail

WNC TCP/5801-5901:5801-5901

o o

Néu muén nhom lai 1 s6 dich vu dé dé dang hon khi tao cac Policy , ta co thé tao 1 nhom

céc dich vu va co thé tao 1 Policy cho toan bo cac dich vu trong nhém nay. 1 nhom céac
dich vy nay c6 thé bao gom cac dich vu Predefined va Custom.

WEE CONFIG

Predefined "‘] Custom | Group

New Service Group

Group Name: |112-Services

Available Services: Members:
WMNC o DHE
GRE i FTR
AH 3 IMaP
ESP LDAP
A0L POP3
BGP 5 SMTP
DHCP @
FINGER

GOPHER

H323 v

Predefined | Custom | Group

Group Mame Members
112-Services DNE,FTP,IMAP LDAP,POPS,SMTP ﬁ IE
§ Anti-virus
Console, telnet, ssh
Tham khao thém trong tai li€u hodc trén trang web:
http://kc.forticare.com/
11
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2.9. Cau hinh cac Protection profile
Trén giao dién web: http, https
Viéc sir dung protection profiles dé 4p dung cac thiét 1ap bao vé khac nhau cho ludng
thong tin ma dugc diéu khién boi cac policy ciia FortiGate. Muc dich :
- CAu hinh chdng Virus cho cac giao thiee HTTP,FTP,IMAP,POP3,SMTP.
- CAu hinh loc Web cho HTTP
- C4u hinh chéng Spam cho IMAP,POP3,SMTP
- Cho phép chdng xam nhap (IPS- Intrusion Prevention System) cho tét ca cac dich vu.

Console, telnet, ssh
Tham khao thém trong tai li¢u hodc trén trang web:
http://kc.forticare.com/

2.10. Cau hinh cac Policy
Trén giao dién web: http, https
Login vao hé thong ,chon "Firewall" — "Policy"

) Fortigate - FortiWiFi-60 - Mozilla Firefox

File Edit V¥ew History Bookmarks Tools Help {—_) M
@ - @ {3} [ tepsigyisz.ie6.1.59/index [~ p| [C-] S
_,| Latest Headlines |_1 Hyper-Mal \_| ahoo-Mail \_| GMail Google | | VietDic "Gl" ﬁ
Google - | ]| 4+ (Gl Search -~ @ PageRenk & cpogy - oe| B -~ fd options &

FaoAaniWiFl. 60
WEB CONFIG

H System
H Router

Source
m Interface/Zone

New Policy

address Mame ‘ LAN v|

Destination

Interface/Zone

Address Mame ‘ all v|
Schedule ‘ always v|
Service AN vl
Action |ACCEPT v
CImat Dynamic IP Pool

AntiVirus O Fived port

Web Fiiter . i
Cprotection Profile |

Spam Filter

Log&Report O Log Traffic

m (authentication, Traffic Shaping, Differentiated Services)
[’ oK ) ___cancel )

| M, Up 0 Daps € Hours| REAL TIME NETWORK PROTECTION

Done 192.1656.1.99 @ B L1ses D [ S

~

Source :

Interface/Zone :Giao dién ngudn

Address Name: tén cua dia chi ngudn (dia chi duoc dinh nghia & trén)
Destination :

Interface/Zone :Giao dién dich

Address Name :tén cua dia chi dich (dia chi dugc dinh nghia & trén)

12
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Service : dich vu cin dé lap Policy
Action :

ACCEPT : chip nhan cac két ndi phi hop véi Policy.Ta ciing c6 thé cdu hinh NAT,
protection profiles, log traffic, traffic shaping, authentication, va cac dich
vu khac nira.

DENY : tir chdi cac két ndi phu hop véi Policy.

ENCRYPT : Chon mi hoa dé tao policy nay 1a 1 VPN IPSec (chap nhan cac goi tin

IPSec ).

Nhu vi du trén ta s€ co :

Policy

(_Greate New )

1D Source Dest Schedule Service Action Enahble

« internal -= wanl (1)

» internal -= wlan (1)

w» dmz - internal (1)
w dmz - wanl (1)
» dmz -> wmanz (1)

» wlan -= internal (1}
» wlan -> wani (1)

Console, telnet, ssh
Tham khao thém trong tai li¢u hodc trén trang web:
http://kc.forticare.com/

2.11. Cau hinh Virtual IP
Trén giao dién web: http, https

WEB CONFIG
Yirtual IP

Add New Yirtual IP Mapping

Name |iweb
External Interface | wanl v|
Type O staticMaT @ Port Forwarding

External IP Address 203.162,12,124]
External Service Port |80 |

Map to 1P 10.120,254.206 |
Map to Port |30 |
Protocol ® 1cp O ubP

“ oK) (__cancel )

Anti-Virus

Name : Tén goi nhé cho dich vy ta can dat
External Interface: Giao dién Wan ma ta can anh xa vao.
Type
Static NAT : Anh xa tir 1 dia chi Wan vao 1 dia chi Private
Port Forwarding :Anh xa tir 1 port cua dia chi Wan vao 1 port ctia dia chi Private
External IP Address : Dia chi Wan ctia giao di¢n

13
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External Service Port : céng dich vu cua dia chi Wan
Map to IP : Dia chi IP Private can anh xa dén
Map to Port :céng dich vu cta Dia chi IP Private cin 4nh xa dén
Protocol : Giao thirc str dung
Console, telnet, ssh
Tham khao thém trong tai li¢u hodc trén trang web:
http://kc.forticare.com/

2.12. Cau hinh dich vu AntiVirus
Trén giao dién web: http, https
Login vao hé théng ,chon "Antivirus"
-File Block : ta c6 thé lya chon céc dinh dang File mau ,giao thirc nao can kiém tra dé
ngin ching lai. Ta ciing c6 thé dinh nghia cac dinh dang File khac bang cach tao moi
...Sau d6 chon Apply dé ap dung ngay.

%3 Fortigate - FortiwiFi-60 - Mozilla Firefox

Ele Edt View History Bookmarks Tools  Help -

<rj - - @ IIJ} [ hetpsiii192.168.1.99/index a[-]r] [E-] <]

Gl Latsst Headlines [ | Hyper-Mail [ | Yahoo-Mail [ | GMai Googls [] VietDic (e F&
v G search - @n PaeRank wic oo < 4B B ~ [ options &

Google - |

oRTilliE. 60
WEB CONFIG

File Block

\"_create New _Apply
Pattern Check All Clurre Oere Climae Orora Clsmre

Firewall * hat il fi]
*.camm | i}
*.dll ] m
*.dos (il i}
*.exe ] ]
*.9z [ ]
* hta ] m
* ppt [ o
*rar il m
N web Fitter *sor [ ]
d Spam Filter ST .| o
* tgz [ o]
8 Log&Report * b O |
*wps =] ]
* xI? il m
*.zip (il i}
* pif ] m
*.cpl [l i}

| @, Up 0 Days 7 Hours| REAL TIME NETWORK PROTECTION

Done 192.165.1.99 &% & 0.190s g (B4 S

-Config : ta c6 thé thiy danh sach cac mau Virus daz duoc cip nhat vao.

Jomem

Virus List \ Config \| Grayware

0-9 A-F G-L M-R S-7 all

! Web Filter
l Spam Filter

Backdoor.Methus.170
W32/Hybris.C
w3z/aplore.A-mm
w3z Klez_Farmily-rnm
VBS/RedLof-M
Ww3z/Datom. A

w3z /aliz-mm
W3z/BadTrans B-mm
W3z/Goner.A-mm

W 32/MyLife.B-mm
W3z Mavidad B

il 32/PrettyPark-mm_Family

W3z raha.A-mm
W32/ raha.G-rmm
AntiCMOS. A

Wy

Trojan
W3z/Opasery.I

Tai liéu hudng cau hinh thiét bi

W32/Chir B-mm
W32/Kriz.4050
W3Z/MTR-m
wazdklez A-mim
w3z Braid.A-mm
ANtERE. A

W32 Apost.A-mm
Wiz BleBla.B-mm
W3ZAHIGuy A-mm
W32 MyParty A-mm
W3z Mimda,A-mm
W32/az

W32 raha.B-mm
Was/Lorez 1766
Backdoor.Metbus.21
W3z /Funlove 4099
W3z/0ror_Family
WwizsrahaK-mm

w32/MyLife.J-rm
W32/Elkern. A
w95/Fonno
W3z2/Gokar.A-rmm
W3z Opasery_Family
MYE.A
W32/BadTrans.&-mm
W32/Gibe A-mm

W 32/MyLife A-rmm
w32 Mavidad. &
W32/0narmu.A-mm
W32 aha_Family
w32/ raha E-mm
W95 Lovesong. 998
Eicar

w3z/5ka A-m

W32 Winey ar.A-mm
w3z raha.l-mm
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Console, telnet, ssh

Tham khdo thém trong tai liu hodc trén trang web:
http://kc.forticare.com/

2.13. Cau hinh dich vu AntiSpam

Trén giao dién web: http, https

Login vao hé thong ,chon "Spam Filter"

Fortiguard_AntiSpam
Day 1a 1 dich vu bao vé va chdng Spam cho Email ( FortiShield ).N6 ¢6 nhiém vu
kiém tra cac dia chi ngudn va URL cia Email dén ,néu c6 trong danh sach Blacklist &
trén FortiShield Server thi s€ chan viéc gui thu nay.Ban mudn st dung dich vu nay thi
phai ding ky v6i nha cung cap.

IP address
Day 1a dia chi IP ngudn ma ta can kiém tra (c6 thé 1a 1 dia chi hay 1 dai dia chi).Néu
phu hop thi Protection Profile twong tng dugc thi hanh,néu khong phu hop thi chuyén
sang loc Spam tiép theo

1P Address

_create new ) &) @ L
IF Address / Mask
63.111.12.3

182.163.131.0/24

Action

Spam

Eb B

Spam

Email address
Pay 1a viéc loc Email theo dia chi cu thé ciia nguoi gui hodc toan b Email cua 1
domain nao do6.Ta co6 thé danh dau moi dia chi Email 1a "clear" hay "spam".
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WEEB CONFIG

E-mail Address

E-rnail Address

Total: 2

Pattern Type

Action

B

&

’W spam@spam.net
a User
Jww
frs :

’ Anti-Virus '

ad@ad.com

wildcard
wildoard

MIME (Multipurpose Internet Mail Extensions)
MIME thém vao Email dé mo ta kiéu ndi dung ,ma hoa ndi dung.Viéc Spammer thay

ddi cac tham sb nay co thé lam chg bo loc Yirus va Spam bi danh Itra.Ta c6 thé sﬁ”
dung danh sach MIME Headers dé danh dau Email tir cac chuong trinh thu rac(chac

Spam

Spam

chan) hay cung véi kiéu ndi dung ma phd bién cac spam message hay dung.

Banned Word

Ta c6 thé cam 1 hay nhiéu tir chra trong
WEB CONFIG

Banned Word

Console, telnet, ssh
Tham khao thém trong tai li¢u hodc trén
http://kc.forticare.com/

2.14. Cau hinh dich vu IPS
Trén giao dién web: http, https
Login vao h¢ thong ,chon "IPS"
Predefine:

Tai liéu hudng cau hinh thiét bi

cht dé thu ,ndi dung

Edit Banned Word
Pattern Iweauun

Pattern Type | Wildecard

thu hodc ca hai.

v

Language

Where i

Action [Maricas Spam ||
Enable

|
I Western v

trang web:

ok ) cancel )

16
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WEB CONFIG

Predefined \ Custom

Marme nable Lagging Action Revisan Madify

o lm

apache
backdoor
cgi
coldfusion
compromise

ddos

exploit
finger
frontpage
ftp

icmp

iis

RIS S S SH SRS S SR SIS SH SIS
RN DR

»
»
»
4
4
»
»
» dos
»
»
14
4
»
3

iman

DPay l1a tap hop cac signature(d?iu hi¢u dac trung) dugc dinh nghia trudc ,phan loai cac
loai dua trén kiéu tan cong .Ngﬁm dinh cac nhom déu hiéu nay duoc kich hoat , 1
sd trong cac nhoém khac thi khong .Ta ciing c6 thé tao ra cac signature bang tiy chon
Custom (Pat tén,d4u hiéu,hanh dong , c6 ghi Log hay khong ...)

Predefined j Custom

Edit Custom Signature

Name

Signature

Action Pass v

Logging

C oK ) ” Cancel }

Anormaly

Danh sach phat hién cac déu hiéu anormaly chi dugc cap nhéat khi Update Firmware.
Console, telnet, ssh

Tham khao thém trong tai li¢u hodc trén trang web:

http://kc.forticare.com/

2.15. Cau hinh dich vu Web filter

Cung cip cAu hinh truy nhap dé thiét 1ap cho Web Filtering khi tao 1 Protection profile
cho firewall.

Trén giao dién web: http, https
Login vao hé thong ,chon "Web Filtering"

Content Block
Khoa trang Web c6 chira nhitng tir bi cam ,c6 thé 1a 1 tir hoac 1 chuoi ky

tu (text) c6 do dai 1€n toi 80 ky tu. S4 tir bi cAm cao nhét trong damh sach
1a 32.
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Web Content Block

Coreateew ) &) )T
Banned Word Pattern Type Language
Weapon Wildeard Western ﬂ'
SEX Wildcard Western ﬁ'
URL Block

Ta c6 thé thém vao cac URL hodc 1 s6 cac URL duge quing ba cong
khai sin c6 dé cAm truy cép .Cac muc co thé vao URL block list :

- Cac URL day du

- Pia chi IP

-Ting phan riéng ré cua cac URL dé cidm cac sub-domain

URL Exempt )
Ta c6 thé cau hinh cu thé cac URL duoc phép truy cép tir Web filtering.Cac
URL trong danh sach Exempt khong bi quét Virus.

Web Exempt List

New Exempt URL |
URL [ |
Enable

Category Block
bay la dich vu c6 license tuong ty FortiShield
Script Filter

18

Tai liéu hudng cau hinh thiét bi



HY PE Ll==\ Gy Céngty C& phan Pau tu Phat trién Céng nghé Ung dung Toan Cau - Hyperlogy JSC
AN/ Tel: +84 4 6405636 Fax: +84 4 6405639 Website: http://www.hyperlogy.com

Cho phép loc Java Applet,Cookie va Active X

WEB CONFIG

Web Script Filter

l Systemn
! Router Filtering Options
l- Firewall [ Java Applet
TEEEE [ Cookie
[ activex

Console, telnet, ssh
Tham khao thém trong tai li€u hodc trén trang web:
http://ke.forticare.com/

2.16. Cau hinh ghi log
Trén giao dién web: http, https
Login vao hé thong ,chon "Log & Report"

Log Config : ) i
Ta c6 the kich hoat va cau hinh luu trit cac log-message t6i 1 hay nhiéu noi sau :

FortiLog : 1a 1 thiét bi phan tich va quéan ly log, c6 tl}é tong hop véi cac FortiGate
khac hodc cac loai ﬁrewal! khéac.Dé thiét 1ap luu trii ndi dung
vo1 1 Protection profile ,ta can chon Fortilog va xac dinh dia chi IP.

Log Setting \ Alert E-mail "'] Log Filter

Log Settings

1p: [0.0.0.0 |

Level: |D|

[ Enable encryption
Local ID: :’
Pre-shared key: :

» 1 Memory

» [ syslog

Memory : Quan Iy thong tin bd nhé hé thdng cua FortiGate .Luu lugng va content log

khong dqqc lIuu lai bo nhé dém. Khi bo nho dﬁy ,géc thong cti nhét s& bi
ghi de . Tat c4 cac muc cia Log s€ bi x6a khi hé thong khdi dong lai.
"Level" la luya chon cach thirc canh bao .
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Log Setting \ Alert E-mail j Log Filter

Log Settings

» Fortilog

A Memory

Emergenc |
' AntiVirus » U sys Critical
: Errar
' Web Filter » O wel Warning
- Motification
' Spam Filter Information

~ Log&Report

Log Config

Syslog : 1 Remote Computer chay lam may chu Syslog.(tén hoac dia chi IP,port )

Log Setting \ Alert E-mail j Log Filter

Log Settings

» Fortilog

w [4] Memory

’ AMi-Virus v [¥] Syslog

§ web Fitter Name/IP: | | port: 514
Level:

’ Spam Filter

~ Log&Report n
[ gnl critical

.

\Warning
¥ O wel yorification
Information

C apply

L

Web Trend : 1 Remote Computer chay NetlQ WebTrends — may chu b4o céo thong

tin firewall .

WEB CONFIG

Log Setting \ Alert E-mail | Log Filter

Log Settings

» Fortilog

» Memory

» Syslog

> WebTrends
Mame/IP; |

Tai liéu hudng cau hinh thiét bi
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Alert E-Mail : Chi rd ra Mail server va nguoi nhan cho cac thong bao thu va cac muc do,
tan suat cua cac thong bao.

Alert E-mail

SMTP server:

Ernail from:

Email to:

Authentication: [ Epable
SMTP user:

Password:

Test

’ System

’ Router

’ Firewall

’ User

§ ven

g ps

§ antivins
§ web Fitter
’ Spam Filter

I

Log Config Level: Alert

Emmergency: mirutes
Alert: mirnutes
Critical: minutes
Errar: minutes
\Warning: minutes
Motification: minutes
Infarmation: 30 minutes
fsfFoRTINET \a,,upooayssHours REAL TIME NETWORK PROT

SMTP Server : tén va dia chi cia SMTP Server cho cac thong bao.

Email from : Dia chi nguoi gui

Email to : Dia chi nguoi nhan thong bao

Authentication : thiét 1ap xac thuc SMTP

SMTP user :

Password :

Level : Thiét 1ap murc do canh bao, chu ky doi truée khi giri thong béo canh bao

Log Filter : Cau hinh cho cac log filter : luu tai ddu, luu loai nao (traffic log,event log...)

Log Setting j Alert E-mail \ Log Filter

Log Filter
Fortilog Memory Syslog WebTrends Alert E-mail
Check all
w Traffic Log ]
Policy allowed traffic il
Policy violation traffic I |
w Event Log ] il
’ AntiVirus Systern activity event [F
= IPSec negotiation event I:‘
§ e Firter .
DHCP service event [F
’ Spam Filter L2TR/PPTP/PPPOE service event [ ]
Admin event [F]
~ Log&Report -
Ha activity event I:‘
Firewall authentication event F]
= Pattern update event -]
w Anti-virus Log a il

Wirus infected

Console, telnet, ssh
21
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Tham khao thém trong tai li€u hodc trén trang web:
http://ke.forticare.com/

3. Ki€ém tra hoat dong cua FortiGate

3.1. Ki€m tra cau hinh giao dién
Mubn kiém tra cdu hinh ciia cac giao dién , ta login vao hé thong ,chon System-Network

Interface ﬁ Zone | DNs 1 Modem

"_create New )

MNarme IP Metrnask ACCess Status
internal 192.168.1.99 255.255.255.0 HTTPS,PING < Bring Down
wani 192.,168.100.99 255.255.255.0 PING < Bring Down
wan2 192.168.101.99 255.255.255.0 PING < Bring Down
dmz 10.120.254.194 255.255.255.224 HTTPS,PING < Bring Up
wlan 10,10 80,1 255.255.255.0 HTTPS,PING < Bring Down
modem o

Néu 1 giao di¢n nao danh dau xanh c6 nghia 1a giao dién d6 da "up",mau do c6 nghia 1a giao
dién do6 bi "down".Muon bét giao dién do6 ta bam vao "Bring up"

3.2. Kiém tra cdu hinh dinh tuyén
Login vao hé théng ,chon "Router" — "Monitor"

Routing Monitor

Type: | Al vi Metwark: | Gateway: | | LADpply Filter
Type Subtype Metwork Distance  Metric Gateway Interface Up Time
Connected 10.10.80.0/24 o 0 0.0.0.0 wlan

Connected 192.168.1.0/24 o 0 0.0.0.0 internal

Type :cho biét cac dinh tuyén cta kiéu duoc chon cu thé

Network : cho biét cac dinh tuyén clia mang cu thé

Gateway : cho biét cac dinh tuyén ctia mang st dung 1 gateway cu thé
Apply Filter : Ap dung céc dinh tuyén theo tiéu chuan dugc chi rd

Up time : thoi gian ma dinh tuyén da sén sang

3.3. Kiém tra cidu hinh Policy

Mudn kiém tra ciu hinh cta cc giao dién , ta login vao hé théng ,chon "Fire wall" — "Policy".
Céc Policy duoc tao ra tiy theo mo hinh mang cu thé. Luu ¥ cac yéu cau ,két ndi giita cac
ving dé dua ra cac Policy hop 1y. Vi cac Policy c6 Action 1a "Encrypt" thi c6 d6 wu tién cao
hon Action "Accept".Vi vay, ta ludn dat chung 1én trude trong cung 1 Policy ( khong phu
thudc vao s6 thr tu & cot ID ma chi phu thudc th tu tir trén xuéng dudi trong 1 Policy).
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Policy

ID Source Dest Schedule Service Action Enable

- internal -> wan1 (2)

9 LAN DONVI-1 always ANY ENCRYPT ﬁ Ig‘
g LaN all always ANYT ACCEPT ﬁl’ Q
» internal - wlan {1}

- dmz -= internal {1}

5 all all always AN ACCEPT [ g
- dmz -= wanl (1)

& all all always ANT ACCERT o <

» dmz -> wan2 (1)
» wlan -= internal {1}

» wlan - wanl (1)

3.4. Ki€m tra hoat déng cua mang
Sau khi thiét 1ap xong cac thong s6 theo md hinh mang ,yéu cau cu thé , ta lan luot
kiém tra két noi gitia cac vung. Dung cac 1énh nhu Ping , Telnet dén cac dia chi ,cong
cu the dé kiém tra cac Policy.

4. Theo doi hoat dong
4.1. Man hinh Status

Ta login vao hé thdng, chon "System"-"Status".

System Status : cho biét thoi gian da hoat dong cua firewall, déng hd hién tai ctia hé théng

Unit Information : cho biét tén cua thiét bi ,Firmware version , FortiGuard AV
Definitions, FortiGuard Intrution Definitions ,Serial Number,Operation
Mode

Recent Virus Detections : chi rd thoi gian-ngudn-dich-dich vy-tén Virus quét duoc

Interface Status : cho biét tinh trang cua toan b cac giao dién ciia hé théng ( IP,trang
thai...)

System Resource : tinh trang ciia CPU,bg nhd ,s6 lugng cac session dang active, viéc sir
dung mang ...

Automatic Refresh Interval : lya chon dé diéu khién chu ky cép nhat hién thi tinh trang
cua h¢ thong

Refresh : Cap nhat hién thi tinh trang cua hé thong bang tay

Recent Intrusion Detections : phat hién su tn cong hién thoi.
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Status \ Session

Alert Message Console

m 2006-11-16 01:54:01 Systerm restart
m 2006-11-15 04:13:36 Systern restart
m 2006-03-14 02:44:49 Systern restart

System Status Interface IP fNetmask Stat

Uptime 0 day(s) 7 hour{s) 43 rmin{s) internal 192.168.1.99/255.255.255.0 [ +]

System Time Thu Mov 16 09:36:57 2006 wanl 192.168.100.99/255.255.255.0 [+]

Log Disk Mot available wanz 192.168,101.99/255.255.255.0 [+]
drnz 10.120.254,194/255,255,255.224 ©

Unit Information wlan 10.10.80.1/255 255.255.0 [+

Host Name FartiwiFi-60 [Change] e o

Firmware ¥Yersion FortiwiFi-60 2.580,build489,051027 [Update]

FortiGuard - AY 6.123(10/26/2005 14:55) [Update] Wireless

DERRENE Operation Mode Access Point

f:;-t:.li:-lua;d + 2.240(10/20/2005 17:01) [Update] S5ID o

Definitions Channel 5

Serial Number FWF-602104401239 Data Security Mone

Operation Mode NAT [Change Tx Power 31 dBm

System Resources

Recent Virus Detections 0%
CPU Usage

Time SrcfDst Service Virus Detected

Mo virus detected. Memory Usage lllllllll]lllllllllllllllllllllli it

TE—— = R S LA G L = Active Sessions al
S FoRTINET |§,upuoags7Hours REAL TIME NETWORK PR

4.2. Theo doi log
Login vao Hé théng , chon "Log & Report"-"Log Access"

Event \ Attack j Anti-Virus j Web Filter \ Spam Filter
’Syslem

Typei [ Mermory - |
§ Router e
’ [rm— EJ EJ View per page  Line: .-f 0 Search: l:l @ Advanced Search EJ Raw

’ User # Date Time Lewvel User Interface Action Message

’ VPN Mo entries found.
i s

’ AntiVirus

’ Web Filter

’ Spam Filter
~ Log&Report

Ta c6 thé theo ddi cac Event ,Attack,Anti-Virus,Web Filter,Spam Filter.Va co thé tim kiém
cac thong tin ( Log Search) trong khoang thoi gian ta yéu cau ,tir khoa can tim ...

5. Sao Iuu va phuc héi cau hinh

5.1. Sao luu va phuc h6i cau hinh
FortiGate hd trg viéc sao luu va phuc hdi ciu hinh 1 cach don gian va thuan tién.

Login vao hé thong ,chon "System"-"Maintenance"
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WEB CONFIG

Backup & Restore \ Update Center "| Support “‘ ShutDown
Category Latest Backup
All Configuration Files @ EJ
Systermn settings
System Configuration @ EJ
Debug Log E_J
web Filtering
Web Content Block E E_.J
Web URL Block List = ([
Weh URL Exempt List = (3
Spam Filtering
1P Address E EJ
RBL & ORDBL = (3
Ermail Address Z EJ
MIME Headers = E_J
I W' Banned Word E EJ
Muon luu cau hinh hién tai ctia h¢ thong ta chon System Configuration- Back up
Systemn Configuration o @ Jij

Ta chon vao nut L) (s& hién thi "Backup") , sau d6 s& c6 hudng dan luu cu hinh-dat tén

cho file backup nay.

Mubn phuc hoi 1 cau hinh da luu, ta chon vao nut Z (s€ hién thi "Restore") .Tiép dén
Brpwse dén noi luu file cau hinh , r61 nhan OK.Sau khi phuc hoi xong nén khéi dong lai HE
thong.

Backup & Restore \ Update Center \I Support \I ShutDown

Restore System Setting

Upload File: | [ Browise.. .|

ok ) cancel )

Mairtenance

5.2. Sao luu va phuc héi toan bo

Mubn Iuu céu hinh hién tai cua hé théng ta chon dong All Configguration Files.Ta chon vao

not 15 ( s& hién thi "Backup")
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All Configuration Files - @ E.J

Sau d6 nhap mat khau cho file cau hinh nay. Tiép dén ta chon noi luu cau hinh nay.

Backup & Restore \ Update Center ﬁ Support j ShutDown

Backup All Configuration File

Password:

| |
i oK J (__cancel )

Muén phuc hdi 1 cdu hinh da lwu, ta chon vao nat = (sé hién thi "Restore") .Nhap mét
khau ctia cau hinh khi sao luu va Browse dén noi chira file cau hinh d6 ,sau d6 nhan OK. Sau
khi phuc hoi xong nén khoi dong lai H¢ thong.

WEB CONFIG

5

Backup & Restore \ Update Center | Support | ShutDown

Restore All Configuration File

Password:

Upload File:
| |[ Browse... J

ok ) (__ cancel
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