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Autonomous WLANs And The WLSE
We have two choices when it comes to WLAN models:

o Autonomous
« Lightweight

Those terms aren't exactly self-explanatory, so let's examine each option.

With an autonomous WLAN implementation, the APs are configured
individually - there is no WLAN Controller. We do have the option of using
CiscoWorks Wireless Lan Solution Engine (WLSE) to configure the
autonomous APs. We'll discuss the WLSE and its cousin, WLSE




Express, later in this section.

Wireless Domain Services (WDS) plays an important role in an
autonomous WLAN implementation as well. A common method of using
WDS is to configure one of the autonomous APs as the WDS device; all
other APs ("infrastructure APs") will use the WLAN Context Control
Protocol to communicate with the WDS AP.

While the WDS AP will need to authenticate to an external RADIUS

server...
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... the infrastructure APs will authenticate to the WDS AP if that particular
AP has authenticated before.

If this is the first time the infrastructure AP has authenticated, the request
will be passed through to the RADIUS server. The WDS AP will then
cache the authentication information for future reference.
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CiscoWorks Wireless Lan Solution Engine (WLSE)

The CiscoWorks WLSE acts as the manager of the autonomous APs. If
there's a need to change the config on the APs, we've got two choices:

Perform them on each individual AP
Perform the change on the WLSE

Not much of a choice there, especially if we're working with hundreds of
APs! CiscoWorks WLSE has quite a few features to help make our
WLANS run smoothly:

Proactive monitoring of thresholds and alerting the admin to
potential issues before they become critical, which assists with
capacity planning and monitoring network performance as new
clients are added

Reporting and tracking features to help with problem diagnosis,
troubleshooting, and resolution

Centralized AP configs allow us to change multiple AP configs
simultaneously

Execute multiple firmware upgrades simultaneously

Creation of templates that can be used to quickly configure new APs,
which makes configuration of multiple APs much more efficient than
configuring them individually

Very effective at detecting rogue APs and can then either take action
to shut that rogue AP down or notify the admin of the rogue AP's
presence

When an AP is lost, WLSE will tell that AP's neighbors to increase
their cell coverage ("self-healing network")

There are two versions of WLSE. The full version (generally referred to as




simply "WLSE") can manage a maximum of 2500 devices. WLSE Express
is for smaller networks that have 100 or fewer devices to manage.

One important setup difference between the two - the Express version has
an integrated AAA server; the "regular" version does not, so you will need
an external AAA server for use with the full version.

Once the deployment is complete, the infrastructure APs are

communicating with the WDS AP, and the WDS AP is in turn sending any
necessary information to CiscoWorks WLSE.
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The limit on the number of APs is determined by the device in use as the
WDS:

« If the WDS device is an AP, the limit is 60.

« Ifit's an Integrated Services Router, the limit is 100.

o If it's a switch running WLSM (Wireless LAN Services Module), the
limit is 600.

Remember that all limits are theoretical and your mileage may vary!
Lightweight WLANs And WLCs
The lightweight WLAN implementation is the one we saw in the Wireless

sections - a combination of Lightweight Wireless Access Points (LWAPS)
and a central WLAN Controller (WLC).




WLAP

5 o WLAN
é eot Caontroller
WLAP

While the lightweight WLAN implementation is generally considered more
scalable, note that each implementation type has a centralized point of
control.

Lightweight WLAN implementations use the following for WLAN
management:

« Wireless Control System (WCS)
« Location Appliance

The WCS serves as the manager for a lightweight deployment. AP
configuration, accounting, security, performance tracking, intrusion
detection features - they're all available on the WCS. The WCS can
communicate with both APs and WLAN Controllers.
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The WCS will actually generate and display - gasp! - graphics to illustrate
the WLAN Controllers and APs. We'll take a long look at the WCS and its
options later in this section.

We'll go over some specifics in the next section of this chapter, but | do
want to mention now that the WCS can run on Windows or Linux - many
admins prefer Linux for this task - and communications between the WCS
and WLC are handled by SNMP. Watch your ACLs and do not
inadvertently block SNMP.

Planning For WCS Deployment

Let's take a look at the dreaded "minimum server requirements" for a
WCS deployment - and from personal experience, | can tell you the key
word there is "minimum"!

« Windows 2000: SP 4 or higher
« Windows 2003: SP 3 or higher
» Red Hat Enterprise Linux: ES v.3
o HD should be 20 GB minimum

Whether you choose Windows or Linux, you can run WCS as an
application or as a service.

WCS can be configured via Secure HTTP, and it supports SNMP v1, v2,
and v3. WCS can also be configured via the CLI, and that's actually
required when first configuring the Wireless Location Appliance (more
about that later).

If you try to configure WCS via a non-secure HTTP connection, you'll
receive a message that your connection is being changed to HTTPS.

Other requirements are dependent on how many APs you're going to
have:

e 500 or less: 2.4 GHz Pentium w/ 1 GB RAM (again, minimum)
« 500 + APs: You'll need dual processors, each should be at least 2.4
GHz, and at least 2 GB RAM

A real-world word of warning: Don't go cheap on RAM.

Finally, the client must be running IE 6.0 SP1 or later.

WCS Versions

Now that we've got the hardware taken care of, we have to decide on

which version of WCS to run. We have three choices, listed in order of
capabilities from lowest to highest:




» Base
« Location
« Location w/ 2700 Series Location Appliance ("plus 2700")

I'm not downtalking Base by saying it has the least capabilities, but
Location w/ the Location Appliance is fantastic!

All three versions will offer the basics - AP autodiscovery, central point of
configuration, and tracking and monitoring capabilities among them - but a
major difference between Base and Location is their capability to zero in
on a rogue AP.

With WCS Base, we get the approximate location of a rogue AP. When a
genuine AP detects a rogue, WCS Base is notified and then calculates the
approximate location of the rogue AP from the signal strength of the
genuine AP that initially reported the rogue.

According to Cisco documentation, WCS Location can zero in on the
location of a rogue AP to within 10 meters!

If WCS Location is so great, why use Location +2700? The main appeal
of that appliance is the capability to track up to 1500 devices
simultaneously, where Location allows tracking of only one device.

The Location Appliance And RF Fingerprinting

Your fingerprints can prove who you are; they can also prove who you are
not. Ina similar vein, a device's RF Fingerprint can prove that it is a
legitimate access point - or prove that it is not!

All of the devices in our WLAN have a role in RF Fingerprinting. The APs

themselves will collect Received Signal Strength Indicator information
(RSSI), and will send that information to the WLAN Controller (WLC) via

LWAPP.
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In turn, the WLAN Controller will send the RSSI information it receives
from the APs to the Location Appliance. That information is sent in a
summarized ("aggregated") form.

Note that Simple Network Management Protocol is used to do this; again,
make sure not to block SNMP communications between the two devices.

IEI

AP

RSS! Info
Via LWAPP

RS5I Aggregate

(o)) Via SNMP
RS5l Info
Via LWAPP

AP LAN Controller

Location
Appliance

What else can be tracked in the Location Appliance?

« Laptop and palm clients
« RFID Asset Tags (Radio Frequency Identifier)
« VoIP clients

Some other Location Appliance notes

« The default username and pw are both "admin".

« The default port used by the server is 8001.

« The initial configuration must be performed at the good ol' CLI, not in
a browser.

Configuring A Wireless LAN Controller

| doubt this shows up on your ONT exam, but since the WLC I'm using in
the following lab had no previous configuration, | thought I'd show you the
initial prompts from the WLC. Interesting that when | entered "n" for no,
the WLC would not accept it.

Enter Administrative User Name (24 characters max): cisco
Enter Administrative Password (24 characters max): ***x**

Management Interface IP Address: 10.6.1.50

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.6.1.100
Management Interface VLAN Identifier (0 = untagged): O
Management Interface Port Num [1 to 4]: 4

Management Interface DHCP Server IP Address: 10.6.1.50

AP Manager Interface IP Address: 10.6.1.51




AP-Manager 1is on Management subnet, using same values
AP Manager Interface DHCP Server (10.6.1.50): 10.6.1.50

Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: Groupl

Network Name (SSID): WLCA4
Allow Static IP Addresses [YES][no]l: n
Invalid response

Allow Static IP Addresses [YES] [no]: no

Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries) [US]: SI
Enable 802.11b Network [YES][no]l: yes
Enable 802.1la Network [YES][no]l: no
Enable 802.11g Network [YES][no]l: yes
es

Enable Auto-RF [YES][no]: y

Configuration saved!
Resetting system with new configuration...

Resetting system with new configuration...

Cisco Bootloader (Version 3.2.195.10)

.088b. dB888888b .d8888. .088b. .d88b.
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Model AIR-WLC2006-K9 S/N: FTX11028080

Booting Primary Image...
Press <ESC> now for additional boot options...
Detecting hardware

At that point, you'll see about 50 lines referring to starting given services
such as DHCP Server, QoS services, and LWAPP.

After that, you'll be prompted for a username and password. Since this is
the first login after a new username and pw were configured, we have an
interesting option:

Enter User Name (or 'Recover-Config' this one-time only to reset
configuration to factory defaults)




User: cisco
Password: *****
(Cisco Controller) >

Since | didn't want to reset the WLC, | entered the username / password |
had just configured, and that puts us at the Cisco Controller prompt.

Interestingly enough, | then stepped away for a few minutes and saw this
when | came back:

*** IDLE TIMEOUT ***

Logging back in was no problem...

User:

User:cisco
Password:**x**x*
(Cisco Controller) >

IOS Help works in the same fashion on a WLC as it does on a router:

(Cisco Controller) >?

clear Clear selected configuration elements.

config Configure switch options and settings.

debug Manages system debug options.

help Help

linktest Perform a link test to a specified MAC address.
logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
reset Reset options.

save Save switch configurations.

show Display switch options and settings.

transfer Transfer a file to or from the switch.

show sysinfo is a great place to start troubleshooting a WLC, or just to
become familiar with its settings.

(Cisco Controller) >show sysinfo

Manufacturer's Name. ... ..ottt tienneeeeennnnns Cisco Systems Inc.
ProdUCh NamMe . . i vttt it ittt ettt eeeneneeesaneeeens Cisco Controller
ProducCt VersSion......o..ee ittt ieneeeeeeeeeeeennnns 3.2.195.10

RTOS VeI SioN. e i ittt it i ettt ettt et eeaaneaaneas 3.2.195.10
Bootloader VersSion....... ettt eeeeeeeeeeeeeennnns 3.2.195.10

BULLA Ty et et ettt ettt et e ettt e DATA + WPS
Compact Flash Size.....iiiiiiinnnneeieeeennnnns 256 MB

SYStem Name. o vttt ittt et ettt et aeeeeee e Cisco_47:ec:00

System LoCation. ...t ittt iiiie ettt eennnnneeens
System Contact. ... ittt ittt

System [0 o B Y w1
1.3.6.1.4.1.14179.1.1.4.2

2 X Lo ot 10.6.1.50

System Up TimMe. .o iie ittt et eeeeeeneeeeeeeennns 0 days 0 hrs 23 mins 8
secs

Configured CoOUNLIY ..ttt ittt in ettt eeennnnns SI - Slovenia




State of 802.11b Network.....o'iiiiiineeeennnnns Enabled

State of 802.11a NetwWorK. . v et eeeeeneenns Disabled
NUMbEer Of WLANS . ¢ vttt it it ittt ettt ae e eeeenenaneens 1

3rd Party Access Point Support............ooooo.. Disabled
—--More-—- or (g)uit

Number of Active Clients......iiiiiiiiinneeeennnn 0

Once we've concluded the initial configuration at the CLI, we can use a
web browser to access the GUI.

Using The WLC GUI

We'll launch the WLC GUI and browse to the WLC's management
address of 10.6.1.50 - note that this is a secure connection via HTTPS.

; Cisco Systems Login - Microsoft Internet Explorer

File Edt ‘“iew Favorites Tools  Help ‘.

i Back = = - ° ol | @Search (3] Favorites @Media ﬁ | %v =h
Address @https:uw.msn; ~| @G0 |Links

Cisco SYSTEMS

Wireless

LAN Controller

@] Done ’_ I_ E |4 Internet

Click the login button and we're off!




Enter Metwork Password [ 7]

@ Fleaze twpe your uzer name and pazsword.

Site: 10.6.1.650
R ealm Cigco Controller
Uszer Hame ||

Pazzword |

[ Save this password it vour password list

Well, almost! Now we need to enter a valid username and password for
the WLC, and then we're offl We'll then be taken to the Summary screen.

summary
Controller Summary Rogue Summary
Management IP
Address slaEEl fctive Rogue APs
Software Yersion 3.2.195.10 Active Rogue Clients
Systern Mame Cisco_d47:ec:00 fdhoc Ragues
Up Time 0 days, 0 hours, 40 minutes Rogues on Wired Network
Systemn Time Thu Aug 14 02:06:59 2008
g02.11a Metwork .
State Blsahied Top WLANS
g0z .11bs/g Metwark Enahled
State
WLARN
WLCY

Access Point Summary

Akl o Down Most Recent Traps
802.11a _
Radios b L ® 0 Detail . |
g02.11bsa . P e _ ., Cold Start:

We can't quite see the entire AP Summary, so | then scrolled down and
here's what we have... or don't have!




Access Point Summary

Total Up
g02.11a
Radios 0 ®C b
g02.11b/g
R adios ) L ®
all APs 0 @0 &

Down

]

1]
1]

We'll now configure the WLC to act as an Internal DHCP Server. To do

so, choose Controller at the top of the screen,

which will then present you

with this menu on the left-hand side of the screen:

Controller

General

Inventory

Interfaces

Internal DHCP Server

Maobility Management
Mohility Groups
Mability Statistics

Ports

Master Controller Mode
MNetwork Time Protocol
QoS Profiles

Obviously, we'll choose Internal DHCP Server.
DHCP Scopes

Scope Name Address Pool

Lease Time Status

We have no scopes, so let's fix that. At the very far right-hand corner of
this screen, you'll see a New... button. (You'll have to scroll over to see it -

it's practically hidden.)




Sawve Configuration Ping Logout | Refresh

SECURITY MANAGEMENT  COMMANDS

New...

2 Time Status

Once you click that, you'll be prompted to name this particular pool.

MOMITOR  WLEAMS  CONTROLLER  WIRELESS

|

DHCP Scope = MNew

Scope Name |[Pod1DHCF|

Click the also-practically-hidden Apply button, and we're back at the
Scope screen.

DHCP Scopes

Scope Mame Address Pool Lease Time

PodiDHCF 0.0.0.0 - 0.0.0.0 1d

Click Edit, and we're presented with this screen:




DHCP Scope = Edit

Zcope Name PodliDHCP

Pool Start

&Address Jo.0.0.0

Pool End

Address ID'D'D'D

Metwork [0.0.0.0

Metrnask |o.0.o.0

Lease Time

(seconds) |864DD

Default

ko] [0.0.0.0 [0.0.0.0
DMNS Domain I

Mame

DNS Servers [0.0.0.0 [0.0.0.0
Methios Mame I':' oo ID oo.o
Servers =t =
Status |Disa|:u|ed vI

Fill in the desired information and click Apply. Don't forget to change the
status from Disabled to Enabled!

The DHCP Scope now shows the addresses | entered:
OHCP Scopes

Scope Mame Address Pool Lease Time

Pod1DHCP 10.6.1.150 - 10.6.1.155 1d

And now when we go back to the Summary screen, we see wireless APs
that have gotten their IP address and configuration info from this WLC.

Access Point Summary

Total Up Down
§0Z.11a :
S 1 $o $ 1 Detail
§02.11b/g -
Bt 1 &1 ® 0 Detail
all APs 1 @1 [ Detail

The WLC Summary page refreshes every 30 seconds, so you don't have
to keep hitting F5 when you expect information there to change - say, like
these APs appearing!

Notice that the .11a radio is detected, but showing as down? That's




because way back when we configured the WLC....

Enable 802.11b Network [YES][no]l: yes

Enable 802.1la Network [YES][no]l: no

Enable 802.11g Network [YES][no]l: yes
es

Enable Auto-RF [YES][no]: y
... we didn't enable .11al

Just for fun, | clicked Details next to the b/g access point, and this
information comes up:

802.11b /g Radios

. Admin Operational
AP MName Base Radio MAC Status Sratine
Pod7AP 00:0b:85:6d:65:c0 Enable P

Way to the right of all of this information is a Configure link.

Admin Operational Power
Status Status Channel Level Antenns
Enable P & 5 Imternal Configure Detail

When you go to the Configure screen, you'll be presented with two rows of
config choices. Here's the first one...

802.11b /g Cisco APs > Configure

General

AP Marne Pod7 AP

Admin Status IEnaI:nIe vi

Operational Status up

Site Config ID ]

Antenna

antenna Type IInternaI 'I
Diversity IEnaI:lled 'I

WLAMN Override

WLAN Override lDisaI:uIe 'I

.. and here's the second.




RF Channel Assignment##*

Current Channel &

fssignment Method " Global
% Custam IE. vI

** only Channels 1,6 and 11 are
nonowverlapping

Tx Power Level Assighment

Current Tx Power Level 5

fssignment Method i~ Global

% Custam |5 vl

Performance Profile

Yiew and edit Performance Profile for this AF

Performance Profile I

The reasons we'd change any of these are beyond the scope of the ONT
exam, but | did want to show you where these values can be changed.
The WLC is almost as easy to get around in as SDM is - you just have to
scroll a lot more with the WLC!

Configuring WCS And Adding A WLC

After installing WCS on a server, you'll see these icons on the desktop:

After clicking StartWCS, we receive the following message:




= WCSAdmin

Starting WS
he Mms_Serer senice iz staring...
he Mms_Semer senice was started successiully,

If WCS is already running, you'll get a message that the WCS Service is
already running.

= WCSAdmin

’The WCS server is already running.

A secure HTTP connection is required. Here, | attempted a non-secure
connection, and | received this message:

HTTP is disabled. Redirecting to HTTPS in 5 seconds.

If it does not redirect then please click here

| then launched a browser and a secure connection to 127.0.0.1, which
brings us to the Wireless Control System login window.

Cisco SYSTEMS

Login

f User Mame

Wireless

Control System

After logging in, we're brought to the main window.




Since we use the WCS to manage WLCs, we better know how to add a
WLC with this tool! To do so, just click Configure and then Controllers in

the drop-down box.

(The word hidden by

"Configure Alt-c" is

"Templates". This drop-down box really doesn't like dropping down and

staying there!)

Cisco Wireless Control System

Monitar * | Configure * | Location

Configure Alt+c
Controller:

Controllers

Search for d
Access Points

INetwnrks

On the next screen, select Add Controller in the drop-down box and click

Go.

-- Select 3 command -- ~| Go |

-- Zelect a command -- “
fdd Contraller... [
Remove Controllers

Reboot Controllers

Download Software..
Download IDS Signatures
Save Config to Flash

Refresh Config from Controller T
-

Here's the next screen:




Add Controller

IP Address |

MNetwork Mask |255.255.255.D

SHMP Parameters*

Version |v2u: =
Retries |3
Timeout (seconds) |4
Cormmunity |private
1] 4 Cancel I

* Biease enter SMME parameters for the wrte goocess i pou
have one. If pou enter read-only access parameters then
controfer will be aaded but WSS will be unable to modify
configuration.

After entering the IP address and mask for the management interface on
the WLC, we see the following message - hopefully for just a short time!

Please wait...

WCS is trying to discover the Controller. Please wait.

® & & @& @

When WCS discovers the WLC, you'll see the IP address of the controller
appear just above "Add Controller" and a message that the controller has
been successfully added to WCS.

IP Address Type Status

10.6.,1.50 Controller Added successfully to WCs
Add Controller

If you attempt to find a WLC with an incorrect IP address, you'll see the
following message instead.

IP
address Type Status
106151 Fr— Mo response from device, check SMMP communities, version ar

networl: for issues,

That status message doesn't exactly narrow things down, does it?




To see all WLCs, use this drop-down menu path: Monitor > Devices >
Controllers. The IP address of the WLCs will be hyperlinked:

Controllers > Search Results

Controller . Mobility Reachability
IP Address REe Tv¥pe Location G hGiip e Status
10.6.1.50 FodiwlC z000 Groupl Reachable

Click on the address for a detailed summary of the WLC.

Controllers > 10.6.1.50 > Summary

General

IPF Address 10.6.1.50 Tokabibissd
Marne PodlwLC

Type 2000 Alarms

UP Tirne 0 days 1 hrs 8 mins 2 secs

System Time Sat Adug 16 15:56:00 2008 Events
Location

Total Client Count 1 Utilization
Current LW APP Transport Mode  Laver3

Utilization {%)
!

Using the Map function of WCS is beyond the scope of the ONT exam,
but | do want to give you an idea of what it looks like:

Position access points on Floor Area "‘Me'

Horiz  Mert  Zoom
[PadaaPp =llizzo Jesi [too% =] sawe Ca

2 1 e

| BT g
\




You can create floor plans, create maps showing Access Points, gauge
who would and would not be able to hit the APs, and so much more. If
you do get the chance to work with the Maps feature in WCS in a lab or
production environment, | will say it takes a little getting used to, but it can
be a very powerful tool for planning, implementing, and monitoring your
wireless network!

Before we head for the review, let's take another look at this screen:

Monitor * | Configure » | Location »

Configure Alt+c 1
Controller: I

Controllers
Search for d

Access Points
I MNetworks

We looked at Monitor and Configure, but not Location. That choice allows
you to add and configure Location Appliances.

Detecting Rogue Access Points

The WCS can also detect rogue access points and minimize their effect
on your network. When one of the WLCs detects a rogue AP, that WLC
will send a notification to the WLC that a new rogue AP has been found.

On the Monitor screen of our WCS, we see no rogue APs have been
detected - if there had been, some of the white cells here would turn red to
indicate a problem:

IL ] o ] ] ]

Most Recent Rogue APs

MaC
Address

Mo Rogue
APs found

S5ID Type State Date/Time

Controllers

Access Points

Location

The next action is dependent on the level of AP containment you've
configured in WCS. Available options are 1 AP, 2 AP, 3 AP, and 4 AP. If
you choose 1 AP, one AP near the rogue AP will send deauthenticate and
disassociate messages to the clients that have formed an association with
that rogue AP. If you choose 2 AP, two APs will send these messages,
and so forth.

The WLC will then continue to monitor the rogue AP until that rogue is
either eliminated or acknowledged as a non-threatening rogue.




"Hot Spots And Gotchas"

This is obviously a large chapter, so don't just read the summary! :)
Having said that, let's review the high points:

| won't put them all here again, but be sure to review the many uses of the
WLSE listed at the very beginning of this section. The WLSE and
Wireless Domain Services (WDS) are used to manage an autonomous
WLAN.

The WLSE comes in both "regular" and Express forms. WLSE Express
has an integrated AAA server, but the regular version of WLSE requires
an external AAA server.

For lightweight WLANs, a combination of the Cisco WCS and WCS
Location Appliance are used to configure and manage the network.

The WCS

As we saw in the lab, the WCS can do it all - you can plan your network
using the Maps option, and then configure and manage your WLCs and
APs (the Map option helps with that as well).

As we also saw in the lab, when we used the browser to open WCS,
HTTPS was used.

The WCS uses SNMP to communicate with the WLCs, so be sure not to
accidentally block that communication with an ACL.

Both the WCS and the Appliance must be configured initially at the CLI.
You can run WCS on either a Windows or Linux box.

WCS helps to detect and shut down rogue APs, but there's one major
difference between WCS Base and Location - Base gives you a general
idea of the location of the AP, where Location can nail the rogue AP's
location down to just a few yards.

There were icons on the desktop to both start and stop WCS, as well as
check WCS status and uninstall it as well.

Typical menu paths in WCS:

Adding A WLC: Configure > Controllers, then click Add Controller and
GO. On the next screen, enter the IP address and mask of the
management interface on the WLC and click OK. You'll then see a
message indicating either that the WLC was found or not found.




Viewing All WLCs: Monitor > Devices > Controllers. For additional
information on each WLC, click the hyperlinked IP address.
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