Cau hinh xac thwe bing RADIUS server
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Client Access point RADIUS Server
device or bridge

Mang WLAN ban than n6 la khong bao mat, tuy nhién dbi voi mang c6 day néu ban
khong c¢6 1 sy phong ngira hay cau hinh bao v¢ gi thi n6 cling chang bao mat gi. Piém
mau chot détaora 1 mang WLAN bao mat 1a phai trién khai cac phuong phap bao mat
thiét yéu cho WLAN d¢é gitip cho hé thdng mang ctia minh dwoc an toan hon.

Trong bai LAB nay ta s& thao ludn cac dic diém va cach cdu hinh RADIUS server. Nham
ngin chin nhiing truy cdp mang trai phép ma minh khéng mong muédn. Khi do client
mudn truy cip vao mang thi phai ding nhap dung user name va password hop loi. Quéa
trinh x4c thyc nay duoc diéu khién boi RADIUS server.

M5 ta yéu ciu:

« CAu hinh RADIUS server trén Win 2003, tao user va password cho céc client du dinh
tham gia vao mang

« Bat tinh ning xac thuc EAP Authentication véi RADIUS server trén AP Aironet ( bang
webpage va CLI).

« Cho PC tham gia vao mang, kiém tra két ndi.

Thiét bi yéu ciu : 1 Access point Aironet 1131, 3 pc ¢6 gin card wireless, 1 pc 1am
RADIUS server.



Cac buéc thyc hién :

1. CAu hinh RADIUS server trén win 2003:
« Cai dat phan mém Cisco Secure ACS v3.2 trén pc chay win 2003 dé lam server.
Double click vao file setup.exe trong thu muc chtra phdn mém ACS dé tién hanh cai dit.
Man hinh setup hi¢n ra :

Before You Begin x|

BEFORE ¥0OU BEGIN, the following items must be
complete:

v End-user clients can successiully connect to &40, clisnts
v Thiz Windows Server can ping the A8, clishts

v Ay Cizco 105 A48 clients are rukhing Cizco 105 releasze
11.1 or later

¥ Microzaft Intemet Explorer +6.0 5P or Metscape »7.02 is
installed

"when pou have completed all of these items, check each one
and then click Mest.

If theze items have not been completed, do not
proceed with the installation of CiscoSecure ACS.
Click Cancel and complete these items.

Explain >>| < Back I Hest » I Cancel |

Check vao tat ca cac muc dé cai dat ACS, tiép theo nhan Next :
CiscoSecure ACS Network Access Server Details j El

To succezsfully configure CizcoSecure ACS o communicate with
waLr first MAS | the fallowing infarmation i required. Additional
MASes can be configured fram within CizcoSecure ACS once
inztalled.

Authenticate zers Lszing: IH.-'l'-.DILIS [Cizoo Airanet] ;I

Aocesz Server Mame: Iap2

Arocess Server P Address: I 192 01683 . 1 . 254

Windows Server [P Address: I 192 168 . 1 . 1

TACACS+ or RADILUS Kew: |1 23456739

Explain »» |
¢ Back I Mest » I Cancel |




Authenticate Users Using : chon thiét bi twong tng ma ta str dung. O ddy do ta sir dung
Access point 1a Aironet nén ta chon 1a RADIUS (Cisco Aironet).
Access Server Name: tuy chon déat tén cho thiét bi. Ta nén dat trung tén vdi Access point
ma ta mudn cau hinh dé d& phan biét.
Access Server IP Address: Dia chi IP cia AP ma ta can c4u hinh dé PC server c6 thé truy
cap toi AP. Trong trudong hop nay dia chi cia AP 1a 192.168.1.254
Windown Server IP Address: dia chi IP cta Server lam RADIUS. Chéng han nhu
192.168.1.1
TACACS + or RADIUS Key: dat key cho RADIUS server phai trung voi key cua AP.
Nhan Next dé sang budc tiép theo.

Advanced Options x|

Select which advanced options to be dizplaved in the
CiscoSecure ACS uzer interface.

V¥ Uszer Level Metwork Access Festictions

V¥ Group Level Mebwork Sccess Flestictions

V¥ tax Sessions

¥ Default Time of Dap/Day of ‘Week Specification

¥ Distributed System Settings

¥ Database Replication

These advanced options alang with other features that you may
chooge to dizplay ar hide from the user interface can alzo be
selected from within CizcoSecure ACS after installation is
complete,

Explain »» | Cancel |

Céc tiry chon trong ACS. Ta nén chon hét dé co thé str dung hét cac tinh ning cua ACS.
Nhén Next va tiép theo nhan Finish dé hoan thanh qua trinh cai dit .

* Tao User va password :

Giao dién chinh cua ACS:
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Sebect "Log OfF to end the adminstration session =

CiscoSecme ACS v 2 offers suppost for eoltiple AAA Clests and
achvamced TACACS- and RADIUS features. It alio supports several
eethods of mutherizaton, mithenticsson, and acoounting (AAA) mxiudng
several ome-tmne-password cords For more mformasion on ChooSeomre
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Select

T = —
[ » User Setp and External User

Broup = Databa

Sl 1
[ e User E'.rnpto « Finding a Specific User in the
Gy |Serearromm Find (‘m_q:Sﬁul_'e User D:u:base )
o Adding a to i e ure User
S| St work Database

Cond iguration T
L e + Listing Usernames that Begin with a

List users beginnmg with letter mumber: Particular Character
L] R - 3

aBCDEFEHIJELH « Listing All Usernames in the
Interface HOEQES HEXz i i
[l Cnaarstson 3 4 a e CiscoSecure User Database

» Changing a Username in the

ﬂl Adminitratien CiscoSecure User Database
Conlral g Ligt AND Dsers I =
| Ewck 1o Halp -

@ [ Reports and _i —.l User Semup enables vou to configure

mdnidonl user mformation, add users,
and delete users in the database -
€] Acplet sooPng started [T [ imemet 7

Dit tén user tuy chon cho client sir dung dé truy cap. Nhan vao nit Add/Edit dé thém vao
cau hinh. Ta c6 thé add nhiéu user tuy theo nhu cau.
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User Setup

| Password Authentication:
[CiscoSecura Database  ¥|
CiscoSecure PAP (Also uged for CHAP MS:
CHAP/ARAP o the Separate field 15 not

_.—,_,___cgff_i-:xtd.;
sword |unu

Confirm

| When a token server is used for
| authentication, supplying a separate CHAP

Account Disabled

Deleting a Username

Supplementary User Info
Password Authentication

Group to which the useris assigned

Callback

Client [P Address Assignment
Advanced Settings

Network Access Restrictions
Alax Sessions

LUsage Quotas

Acconnt Disable
Downloadable ACLs
Advanced TACACS+ Settings

passwword for a token card user allows CHAP Hcicsi En:h:e B simsid
| authentication: This is especially useflwhen | ot | T4¢ 4 €S+ Ontbound Password
Submit | Cancel | (.2 TACACS+ Shell Command -
4 "
7T @ temet S

bat Password cho user vira tao. xong nhén nit Submit dé hoan tat .
* Ngoai ra ta c6 the thay doi cau hinh mang ban dau da thi€t 1ap trong qua trinh cai dat
hoac thém cau hinh tuy chon. bang cach nhan vao nit Network Configuration.
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' d =4 Help =
« AAA Client Hostname .
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+ Kev
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M—Chm [ap1 « Authenticate Using
Hostname « Single Connect TACACS+ AAA Client
AAA Chemt [26-2-0-2 =] » Log U .ate.-'"'i‘q'ztl:hﬂu Packets from this
IP Address AAA Client
,.TJ ¢ Log RADIUS Tunneling Packets from
ey Igms this AAA Client
- o » Replace RADIUS Port info with
Username from this AAA Client
Single Connect TACACS+ A4 A Chent i
(Record $t6p in accounting on faire) AAA Client Hostname
- Log Update Watchdog Packets from The 444 Client Hosmame is the
this AAA Client =] nama ansionad to tha & &4 rhisnr =i
[ @ e iz

Ta c6 thé tao cu hinh tiy muyc dich sir dung & ddy. Sau khi tao xong nhin
Submit+Restart dé hoan tat cai dat.

Luu y : Phan mém ACS doi hoi phai chay trén méi truong Java. Do d6 trudc khi cai dat
yéu cau phai cai Java Runtime Environment.

Sau khi setup ACS xong thi khi m¢ trinh duyét ACS van chua chay. Khi dé ta chon Tool
> Internet Option > Security , chon levlels Low dé cho phép java start

Imternet Kpiken

Genesl . Fe0UEy | ey | Conoend | Connecos. | Progesna | Advanosd

Seleat & pore b0 v oF thange seoriy cettnge

@ @« v 0O

Locsl irared  Trusted sted  dhesirced
e

e

Thes s i o ribertand wbeiileni,
el hads idedd in inuted and
rtyi e o

ity el dox by gone
Pl vl Tor i forse: M b High
il bl

| = ppropriate for snoal vkl o
T Prongti befiorn diericading p<tantisly unie
(b )

U] Aectitlal axanite o well rol b chwerduntien]

o

[ Peet s natation |

e ][ el |




2. Bit tinh nang xac thuc EAP Authentication véi RADIUS server trén AP Aironet:

+Thuc hién trén webpage:

* Bat dia chi IP ctua PC trung véi dia chi cia AP. Truong hop nay dia chi cua AP 1a
192.168.1.254, ta dat cho PC 1a 192.168.1.2

« Két ndi giira PC v6i AP thong qua cap thing

* Mo trinh duyét web Ién, dién dia chi cua AP 1a 192.168.1.254 vao thanh dia chi, man
hién dang nhap hién ra yéu ciu nhap user name va password. mac dinh user name la
Cisco, Password la Cisco

Hinh dang nhap user name va pass

* Giao dién chinh ctia AP

Hinh giao dien chinh cua AP

Chon muc EXPRESS SECURITY

Hinh trong muc EXPRESS SECURITY

Chon SSID 14 vnpro ,

Chon muc Broadcast Beacon dé quang ba SSID
Chon muc radisus

bat IP cua server 1a 192.168.1.1

Dat Secrect key trung voi key cua server pc
nhan apply => hoan tat cai dat.

+Céu hinh bang CLI:

* Vao mode config bat tinh nang AAA
ap(config)# aaa new-model

* Dinh nghia AAA Server Groups

ap(config)#aaa group server radius rad_eap
ap(config-sg-radius)#server 192.168.1.1 auth-port 1645 acct-port 1646

* Cho phép xéc thuc trén RADIUS
ap(config)#aaa authentication login eap methods group rad eap

« Tao SSID va cho phép SSID d6 tham gia xac thuc RADIUS, dong thoi quang ba SSID
do qua ngoai

ap(config)#dotl1 ssid ap1
ap(config-ssid)#authentication open eap eap methods
ap(config-ssid)#authentication network-eap eap methods



ap(config-ssid)#guest-mode

« Chi ra dia chi IP cua server, port ding dé Authentication Request, port dung dé
accounting request va key :

ap(config)# radius-server host 192.168.1.1 auth-port 1645 acct-port 1646 key 123456

» Vao mode interface bat tinh nang xac thuc trén interface va cho phép quang ba ssid ra
interface nay

ap(config)#interface dotl1radio 0
ap(config-if)#encryption mode wep mandatory
ap(config-if)#ssid ap1

ap(config-if)#no shut

ap(config-if)#end

ap#wr

C#Au hinh tham khao:

ap#sh running-config
Building configuration...

Current configuration : 2430 bytes

!

version 12.3

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname ap

!

enable secret 5 $1SEdQk$SvBu/6AKF37mOFIG07co6il
!

ip subnet-zero

!

!

aaa new-model

!

!

aaa group server radius rad_eap

server 192.168.1.1 auth-port 1645 acct-port 1646

!

aaa authentication login eap methods group rad eap

aaa session-id common
|



dot11 ssid ap2

authentication open eap eap methods
authentication network-eap eap_methods
guest-mode

!

power inline negotiation prestandard source
--More-- !

!

username Cisco password 7 047802150C2E
!

bridge irb

!

!

interface Dotl 1Radio0

no ip address

no ip route-cache

!

encryption mode wep mandatory

!

ssid ap2

!

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
--More-- bridge-group 1 spanning-disabled
!

interface Dotl 1Radiol

no ip address

no ip route-cache

shutdown

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!

interface FastEthernet(

no ip address

no ip route-cache



--More-- duplex auto

speed auto

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
hold-queue 160 in

!

interface BVI1

ip address 192.168.1.254 255.255.255.0
no ip route-cache

!

ip http server

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779...onfig/help/eag

ip radius source-interface BVI1
!

radius-server host 10.0.0.2 auth-port 1645 acct-port 1646 key 7 1446405858517C
!

control-plane

!

bridge 1 route ip
--More-- !

!

!

line con 0

line vty 0 4

!

end
3. kiém tra két néi :
Trudce khi cho PC tham gia vao mang, bat tin nidng xac thyc trén trén card wireless

Viettel properties ITII'_WI

Associgtion | Authenbcahon | Connection

Select the: option o provids suthenticsted retvwod. sccess o
waeless Ethernet networks

[#] Enabile IEEE 802 1x suthenbcation for this nstwork |

EAP type: | Smart Cand o othet Cattificate w
Propesties |I
(] Austhriticate as compubes whsn compiber mhormation it avalsbls

[ Authertcate as guest when user of computes infosmation iz
rn el bl

[ ok ][ conce



http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag

Trén PC tao két ndi voi mang c6 SSID 14 apl vira duoc thiét 1ap.

D]l Wirekess 'WLAN Card Ltility
Wirsiess Networks | Lk Stohes | Sde Mondor Diagnostcs  informabon

[] Enatle Fadc
Predemed neftwork connechons
et i e bl rebaork Bl e wilhen nge
S e e
x | © O B -
Spcty
Click Add 1o add & nebsork connection o this lisi.

Click vao nat Add

Wirsless Metwork Connection Settings

Histraceh rerme [55001 el
7] Thet it s e ez s
Pltvandd. g itaemba showr B0 T W
EAP et
i EAP mattad
LEAP v
] B Lses Name/Passacrd | [0 B Ogios

Lo J[ comma |[ hee |

tén SSID ctia mang ma minh mudn két ndi, chon kiéu xac thuc 1a LEAP va danh dau
chon vao muc Prompt for user name and password . Nhan OK



Deldl Wiredess WLAN Card Uility

\ipelesn Wetands | Lk Stabus | Sde Morvice | Diasgrostes | islormabon
[#] Lt thes 1ol manmge poas marmiesss ftweries
;{-jm Ly we
[¥] Ereabie Fiacicr
Praibad iasbacrk ol

Vi coempedee gutomabealy cornac i e el retecork that @ withn rangs

| ok || Conced || oo || Hep

1 két noi dugc tao ra voi mang c¢6 SSID 1a apl. Bé két ndi véi mang trén, ta click chudt
phai va chon conect. Khi do server s¢€ tién hanh xac thuc va yéu cau minh nhap user
name va password.

DlomariLlser Mame: vnpic

Pazzmoid i

I_ Ok || Cancel |

Néu client nhép sai user name va password thi s& khong két ni t6i mang dugc. khi d6
trén man hinh CLI ctia AP s& bio Authentication Failed. Va bat budc client phai dang
nhap lai. sau khi nhap dung user name va password thi s& két ndi duoc

Dé kiém tra két ndi ta s& tién hanh Ping t6i server, dat dia chi IP cua client trang 16p
mang vdi server.

cv Command Prompt

“2ping 192.168.1.1
FPinging 1%2.168.1.1 with 32 bytes

Heply from 192_.168B.1.1: bytes
i 1i68.1.1: byt

168.1.1:
168.1.1:

for 192

L = o

d trip t
Hms,. Maxir

=>ping thanh cong, két nbi hoan tat

[ Ngudn: VnPro bién soan |



