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Cau hinh VPN qua ADSL

M6 hinh:

Site Ha Noi Site Sai Gon
C6 Domain name dang ky trén No-I1P C6 Domain name dang ky trén No-1P
mcsa2k3.no-ip.info nhatnghe.no-ip.info

| Chuan bi:

- M6 hinh gdm 2 nhém, mdi nhém 2 méy khoi dong P1 (¢4 co ISA 2004)

- Trén méy I SA cia 2 nhém cai chuong trinh DucSetup.exe dé cap nhat dia
chi IP v&i Domain name da dang ky trén No-IP

- Trén may Domain Controller cia 2 nhom

Tao User va cho quyén Site Ha Noi Site Sai Gon
Allow Access

Username saigon hanoi

Passwor d 123 123

[1. CAu hinh VPN trén Site Ha Nai

B1.M¢ chuong trinh ISA Management, vao muc | — Vao tab Remote Site — chon Add Remote
Vitrual Private Network, Enable VPN Access — | Site Network
Apply — OK

|B¥ Microsoft Internet Security and Acceleration Server 2004 (of x| B Microsoft Internet Security and Acceleration Server 2004 =10 x|
Eile ion View  Help ‘ Ble Action View Help ‘
SEIEIEIERIONC) A=) ERERONC)

|53 Microsaft Intermet Security and Acceler r.(mw |53 Microsaft Intermet Security and Acceler r.«mw
&g rat mﬂw&rm Virtual Private Netwarks (VPN) sbgrau
‘Standrd Edition

I

ity & ;
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Ediion
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(3 General w e e e 2 (3 Enable vy client Access 3 General site network, The remote ske netwark species site-ta-sie ) Add Repaote Site Netuiork
o ; conmection properties, such as protocols used For VPN traffic, VPN
iy ot ignres S Clant: servers, authentication methods, and P addresses comprising the.
@ Verify that VPN Client Access is Al YET OAOK; General VPN
To create a YPN remoke site network, on the task pane, dlick Add Configuration
Allow remot cients ko cannect to the network General VPN Remate Site Network. ,‘
using & YPN connedtion, 3 y 5 Select Access Netuorks
. Configuration Help sbout Ste-to-Site VitualPivate Netwerking =
. i 4 Define Address assinmerts
= F Select Access fetworks ,
D Specify Windows Users or select a = 5 Select Athertication Methods
RADIUS Server 4 Define pcrecs 7 Specify RADIUS Configurati
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Spedfy the Windows Users (domain groups) Assionments R <
a”medtw? attesls D[n[ ;VF U;ixg‘lzémuj e [4F Select Authertication
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server AL Related Tasks
5 Specify RADILS
Configuration =
g Verify VPN Properties and Remote
Access Configuration
wlerify that VPN properties, such as protocols and Related Tasks
accezs paints, are defined according to your S -
[T | network requirements. =l | & Monitor vpn Clents = gy #
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— O craso Wellcome to the New Network,
nhap Network name |a SaiGon — Next

— O cirasd VPN Protocol, Chon Point —to —
Point Tunneling Protocol (PPTP) — Next

New Site-to-Site Network Wizard x|

Welcome to the New Network
Micrasoft- Wizard
Internet Security &
Acceleration Server2na
Thiz wizard helps pou create a new network, Metworks
specily one of more ranges of [P addresses as a network
object that can be uzed in rules.

-

To contitue, click Nest

New Site-to-Site Network Wizard ] x|

VPN Protocol
Select the WPM protocol used to protect biaffic sent between the sites.

" IP Security protocol [IPSec] tunnel mode
Provides high secuiity and interoperability with third party %¥PN vendors,

£ Layer Two Tunneling Protocol [L2TP) over IPSec

Provides a highly secured connection method,

& Poini-to-Point T Brotocal [PPTP

Provides a secured connection method,

k Cancel

— O cira s Remote Site Gateway, go site bén
Sai Gon — Next

VD: Site Sai Gon c6 domain hame dang ky trén
No-ip lanhatnghe.no-ip.info

— O ctra sb Network Addresses, chon Add —

Nhap dia chi Internal Address bén site Sa Gon
— Next

New Site-to-Site Network Wizard | New Site-to-Site Network Wizard A x|
Remote Site Gateway Network Addresses

Specify the name or IP addiess of the remote site VPN server.

Bemote YPN Server name or [P address:

nhatrghe.ho-ip.infd

™
b
< Back I

Mest » I Cancel

Define the IP addreszes for this network. You can add IP address ranges. IP
address ranges aszociated with a network adapter, and private IP ranges.

Address ranges:

Start Address

[ A 1 ‘ o T I
17216.90

172.16.9.200
Edit... |
Remove |

< Back | ﬂeﬁ > | Cancel
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— O cirasd Remote Authentication, danh dau
chon vao Local site can initiate connection to
remote...., O dong Username va Password gd
username la hanoi, pasword 123, tén Domain
Name la ciia site Sai Gon — Next

— O ciraso Local Authentication, chon Next —
Finish - OK (d¢ Routing Remote Access
resart) — Apply — OK

New Gite-to-Site Network Wizard B x|

Remote Authentication
Enable this option if you want to allow the local site to initiate connections to the
remate site. Y'ou must provide credentials for the connection,

¥ Local site can intiate connections to remata site using these credentials:

User name; Iham\
Domain: InthS
Password: I"'"'"

LConlirm password IOOOOOOoi

New Site-to-5ite Network Wizard x|

Completing the New Network
o Wizard

Internet Security &
Acceleration Serverznod  ou have successfully complsted the New Netaork Wwizard
The new network. will have the following configuration

Narme: -
algon

Fratocal
PPTP

Addieszes

[ 172.16.9.0-172.16.9.200
Femate WPN Server:
| | . =8
-- For traffic to pass through this network, further

configuration steps are required.
Help about further configuration steps

To close this wizard, click Finish

< Back m Cancel

< Back I Fimis;{ I Cancel |

B2. Vao muc Configuration, phai chugt trén
Networ k chon New Networ k Rule.Network
Rule Name g0 Saigon to Internal — Next

— O ciraso Network Traffic Source, Chon it
Add — Bung dau cong Network chon Site
SaiGon — Add — Next

New Network Rule Wizard B x|

Welcome to the New Network

Microsoft: Rule Wizard
internet Security &
Acceleration Serverzooq

Thiz wizard helps pou create a new Metwark rule. Metwork
ules define the relationship between network entities as
either route or network, address tranzlation [NAT).

-- Isaigm e

To continue, click Nest.

Metwork le name:

New Network Rule Wizard x|

Network Traffic Sources
Thiz rule will apply to traffic originating from the sources specified in this page.

This rle applies to traffic from these sources:

=ha zaigan

Edit.
Bemove

< Back I Nest E I Cancel

< Back | Newt > | Cancel
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— O crasd Network Traffic Destination, Chon
Internal — Next

— O cira sO Network Relationship, chon Route
— Next — Finisk

New Network Rule Wizard r x|

Metwork Traffic Destinations
This rile will apply to traffic arriving at the destinations specified in this page,

New Network Rule Wizard B x|

Metwork Relationship
Specify how traffic iz sent behween the source and destination network, entities,

This rule applies to traffic sent to these destinations:

= |nternal Add..

Edit..
Bemove

" Nehwork Address Translation (NAT)

154 Server hides computers in the sources by replacing their netwark P addresses in
outgoing traffic with itz own extemal IP addiess.

154 Server routes traffic betwesn the sowces and destinations [ho netwaork address
translation iz used). Route relationships ars bi-directional

< Back | Cancel |

Ny |

< Back Next > Cancel |
b\;

B3. Phai chuot trén Vitrual Private Network
(VPN) — Properties. Trong tab Access
Networ k, danh dau chon site saigon

— trong tab Address Assignment, chon nit Add
trong muc Static Address Pool, nhap range dia

Virtual Private Netwaorks (VPN) Properties

Access Metworks | address Assignment | Authentication | Rapms |

2x|

For PN dlient connections, select the networks from which clients can
initiate connections o the VPN server,

For site-to-site connections, select the local network whose adapter is
the VPN gakeway used For connecting ta the remote site.

These settings are common to all ¥PM clients and site-to-site

canneckions.
Hame | Description
-External Built-in network object representing
O --Irternal Metwork representing the internal -
saigon This network represerits a remate &

[ <t Al Networks (and Local ..,
[ <541 Protected Netwarks

This predefined network set include
This predefined network set include.

1 il

chi IP cép cho Sai Gon remote — Apply — OK

Access Networks  Address Assianment | puthentication | RADILS |
i~ Select the IP address assignment method:
(% Static address pool

TP address ranges:

Stark Address End Address &

172.16.11.201 172.16.11,254

Edit
Remave. .

£ Dynamic Host Configuration Protocel (CHCP)

Liss the Following network o obkain DHCP, DS and WINS services:

Internal =

Advanced settings are only applicable for
remate ¥PN clients,

Advanced...

oK Cancel AD\%\V

B4. Phai chuot trén Firewall Policy, chon New
Access Rule, man hinh Well come gb Rule Name
Sai Gon to Internal — Next

— O man hinh Rule Action cho quyén Allow —
Next. O man hinh Protocol chon All Outbound
traffic — Next. O man hinh Access Rule Soure
— Add — chon site SaiGon — Add — Next

New Access Rule Wizard i x|

Welcome to the New Access

Microsoft Rule Wizard

Internet Security &

Acceleration Serverzooa
This wizard helps you create a new access rule. Aooess
nules define the action that is taken, and the pratocals that
may be used, when specified dlients from one nelwark
attempt lo access specific destinations or content on
anather network

Access wle name:

Isaigon ta Internal

To continue, click Mest.

Caneel

New Access Rule Wizard i x|

Access Rule Sources
This ruls will apply ta traffic originating from the sorces specified in this page:

This rule applies to traffic fiom these sources:

b= 3aigon

Edit..
Remave

< Back | Mext il Cancel
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— O man hinh Access Rule Destinations —
Add — chon Internal — Next — chon All
Users — Finish

— Phai chuot trén Firewall Policy — New
Access Rule, Network Rule Name go I nternal to
Sai Gon — Next

New Access Rule Wizard x|

Access Rule Destinations
This ruls will apply ta traffic sent from the uls souices to the destinations specified
in this page.

This rule applies ta baffic sent to these destinations:

- Intemal LI
Edit..
Remave

< Back | Cancel |

Mext rLl

New Access Rule Wizard x|

Welcome to the New Access

Microsoft Rule Wizard
l;br;nmtSecu ity &
Acceleration Serverzooa

This wizard helps you creale a new access e, Acoess
les define the attion that is taken, and the piotocols thal
may be used, when specified clients fiom ane network
altempt to access spesific destinations or content on
anolher network.

I i

To continue, click Mext,

Caneel

— O man hinh Rule Action chon Allow — O
man hinh Protocol chon All Oubound traffic —
Next. O cira sd Access Rule Sour ce, chon Add
Internal — Next

— O man hinh Access Rule Sour ce
Destinations — Add — site SaiGon— Next —
chon All Users — Next — Finish

New Access Rule Wizard x|

Access Rule Sources
This rule will apply ta traffic originating from the sources specified in this page.

This ruls applies to tiaffic from thess souices

L

e [nternal

Edit
Bemove

Caneel |

< Back | HEKIE

New Access Rule Wizard x|

Access Bule Destinations
Thiz rule will apply to traffic sent from the rule sources ta the destinations specified
in this page.

This rule applies to liaffic sent to thess destinations

e saigon

Bemove

< Back | Hesﬁr | Cancel |

B5. M¢ Routing Remote Access, phai chuét 1én
Port — Properties — chon WAN minipor
PPTP, kiém tradachon Remote accessva
Demaind Dial — Retart Routig Remote Access

Configure Device - WAN Miniport (PPTP}

el

“You can use this device for remate access requests or demand-dial
conhections,

¥ Bemote access connections (inbound onlp
Iv  Demand-dial routing connections (inbound and outbaund)

[~ Bemand-dial rauting connections (outbound ol

—

You can set a mazimum port limit for a device that supports multiple ports,

Phane number for this device:

Mazimum ports:

m Cancel
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B6. Trén may |SA m¢ giao dién cau hinh Router ADSL vao muc NAT dé Nat port 1723 vao ding

méy ISA

Wizard Setup

NAT - Edit SUA/NAT Server Set

Start Port No. End Port No.

Advanced Setup All ports

Passwored 1723
LAk

e NAT

i

Securty
Dynatmic DS

Remote Management

R R ST N

0
]
0

All ports
1723
0

0
]
0

IP Address
no.og
192.168.1.2
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

[11. Cau hinh VPN trén Site Sai Gon
- Trén may | SA bat chiac naing Remote Site
- Tao Remote Site name la Ha Noi
- VPN Protocol 1a PPTP

- Remote dén site HANGi véi servername la mesa.no-ip.info

- Network Addresslarange IP internal cua Site Ha Noi

- Username va Password g6 username la saigon, pasword 123, tén Domain

Name la ciia site Ha Noi
- Tao Network Rule véi rule name: HaNoi to I nternal
- Source :lahanoi
- Destination:  lainternal
- Network Relationship chon di bang dirong Route

- Properties Vitrua Private Network — chon connection hanoi

- Cip IP dé site HaNoi connect toi Sai Gon

- Tao 2 rule Firewall Policy dé connect gitra Sai Gon va HaNoi

- M& Routing Remote Access, kiém tra port
- Restart Routing Remote Access

- M& giao dién cau hinh ADSL d¢é NAT port 1723 vao may |SA

IV.Kiém Tra

- Pting m&y DC bén site Ha Ngi truy xuat vao may DC Sai Gon
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