NETASQ

we secure |IT

NETASQ I3 nha cung c&p hang d&u Chau Au vé gidi phap bao
mat cd tru sa chinh tai Paris, Phap. Hién nay NetASQ cling d& hién dién tai khu vuc Chau A Thai
Binh Duang véi tru sG chinh tai Singapore. Cac thiét bi cia NETASQ dugc thiét ké tuan theo
tiéu chi “all-in-one” c6 chét lugng rét cao. V&i mot thiét bi cia NETASQ, ngudi st dung cd thé
trién khai moi dich vu can thiét va moi nhu cdu dugc dap ng t6i da. Chi cin mot thiét bi cla
NETASQ, Vvdi chi phi cuc thap, doanh nghiép cua ban da cd mot hé thong mang chuyén nghiép,
cd mdc bao mat ngang cap vdi cac tap doan doanh nghiép I6n. Giai phap IPS cua NetASQ dua
trén engine ASQ (Active security Qualification) do NetASQ tu phat trién.

Ngoai cac ching chi, giadi thudng cong nghé thong thudng nhu EAL4+, ICSA Labs, v.v,
NETASQ con dugc cac ching nhan nhu NATO VPN RESTRICTED va RESTREINT EU; dudc
cdng nhan 1a thiét bi VPN va bao mét tiéu chuén dé sir dung trong hé théng cua nhiéu t6
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Khach hang cua NETASQ
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NETASQ cung cap 2 giai phap chinh:

Thiét bi NETASQ UTM Firewall : Tich hgp cac tinh nang Firewall, IPS, Anti-Virus, Anti-Spam,
URL Filtering, VPN, Network Analyzer .

NETASQ UTM tich hgp tinh nang Network Analyzergiup quan tri vién hé thong xac dinh ré
cac i'ng dung trong hé thdng va céac 16 héng lién quan, cach khic phuc.

Khach hang cé thé chon option engine Anti-Virus Kaspersky va gidi phap UTM Firewall a0
hoa chay trén nénVMWare va Citrix

Thiét bi bao mat Email Mfiltro Bao vé hé théng email khdi Spam, Virus,

Ngudi dung trong mang dugc nhan cac bao cao hang ngay vé cac email spam hay chlra
virus da bi chdn lai. Trong bdo cdo hang ngay, MFiltro gli kém theo Token d€ ngudi dung cé
thé truy cép tdc thdi vao hé théng dé kiém tra, 18y lai email d8 m&t ma khéng can quan tri
vién hé théng hd trg.



I[.NETASQ Multifunction Firewalls U & NG-Series
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Gidi phap cuia NETASQ dua trén engine ASQ ( Active Security Qualitification). Engine ASQ
hoan toan do NETASQ phéat trién va dudc trang bi nhitng ky thuét cho phép phat hién sém
nhirng tan cong.

Tinh nang IPS dudc tich hgp ngay trong nhan cla engine ASQ. Do dé throughput khong
giam khi tinh nang IPS dugc bat. Cling vi vay, toc do xu li cia NETASQ UTM hiéu qua hon
nhifng nha san xuét tudng lra khac phat trién IPS nhu mét module.

Engine ASQ cé kién truc Hardened OS, so v@i cac kién truc IPS khac thi ASQ chi qua 12
budc kiém tra, trong khi d6 cac engine truyén théng qua tdi khoang 30 budc kiém tra gdi tin
nén performce hiéu qua han.

Tinh nang bdo méat all-in-one:

e Firewall

¢ IPS ( mac dinh, khdng thé disabled)

e VLN ( SSL, IPSEC, PPTP)

e Anti-virus

e Anti-SPAM

e Web Filtering

e Network Analyzer (SEISMO)

Trong dé, NETASQ UTM tich hdp tinh nang Network Analyzer (SEIMO) - Real time risk
management gilip quan tri vién hé théng xac dinh ré cac ¢ng dung trong hé thong va cac 16
héng lién quan, cach khac phuc.

Engine ASQ sé& phan tich mdi packet qua t6i da 3 budc

1. Protocol Analysis ( RFC) : Theo thong ké, khoang 80% tan cong sé bi chan & step nay.
2. Heuristic Analysis and Filtering : Théng ké va phan tich hanh vi nhu gui goi tin lién tuc,
quét port, v.v ; loc traffic : chdng tan cong Flood, DoS, v.v

3. Contextual Signatures : NetASQ dung Contextual Signature nham thu gon pham vi quét
trén database gilp tang hiéu suat. Vi du: néu traffic la HTTP, NETASQ chi quét trén cac



Signature cua HTTP.

Pay la diém dac biét so véi cac firewall signature-based truyén théng, trai qua 3 budc phan
tich, nén khi cé cac cudc tdn cong mai, hé théng van cé thé phong thu, trong khi cac firewall
signature-based truyén théng phai cdp nhat database mdi c6 thé nhan biét va ngén chan.
Database Signature cia NETASQ khac so vdi database cua cac firewall truyén théng:

e Database dudc chia lam han 30 database nhé tucgng ('ng vdi cac protocol, context khac
nhau, thay vi phai quét trén toan database

e Database dudc luu trit badng giai thudt DAWG véi uu diém tdc dod truy xudt cao, anh hudng
khéng dang k& dén hiéu suat khi database ngay cang Idn.

e Cac signature mang tinh téng quat bao ham nhiéu tdn cdng thay vi cac signature chi tiét
cho tirng tan cong.

Céac dong san phdm va tinh néng: (Pinh kém trong file)

+ Dong U serial: U30, U70, U120, U250, U450, U1100, U1500, U6000. (Danh cho SMB)

+ Dong NG serial: NG 1000-A, NG 5000 -A (Danh cho enterprise).
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NETASQ dong U Serial va dong NG Serial c6 7

module chir’c nang chinh nhu sau:

1. Antivirus: Két hgp gilra ClamAV va Kaspersky AV, kha nang chan virus Ién t&i 99%

2. Antispam: Kha nang phan tich theo ng{r cdnh gilp doanh nghiép ctia ban dirng ngoai
cubc chai clia cac spammer

3. IPS - Phong chéng tdn cong: Bé gdy moi phuong tién t&n cong cla ké pha hoai nhdm vao



server hodac may di liéu quan trong cta doanh nghiép.

4. Firewall : Tudng Ira ngan chan xam nhap bat hgp phap.

5. VPN: Kha nang két néi gilra cac chi nhanh va ngudi dung & xa tdGi tru sd chinh

6. Loc web: Chan cac trang web, cac tir khda va cac ing dung khong phu hgp véi cong viéc
cua doanh nghiép. VD: bao dién tl, facebook, yahoo...

7. Quét 16 hdng hé thdng Network Analyzer (SEIZMO): Tinh ndng SEIZMO nay lién tuc quét
cdc may tinh trong mang va b&o cho ngudi quan tri biét may nao ton tai 16 hdng can phai
cap nhap ban va. SEIZMO rét hitu ich khi trong doanh nghiép ban trién khai cac server quan
trong.

II.MAIL SECURITY - NETASQ MFILTRO
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MFILTRO B

MFILTRO c6 nhitng déc diém uu viét nhu sau:

1. Gid thanh phu hgp nhung cung cap nhitng giai phap tién tién.

2. X6a bo toan bd mail rac, nhung dam bao ban khdng mét bat ki email nao. (Ban cd thé |8y
lai nhitng mail ma thiét bi cho Ia mail rac).

3. Block toan bd Mail chilra virus va nhitng link doc hai nhung dadm bao ban khéng mat bat ki
mail nao. (Ban cé thé 18y lai nhirng mail ma thiét bi cho la ch(ra virus, va nhitng link déc).

4. Giao dién st dung dadn gian, than thién véi ngudi dung, cau hinh nhanh chong.

Product Range: M200, M500, M1000, M300

Két hgp nhirng cong nghé tién tién:

- SMTP protocol analysis

- Heuristic rules

- Semantic analysis

- Detection of anti-spam counter measures
- HTML patterns

- Anti-scam and Anti-phishing filters

- Early detection of mass virus propagation
- Detection of undelivered mail notifications
Tinh ndng User Quarantine:

e Central quarantine: dat tat ca thu rac vao trong moét folder d€ ngudi quan tri cé thé quan



li.

e Per-user quarantine: mdi user c6 mot thu muc trén MFILTRO, b&o c&o hoat dong hang
ngay va truy cap webmail chirng thuc.

Tinh nang Sandbox priview:

Sandbox priview lam viéc trong trinh duyét bat ky, bang cach click vao mot e-mail trong
User quarantine. Hinh anh, nhitng link chra ma doc, nhitng phan mém doéc hai sé khéng
hién thi trong mail, do dé, chiing sé& khdng dudc kich hoat. Vi vdy, hé thdng cua ban sé tré
nén an toan.

Cau hinh dagn gian, nhanh chéng (10 phut):

Gir Anh , Chi tai liéu ky thuat NETASQ , tai liéu test ky thuat cia NETASQ vdéi cac hang
Checkpoint, Juniper , Fortinet, Astaro... Dowload tai liéu NETASQ.rar

H& tr& k§ thuat NETASQ lién hé hotline : 0948.78.78.55


http://www.mediafire.com/?xoimo1xg68zjamn

